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EXECUTIVE SUMMARY 

 

This report seeks to frame the operationalisation of resilience approaches as applied 

to critical infrastructure (CI) -infrastructures that are considered essential for the 

social and economic functioning of society -to establish an appropriate working 

definition of CI resilience, and finally to identify the documented SOTA on resilience 

concepts, processes and methods (including links between risk management and 

resilience management). The report is divided in eight main sections.  

Section 1provides an overview of the RESILENS project, whilst section 2 outlines 

where this report sits within work package 1 (WP1).Section 3contextualises the 

emergence of resilience as an all-encompassing and integrated approach to planning 

for, responding to and recovering from a range of disruptive challenges, as well as an 

emerging approach for engaging with risk, crisis and uncertainty in an increasingly 

complex and volatile world. Resilience here is seen as both a way of shaping the 

challenges society faces in terms of the disruption of critical infrastructures, but also 

a way of providing a future framework of action.  

This then leads to the following working definition of resilience for use on the 

RESILENS project: 

“Resilience is the ability of a system or systems to survive and thrive in the face of a 

complex, uncertain and ever-changing future. It is a way of thinking about both short 

term cycles and long term trends: minimizing disruptions in the face of shocks and 

stresses, recovering rapidly when they do occur, and adapting steadily to become 

better able to thrive as conditions continue to change. Within the context of CI, the 

resilience process offers a cyclical, proactive and holistic extension of risk 

management practices.” 

 

The fourthsection of the report highlights the growing scope and scale of CI  that has 

expanded over the last 15 years. The report also illuminates how different countries 

employ different definitions of CI, making the advancement of prescriptive 

approaches to resilience measurement of CI problematic. Concomitantly, 
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sectionfouradvances an argument that critical infrastructure providers are 

increasingly moving towards an approach based on resilience principles rather than 

one which fundamentally focused upon protection – symbolising a shift in practice 

from critical infrastructure protection (CIP) towards critical infrastructure resilience 

(CIR). Combining these approaches we see CIR as reflecting a wider journey from the 

traditional, techno-rational approaches with prescriptive, rigid methodologies, to a 

more transformative understanding of CI resilience. For RESILENS CIR is therefore 

framed as: 

 

‘A transformative, cyclical process, building capacities in technical, social and 

organisational resources, so as to mitigate as far as possible impacts of disruptive 

events,  and based upon new forms of risk management, adaptability and the 

assessment of potential trade-offs between parts of a system’. 

 

Section 5provides an overview of how resilience management is currentlypracticed 

in CI, drawing on the experience of project partners and with a particular focus upon 

different national contexts for implementation, operational concepts, 

methodologies, organisational methods and approaches to risk management. It 

highlights the lack of standards or common approaches to enhance resilience, across 

sectors and across nations. Following a review of the widely utilised ISO31000 risk 

management standard, it outlines a key challenge of the RESILENS project around 

the merging of resilience within risk management steps. 

 

Section 6outlines emerging approaches to the resilient management of CI, including 

critical perspectives on the relationship between resilience and risk management; 

Perspective 1 contends that resilience is the result of risk management, Perspective 

2 that resilience is a part of risk management, Perspective 3 argues that resilience is 

an extension of risk management practices and Perspective 4 that resilience is wholly 

different to risk management. It is contended that Perspective 3 is critical to making 

the transition from the equlibrist approaches of Perspectives 1 and 2, to the more 
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transformative conception of Perspective 4. These perspectives are used to mark the 

increasing sophistication of CI approaches that have been practiced. Within this 

context it is proposed that social and organisational factors, can be used to inform 

new approaches to CIR, as well as new qualitative approaches and measures,. 

 

Section 7ofthe report highlights the  uncertain current legal and regulatory regimes 

associated with CI operations, suggesting that already existing legal mechanisms,  

linked to sustainable development and environmental assessment, might provide a 

possible vehicle for appropriate CI legal and regulatory provision. 

 

Finallysection 8 provides a summary of the report’s findings, including project 

definitions of resilience and CIR, before outlining how resilience practices in CIR is in 

a state of transition from traditional understandings of critical infrastructure 

protection (CIP) to a more transformative conception of critical infrastructure 

resilience (CIR). 
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1.0 Overview of the RESILENS project 

Critical infrastructure (CI) provides essential functions and services that support 

European societal, economic and environmental systems. As both natural and man-

made threats, disaster and crisis situations become more commonplace, the need to 

ensure the resilience of CI so that it is capable of withstanding, adapting and 

recovering from adverse events, is paramount. Moving resilience from a conceptual 

understanding to applied, operational measures that integrate best practice from 

the related realm of risk management and vulnerability assessment is the focus of 

the RESILENS project. 

 

RESILENS will develop a European Resilience Management Guideline (ERMG) to 

support the practical application of resilience to all CI sectors. Accompanying the 

ERMG will be a Resilience Management Matrix and Audit Toolkit which will enable CI 

systems (encompassing assets and organisations) to quantitatively and qualitatively 

index their level of resilience. The proposed toolkit will also allow for the 

quantitative analysis of the resilience of the systems at different spatial scales 

(urban, regional, national and trans-boundary), which can then be iteratively used to 

direct users to aspects of their systems where resources could be concentrated in 

order to further improve theirresilience levels. The ERMG and resilience 

management methods will be tested and validated through stakeholder 

engagement, table-top exercises and three large scale pilots (transport CI, electricity 

CI and water CI). The ERMG and accompanying resilience methods will be hosted on 

an interactive web based platform - the RESILENS Decision Support Platform (RES-

DSP). The RES-DSP will also host an e-learning hub that will provide further guidance 

and training on CI resilience. 

 

Overall, RESILENS will aim to further advance the state of the art in CI resilience 

management and intends to increase and optimise the uptake of resilience measures 

by CI stakeholders. 

 

The purpose of this report, D1.1,is to review the current state-of-the-art (SOTA) in 

risk management, resilience and its application to critical infrastructure (CI), and 

provide a working definition of critical infrastructure resilience (CIR), including the 

relationship between resilience and risk management practices. 
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2.0 Overview of Work Package 1 (WP1) 

The last 15 years have been remarkable for the volume of high impact crises 

disasters and global incidents which have highlighted the vulnerability, complexity 

and interdependency of contemporary infrastructure. In turn these events have 

been catalytic in advancing the political prioritisation of enhanced security and risk 

management strategies. As a result they have fostered greater interest in the 

concept of resilience, which its proponents contend offers an all-encompassing, 

integrated approach to planning for, responding to and recovering from all manner 

of disruptive events, as well as a new way to engage with future uncertainty and the 

wider issue of complexity1. 

 

The frequency, severity and impact of these crises and disasters have channelled 

attention to focus on vulnerable physical assets, with a particular focus on CI and 

systems,2 where the removal or suspension of these assets from normal service 

would significantly affect public safety, security, economic activity, social functioning 

or environmental quality3. Moreover, whilst a breakdown in any CI alone can bring 

about catastrophic consequences, it is the interdependency of these systems, and by 

extension, the cascading effects of a breakdown in one system on other 

interconnected systems, which is of most significant concern4. As an example, a fault 

in the electricity transmission network in Northern Germany in 2006, resulted in a 

blackout for more than 15 million people across Western Europe, triggering 

cascading effects on transport, healthcare systems, financial services and societal 

security and safety5. More recently, the 2015 contamination of drinking water for 

over 300,000 people in Lancashire, UK, illustrates how damage to water supply 

infrastructure by natural or man-made disaster can cause major public health and 

environmental impacts, including possible loss of life6. 

 

Increasingly it is the concept of resilience which is shaping the way in which we 

perceive the challenges that CI faces as well as providing a potential framework by 

which to respond. However, whilst resilience is something which is seen as positive 

and a position to be attained, it is a term which remains highly contested and with 

                                                      
1
Coaffee, et al., 2008; Walker and Cooper, 2011; UNISDR, 2012; Zolli and Healey, 2013; Chandler, 

2014. 
2
Folke, 2006; Coaffee, 2013a. 

3
 Gordon and Dion, 2008 

4
 O’Rourke, 2007 

5
 Union for the Coordination of the Transmission of Electricity (2006) Final Report System Disturbance 

on 4 November 2006. 
6
BBC (2015) ‘Lancashire homes forced to boil water due to cryptosporidium bug’ 
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varied interpretations understood both in theory and, more particularly, in 

practice.7These disparate readings and understandings of resilience are increasingly 

translated into a variety of different approaches to resilience enhancement, which 

vary according to the study areas or settingsin which they are utilised.It is against 

this context that the concept of resilience as applied to CI is explored. Fig.2.1, below 

provides an overview of how the tasks within this work-package (WP1) will address 

these issues with a particular focus on this deliverable (D.1.1). 

 

Fig.2.1 WP1 Workflow 

 

 
 

Key to this work is the ability to establish theoretical and empirical frameworks for 

measuring resilience processes, as ‘creating an adequate and usable measure of 

resilience first requires an articulation of the constituents of resilience, which is a 

valuable process in its own right’.8The remainder of this report will outline the state 

of the art in CI resilience, beginning by considering the contemporary significance of 

resilience and its role in framing this topic. The report will then consider the fast-

evolving scale and scope of CI and resilience initiatives, and outline how resilience 

principles have been used in the management of CI. It examines and explores 

approachesto CI resilience, including a discussion of the legal and regulatory 

framework, before a concluding section will provide a summary of the present state 

                                                      
7
Walker and Broderick, 2006; Coaffee et al., 2008; Walker and Cooper, 2011. 

8
Prior and Hagmann, 2014. 
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of the art and a working definition of CI resilience to be utilised within the RESILENS 

project. 

3.0 Framing Resilience 

3.1 Origins of Resilience 
 

The word resilience originates from the Latin resilire which broadly translates as ‘to 

leap back’9. For many commentators this ability to return to a normal state - or 

‘business as usual’ - following disruption is what defines resilience10.  Despite this 

apparent simplicity, the use of the term is increasingly contested with many different 

definitions, specialisms, theories and practices claiming ownership of the term11. This 

is aptly illustrated by the recent critique that the plethora of understandings of 

resilience based upon ‘bouncing back’ are “too narrow, too short term and too 

reactive”12, and should instead focus on more proactive and transformative 

interpretations. 

 

Furthermore, resilience as a concept is variously applied across a range of disparate 

disciplines including engineering, geography, ecology, organisational studies, 

sociology and psychology. The different approaches to attaining “resilience”vary 

from those which are quantitative and technical, to others which are more social, 

political and governance based.However, it is critical to note that to date the 

majority of work on resilience has been predominantly theoretical and insufficiently 

grounded in everyday practice13. It is this gap in the state-of-the-art which the 

RESILENS project seeks to fill and advance.  

 

The use and application of the term resilience is broadly acknowledged to have 

emerged from C.S. ‘Buzz’ Holling’s 1970’s studies of systems ecology and the so-

called ‘adaptive cycle’. These focused attention upon processes of destruction and 

reorganisation which had often been marginalised in classical ecosystem studies in 

favour of growth and conservation. Including these processes sought to give a more 

complete view of system dynamics and an ability to adapt whilst still maintaining 

core functions in the face of this inevitable cycle of change.14 

 

                                                      
9
 Coaffee, 2013a 

10
O’Rourke, 2007; Reed et al., 2009; Maliszewski and Perrings, 2011 

11
Brown, 2013; Coaffee, 2006; Bosher, 2014; Vale 2013 

12
 Edwards, 2009, p.17 

13
Coaffee and Clarke, 2015 

14
Holling, 1973, p.14 
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The adaptive cycle was essentially an equilibrium model in which resilience is 

perceived as the ability of a system to either bounce back to a steady state or to 

absorb shock events and persist under stress. In Holling’s words, such a dynamic 

adaptive cycle measures ecological resilience - the magnitude of change a system 

can absorb before it ‘flips’ and changes structure to another ‘stability domain’.15 

Ecological resilience in this definition focuses upon change and unpredictability but 

with a view to return to equilibrium. Holling coined engineering resilience - which 

concentrates on stability and an equilibrium steady state - as a term in comparison 

to ecological resiliencewhere resistance to disturbance and speed of return to 

normality is measured. Whilst ecological resilience is seen as the magnitude of 

disturbance which could be absorbed before a system changed its structure, 

engineering resilience is seen as the capacity of a system to move back as quickly as 

possible following a disturbance to its original equilibrium state. However, although 

used extensively to measure the performance and resilience in technical 

systems,such engineering resilience is seen by some as only a partial measure of 

overall system resilience.16 

 

More contemporary approaches to resilience have borrowed heavily from adaptive-

equilibrium models developed by Holling and Gunderson17 and have been applied to 

a number of contexts and scenarios. For example, understandings of the adaptive 

cycle might be helpful in many other settings such as how businesses can exploit 

new markets18 or for designers in improving the resilience in the built environment19. 

Engineering resilience is often measured though techno-rational approaches to risk 

assessment and management that seeks to control the future and create the stability 

required to retain normal functioning20and underpins a focus on returning to a 

(imagined) stable state which has been prominent in disaster management literature 

and still dominates desired programme outcomes.21 

 

Such equilibrist approaches are associated with the so-called social-ecological 

systems (SES) approach and have been increasingly critiqued as their influence has 

spread. In general, such SES approaches are viewed as inherently conservative, and 

as noted above, have a core aim of system stability. They also tend to focus upon 

                                                      
15

Holling, 1996, p.33 
16

Walker et al 2004 
17

Holling, 1973; Gunderson and Holling, 2002. 
18

Zolli and Healey, 2012. 
19

 Fisher, 2012 
20

Beilin and Wilkinson, 2015, p.1206 
21

Folke, 2006 
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endogenous (internal) stresses with little attention given to exogenous (external) 

factors that might disturb or shock the system. More broadly, the development of 

SES based on equilibrium ideas is perhaps not best suited to modelling systems 

involving complex social dynamics which are less easy to conceptualise with 

theoretical models.22 For many, SES resilience approaches fail to account for political 

and power relations within a complex social system which effects whose needs are 

being met (resilience for whom?) and how distributional resource issues are 

mediated by political action. In essence, SES approaches to resilience ‘promote a 

scientific and technical approach akin to “imposed rationality” that is alien to the 

practice of ordinary people, is depoliticized and does not take account of the 

institutions within which practices and management are embedded’.23 

 

Gunderson and Holling have attempted to address the limitations of the SES 

approach by introducing greater social resonance and complexity into 

understandings of ecological resilience24 through theirPanarchy, premised upon a 

hierarchy of adaptive cycles, named after the Greek god Pan - ‘the epitome of 

unpredictable change’. This also addresses contradictions of the earlier theories by 

providing a conceptual framework to account for the dual- and seemingly 

contradictory - characteristics of all complex systems: stability and change. The 

Panarchy model outlines phases that are neither fixed nor sequential, rather 

operating as multiple, nested adaptive cycles that function and interact 

independently;25see Fig.3.1, below. 

 

 

 

 

 

 

 

 

 

 

 

 

                                                      
22

Alexander, 2013; Davoudi, 2012 
23

Brown, 2013, p.109. 
24

Holling, 2001, p.396 
25

Davoudi, 2012 
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 Fig.3.1 – Panarchy of Nested Systems26 

 
 

Whilst the term resilience has its roots in physical (physics and engineering) and 

natural science (ecology, biology and biosciences) it is increasingly seen as a 

‘political, cultural, and social construction’ that is not amenable to wholesale 

transfer from the natural to the social sciences.27 Despite the acknowledgment of 

complexity and social systems even the Panarchy model fails to take into account the 

unevenness of space, inequality, power, or the agency of actors within social 

systems, and remains too divorced from the reality of non-linear complex adaptive 

systems for it to be applied appropriately in a range of socio-economic and political 

policy spheres. It has highlighted that resilience in SES has ‘evolved through the 

application of ecological concepts to society assuming that social and ecological 

system dynamics are essentially similar’, emphasising how resilience ideas have 

grown in ‘remarkable isolation from critical social science literature’.28 

 

The contested nature of resilience from an equilibrist perspective has led to 

arguments for a more evolutionary approach to be adopted to consider the nature 

of constantly changing non-equilibrium systems.29As one author noted, ‘the 

existence of an equilibrium or state of normality has been replaced by the insight 

that the world is inherently complex, uncertain and unpredictable’.30 More nuanced 

ideas of resilience have moved away from unquestioned equilibrium approaches and 

have sought to embrace adaption and change as a means to ensure that a systems 

                                                      
26

 Coaffee and Lee, 2016 
27

White and O’Hare, 2014, p.10. 
28

Cited in Brown, 2013; Cote and Nightingale, 2012, p.475. 
29

see Carpenter et al., 2005 
30

Majoor, 2015, p.257. 
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functioning continues.31 Here, in contrast to equilibrist models that seek a recovery 

to a (pre-existing or new) stable state, resilience is considered as an ongoing process 

that seeks to understand and adapt to the complexities of constant change.32 Work 

particularly in evolutionary economics33 and urban planning have adopted and 

modified important aspects of the adaptive cycle and Panarchy models to broaden 

the description of resilience beyond bounce-back approaches34 and to incorporate 

‘the dynamic interplay between persistence, adaptability and transformability across 

multiple scales and time frames’35. 

 

The widening of the resilience metaphor and its application within a broader policy 

arena fits with the complexity and interrelated nature of truly ‘global’ or ‘globally 

significant’ events that combined exogenous and endogenous forces (such as climate 

change/environmental disasters) and influence anthropogenic systems and 

infrastructures at a variety of spatial scales. Events during the early part of the 21st 

century such as Hurricane Katrina in 2005, the global economic recession and credit 

crunch between 2008 and 2013, and the 2011 Tohuku earthquake demonstrate a 

need for responses which are multi-agency (vertical and horizontal integration) and 

multi-scalar (global-national-regional-local) where the initial shock poses a threat to 

integrated ‘systems’, and often illuminate more persistent stresses at a local and 

regional scale. 

 

In moving the agenda forwards it should be noted that both approaches have their 

merits: on the one hand so-called evolutionary resilience approaches have advanced 

as a reaction to the acknowledged limitations of equilibrium models, often creating a 

binary opposition to highlight difference; on the other hand the attributes associated 

with equilibrium models have in many ways been appropriated and expanded upon 

by more recent theories, ideas and practices and we should not lose sight of this. 

Therefore we argue that at present we are witnessing a transitionary period 

between equilibrist and evolutionary approaches based on the advancement of a 

number of key attributes: preparedness and persistence; adaptability, responsiveness 

and resourcefulness; redundancy and diversity; and cycles and feedback. Below we 

expand on these attributes in more detail. 

 

                                                      
31

Prior and Hagmann, 2014 
32

Coaffee, 2013a 
33

Simme and Martin, 2010 
34

Folke et al., 2010 
35

Davoudi 2012, p. 310. 
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3.2 Preparedness and persistence 

 

Preparedness is increasingly utilised in resilience approaches to anticipate potential 

shocks and stresses and to allow ample preparation for such events. Such 

‘anticipatory planning’ is also frequently used to reduce future uncertainties and 

often takes the form of enhancing core capabilities amongst key ‘responders’. For 

example, the London Resilience Partnership’s 2013 strategy document36 highlighted 

a number of ‘core’ functional capabilities that underpin their preparatory resilience 

work and which help them identify vulnerabilities and accumulate knowledge:  

 

 ‘Risk assessment – assessing the hazards and threats to London, and 

understanding what impacts these could have – this then drives what 

capabilities need to be developed;  

 Training and exercising – all plans and procedures need to be exercised, to 

make sure they work in practice, and those who have a role in responding to 

an incident trained to be able to fulfil that role; 

 Coordination and information sharing – identifying and agreeing the 

principles by which coordination of multi-agency response and recovery to an 

incident occurs; 

 Communicating with the public - making sure people who live, work and visit 

London are aware of the risks and how they can prepare, and that in the 

event of an emergency they are given accurate, timely information’. 

 

Linked to a better understanding of risk and vulnerability is the related concept of 

persistence- the ability to withstand a given level of stress - that is often connected 

to infrastructural and human systems.37 Persistence in this context can be related to 

classical engineering models of resilience and viewed in terms of the ‘robustness’ of 

a system. This type of definition is particularly common in the sub-field of critical 

infrastructure resilience. As a recent US study noted: 

 

The robustness component of resilience is the ability to maintain critical operations 

and functions in the face of crisis. It is directly related to the ability of the system to 

absorb the impacts of a hazard and to avoid or decrease the importance of the event 

that could be generated by this hazard. Robustness can be seen as the protection 

and preparation of a system facing a specific danger38. Whilst robustness in most 

                                                      
36

London Resilience Partnership, 2013, p.8. 
37

Davoudi 2012 
38

Argonne National Laboratory, 2010, p.6. 
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instances can be seen as a short term protective measure, the physical and technical 

ability of a system to persist in light of a stress or challenge in the longer term, or 

within a dynamic social context, can be influenced by what Davoudi referred to as 

‘institutional rigidities’ which can stifle adaptability and innovation both in the short 

and long term.39 Thus in evolutionary resilience great emphasis is placed upon the 

institutionalism and governance of resilience and, in particular, ways in which 

organisational flexibility and learning can be fostered alongside public ‘awareness 

raising’ campaigns that encourage individuals to be resilient by taking appropriate 

risk mitigation measures and preparing for an emergency.40 

 

 

 

3.3 Adaptability, responsiveness and resourcefulness  

 

Adaptability is a key concept in evolutionary resilience which ‘captures the capacity 

of a system to learn, combine experience and knowledge, [and] adjust its responses 

to changing external drivers and internal processes’.41 Adaptability (often seen 

through the lens of adaptive capacity) is frequently perceived as a function of the 

type and quality of networked linkages and multi-scale cooperation. For example, it 

has been argued that more flexible linkages can enhance system responsiveness and 

allow multiple evolutionary trajectories to emerge, thus fostering greater system 

resilience. In contrast tight linkages can be seen to enforce path dependency.42 

 

In order to mobilise adaptability an additional key component of evolutionary 

resilience is required – resourcefulness –  which is seen as the network of actors 

across multiple scales that are expected to play a role in better coordinating and 

mobilising assets and creating an enhanced capacity to act in the face of risk, crisis 

and uncertainty. Here, from a technical perspective, it refers to efficiency and the 

ability to get back to normal functioning (rapidity) and operationally the ability to 

skillfully prepare for, respond to, and manage a crisis or disruption as it unfolds. 

Resourcefulness comprises the steps taken prior to an event to prepare for possible 

threats and the application of the training and planning once an event unfolds.  

3.4 Redundancy and diversity 

                                                      
39

Davoudi, 2012 
40

Coaffee and Clarke, 2015 
41

Folke et al, 2010, p.18. 
42

Pike et al., 2010. 
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A critical difference between equilibrium and evolutionary resilience relates to  the 

assumptions concerning the role that redundancy plays in the ability of communities 

to absorb shocks and how this underpins resilient systems.  Redundancy is 

recognised as a key property and means of improving the resilience of systems and 

relates to alternative sources, sub-systems, roles or strategies that provide a back-up 

function for each other and increase the resilience of the whole system. Redundancy 

has also been defined as ‘the extent to which elements, systems, or other units of 

analysis exist that are substitutable, i.e., capable of satisfying functional 

requirements in the event of disruption, degradation, or loss of functionality’.43 In 

natural and engineering systems redundancy provides the capacity and ability to 

absorb and still persist.  By contrast, redundancy in social systems is characterised as 

inefficiency and arises from the pursuit of efficiency within urban economic systems.  

 

Redundancy can however be an essential resource in the resilience process 

necessary for adaptive capacity. In resilience language this is about reducing path 

dependencies and optimising paths through utilisation of resources to enhance 

alternative path development. In technical systems, with the drive for optimisation, 

having a back-up plan was seen as wasteful. In more evolutionary resilience 

approaches, having a diversity of options as ‘back up’ is seen as a vital asset that 

fosters adaptability, innovation and self-organisation.  

3.5 Cycles and feedback 

 

Resilience is increasingly being understood as a never-ending journey – a cyclical 

process involving a number of overlapping stages, with distinct emphasises and 

policy priorities.44 This resonates with SES emphasis on adaptive cycles and feedback 

loops but grounds it within more contemporary approaches to complex adaptive 

systems. As such, resilience has increasingly become a central organizing metaphor 

within the policy making process across all aspects of a ‘resilience cycle’ of 

mitigation, preparedness, response and recovery (see Fig 3.2 below) - a cycle that 

encourages the continual reappraisal of plans and strategies. The different aspects of 

the cycle emphasise the different attributes of evolutionary resilience (noted in the 

sections above). In many ways the resilience cycle draws heavily on the traditional 

emergency or risk management cycle of prevention, preparedness, response and 

                                                      
43

Bruneau, et al, 2003, p.737 
44

 Coaffee, 2013a 
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recovery, but places much greater emphasis upon the preparedness phase of the 

cycle. 

 

Fig 3.2The Resilience Cycle45 

 
 

It is important to note that several models of resilience cycles exist, promoting 4 or 5 

stages  within the proposed processes; these approaches recognise the evolutionary 

perspective on resilience, which sees it as part of an ongoing process involving a 

number of overlapping stages, and with distinct emphases and policy priorities that 

resonate with the SES work on adaptive cycles and feedback loops. Whilst this 

resilience cycle draws heavily on traditional emergency management approaches, it 

encourages continual reappraisal of plans and strategies, as well as placing greater 

emphasis on the preparedness phase of the cycle. Within this context: 

 

 Mitigation provides the initial pre-event phase, assessment of risk and more 

long-term approaches to reduce the costs of response and recovery.  

 Preparedness involves the anticipation and enhancement of response 

capabilities, typically at a more local level,  

 Theresponse phase concentrates on actions taken during or immediately after an 

incident, focussing on responsiveness, resourcefulness and the collation of 

critical information, including lifesaving needs, such as evacuation search and 

rescue, communications, critical facilities and the potential for cascading events.  

 Therecovery phase of the resilience cycle involves the short or long term 

rebuilding to achieve a ‘new normality’ based on a better appreciation of 

potential risks. 

                                                      
45

Coaffee and Lee, 2016 
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3.6 The Resilience Turn 

 

The increased sophistication within the conceptualization of resilience is the mark of 

incremental improvements achieved from the range of resilience policies, 

successively rolled out since the early 2000s. This so-called ‘resilience turn’ has seen 

resilience approaches and initiatives embedded within an array of global initiatives, 

national policies and more local practices, driven by an overarching requirement to 

secure the future from an array of disruptive challenges, threats and events46. This 

‘resilience turn’ can be said to incorporate a wider global movement for changes, as 

well as more localised national policy debates, that are highly specific to both the 

temporal and institutional contexts, as well as the emergent risks faced in particular 

locations.  

 

The UK and USA have been at the forefront of this turn. In the UK, the term 

‘resilience’ was brought to the fore by the 2004 Civil Contingencies Act (CCA) in 

response to both security concerns after the events of 9/11 and to the Government’s 

inability to protect the increasingly privatised critical infrastructure using ‘command 

and control’ approaches. This Act put in place a range of legislation and guidance to 

enable the UK government to provide a central strategic direction for developing 

resilience, defined as 'the ability to handle disruptive challenges that can lead to or 

result in crisis'47, as well as defining ‘critical national infrastructure’ (CNI). 

Furthermore it constructed devolved institutions, comprising of private and public 

stakeholders, to co-ordinate preparedness and emergency response activities 

pertaining to a range of regional and local infrastructures.  

 

Similarly, in the US the rhetoric of resilience was initially used in the wake of 9/11 to 

describe how the American nation was ‘critically unprepared for dealing with a major 

catastrophe.’48Following a variety of policies using resilience to promote security 

issues, in 2013 President Obama initiated a ‘national ‘conversation’ on ‘disaster 

resilience’ to discuss the difficult fiscal, social, cultural, and environmental choices 

and to further explore the best ways to ensure basic security and quality of life 

against hazards, deliberate attacks, and disasters49. In effect, this initiative is an 

attempt to broaden the scope of resilience policy and practice, beyond 

considerations of security and to promote a more collaborative and socially 

informed perspective.  

                                                      
46

Coaffee, 2010, 2013a, 2013b; Clarke and Coaffee, 2015. 
47

 Walsh & Broderick, 2006 
48

Flynn, 2007. 
49

 Cutter, et al., 2012; Cutter, et al., 2013 
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Resilience polices are also being increasingly applied in transnational and sub-

national discourses. Most recently, a more integrated approach is outlined within 

the United Nations 2030 Agenda for Sustainable Development, which identifies as 

key goals within global development objectives the need to ‘Build resilient 

infrastructure, promote inclusive and sustainable industrialization and foster 

innovation’.50 

 

Sub-nationally, given the spatial concentration of CI in urban areas, resilience 

building in cities has also grown in importance with a number of global programmes 

which have promoted the importance of urban resilience.51A notable example is  the 

Rockefeller Foundation’s52 100 Resilient Cities Campaign (100RC), which provides 

economic grants for international cities to improve their resilience, as well as 

producing some more generic guidance on the topic. Interestingly, and in contrast to 

some of the more technical approaches seen elsewhere, Rockefeller identifies the 

enhancement of resilience as more of an organisational challenge. Following 

extensive academic, policy and practice literature reviews pertaining to the topic of 

resilience, three typologies or qualities of resilient systems have been identified by 

Rockefeller: asset-based characteristics (e.g., hazard proofed infrastructure); 

practices or process-based characteristics (e.g., community involvement in planning) 

and attributes (e.g., flexibility and adaptability); these are assessed against eight 

qualities that underpin these typologies across the urban system:  

 

 Acceptance - of uncertainty with foresight incorporated in system design 

 Reflective - evidence of learning from previous events  

 Adaptive -  tacit and corporate knowledge used 

 Robust - systems can withstand loss of functionality  

 Resourceful - spare capacity is available when systems fail 

 Integrated - information is shared across sectors 

 Diverse - assets are distributed across the city to ensure that risk is not 

concentrated  

                                                      
50

United Nations, 2015. 
51

 See United Nations Office for Disaster Risk Reduction’s (UNISDR) ‘How To Make Cities More 
Resilient: A Handbook For Local Government Leaders’ (2012). 
52

The Rockefeller Foundation is one of the world’s largest philanthropic foundations (formerly the 
biggest) and a significant NGO on global development. 
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 Inclusive - marginalised communities are included in resilience vulnerability 

measurement and plans.53 

These more organisational and process-based characteristics have potential 

application within the CI sector, and isparticularlyrelevant to RESILENS.  

 

This section has highlighted the diversity and contextual nature of resilience policy 

and practice, but also the dearth of connection to the emerging CI sector. Therefore 

a key objective for RESILENS is to provide a working definition across the full range of 

CIs; below is an interpretation of resilience adapted from Siemens ‘Toolkit for 

Resilient Cities Summary’ (2014) which encompasses key resilience principles: 

 

“Resilience is the ability of a system or systems to survive and thrive in the 

face of a complex, uncertain and ever-changing future. It is a way of thinking 

about both short term cycles and long term trends: minimizing disruptions in 

the face of shocks and stresses, recovering rapidly when they do occur, and 

adapting steadily to become better able to thrive as conditions continue to 

change. Within the context of CI, the resilience process offers a cyclical, 

proactive and holistic extension of risk management practices.” 

 

4.0 The Scope and Scale of Critical Infrastructure and Critical Infrastructure 

Resilience 

4.1 CI and coping with complexity 
 
Critical infrastructure (CI) is a term used by governments to describe assets, systems, 

and networks, whether physical or virtual that are considered essential for the 

functioning of a society and economy (also often referred to as lifeline systems). Not 

all infrastructure is deemed to be ‘critical’, and thus infrastructure can be 

categorised using some form of ‘criticality’ scale to assess its value and the impact of 

its loss/disruption.  

 

The failures of infrastructure illustrated by events such as the Tohuku earthquake in 

Eastern Japan or Hurricane Sandy in New York highlight the vulnerability and 

potential weaknesses of our critical systems and manmade infrastructure. 

Furthermore, it has been suggested that in many events, these cascading 

failuresoften have common roots, particularly around path dependencies and 

                                                      
53

Rockefeller, 2014. 
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institutional failings54.Where the interest in resilience has been shaped by recent 

disaster events and their social consequences, so too has the focus on CI sprung 

from service disruptions, accidents and in particular, cascading failures.  

 

Interdependencies, which lead to cascade failures, can be classified as having a 

spatial dependency, due to location, or functional dependency as a result of 

functional reliances (such as electricity for ICT control networks).55.In the case of 

these non-linear, dynamic complex systems, a system is resilient when it can adapt 

or self-organise in the event of perturbation.56A vivid example of cascade failure in 

CI,is provided by the events following the attack on the World Trade Centre in New 

York57: 

 

“The WTC disaster provides a graphic illustration of the interdependencies of 

critical infrastructure systems. The building collapses triggered water-main 

breaks that flood rail tunnels, a commuter station, and the vault containing 

all of the cables for one of the largest telecommunication nodes in the world.”  

 

As this example illustrates, CI increasingly connected to the functioning of society 

and economy and is of paramount importance to the quality of life, security and 

well-being of all European citizens.58CI’s are in essence the facilities and assets that 

support daily life encompassing sectors including finance, health, transportation, 

housing/shelter, energy, communications, food and water services; sometimes 

referred to as ‘lifeline systems’. But these failure events also highlight the need to 

offer critical protection to new infrastructures; a recent study highlighted the 

fragility of global food systems and the need for greater resilience in this critical 

area59.  

 

In line with advances in communications technology, the CI sector has become a 

larger, more complex and an increasingly interconnected amalgamation of social, 

technical and economic networks, but in doing so, the risk of CI breakdownhas 

risen.60Furthermore, these new foci for resilience often require new forms of 

                                                      
54

O’Rourke, 2007; Duenas-Osorio and Vemuru, 2009; Little, 2012 
55

Rinaldi et al., 2001 
56

 Coaffee and Lee, 2016 
57

O’Rourke, 2007, p.25 
58

Council Directive (EC) 2008/114/EC of 8 December 2008 on the identification and designation of 
European critical infrastructures and the assessment of the need to improve their protection. 
59

 Baum, 2015 
60

 O’Rourke, 2007 
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consideration and protection. Most notably, failures in ‘cyber systems’ have 

highlighted the critical importance of IT and cyberspace to conventional 

infrastructures; so-called ‘cyber physical systems’ (CPS)61. Pointedly, traditional risk 

assessment approaches have proved inadequate for cyber risks, with virtual 

vulnerabilities often difficult to identify or predict in a conventional manner62: 

 

“Advancements in technology at today’s fast pace have become weapons in 

the cyber attacker’s arsenal due to the unintended vulnerabilities introduced 

with the integration of complex hardware, software, and firmware.”  

This expansion of complexity has stretched coping mechanisms based upon single-

industry, risk management methodologies, and thus the following sub-section will 

reflect a change in emphasis from one of critical infrastructure protection (CIP) to 

the much wider approach of critical infrastructure resilience (CIR). 

 
4.2 CI Policy 
 

Given the vital importance of CI to a functional society, its protection is 

progressivelybeing enshrined in a range of national and transnational policies and 

institutions. In 2006, aEurope-wide standard for CI was established by the European 

Programme for Critical Infrastructure Protection (EPCIP), which aimed to provide a 

common framework for improving a wide range of infrastructure resources.63EPCIP 

defines CI as assets, systems or parts thereof located in Member States, which are 

essential for vital societal functions, including impacts upon health, safety, security, 

economic or social well-being of citizens. 

 

EPCIP further distinguishes between European Critical Infrastructure (ECI) and 

National Critical Infrastructure (NCI). ECI is defined as “those designated critical 

infrastructures which are of the highest importance for the Community and which if 

disrupted or destroyed would affect two or more member states (MS), or a single 

Member State if the critical infrastructure is located in another Member State. This 

includes transboundary effects resulting from interdependencies between 

interconnected infrastructures across various sectors.”64 Whilst NCI is defined as “CI 

                                                      
61

 Coaffee and Fussey, 2015; DiMase et al., 2015 
62

DiMase et al., 2015, p.292 
63

 COMMUNICATION FROM THE COMMISSION on a European Programme for Critical Infrastructure 
Protection 2006; EC Website, http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-
terrorism/critical-infrastructure/index_en.htm 
64

COMMUNICATION FROM THE COMMISSION on a European Programme for Critical Infrastructure 
Protection 2006, p. XXX 

http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
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located within a Member State”65. Despite this differentiation, both terms are open 

to considerable interpretation. 

 

In 2012 a review of EPCIP was conducted to evaluate its adoption and investigate the 

lack of designated ECI66. As part of this review, four critical infrastructures of a 

‘European dimension’, in effect Europe-wide CI,were identified: Eurocontrol (air 

traffic control)67, Galileo (global satellite navigation)68, Electricity Transmission Grid 

and the European Gas Transmission Network (called ‘the Four’). 

 

Individual nations within Europe have also adopted their own approaches to CI. 

Accordingly, the UK uses the term, ‘National Infrastructure’ rather than CI.This 

designation is based upon three impact dimensions: impact on delivery of national 

essential services; economic impact (arising from loss of essential service) and 

impact on life (arising from loss of essential service). Notably, and in contrast to 

other nations, this designation was located within the 2004 Civil Contingencies Act’s 

wider push for resilience. 

 

The German CIP Strategy by contrast,69 identifies two complementary groups of 

critical infrastructure: 

 Systemic criticality–electricity, and information and 
telecommunicationinfrastructures which, on account of the size and density 
of their respectivenetworks,areofparticularrelevanceandwherealarge 
areaandprolongedoutagemay lead to serious disruptions of community life 
and processes and ofpublicsafety andsecurity. 

 Symbolic criticality- if its loss might, on account 
ofitsculturalsignificanceoritsimportantroleincreatingasenseofidentity,emotion
ally unsettle a nation's society and psychologically have a 
lastingunbalancingeffect onit. 

Furthermore, German CIs70 may, with reference to their technical, 

structuralandfunctional specifics, be classified as vital (absolutely essential) 

technicalbasic infrastructureor vital (absolutely essential)socio-economicservices 

                                                      
65

 Ib. P.XXX 
66

2013 Staff Working Document on a new approach to the European Programme for Critical 
Infrastructure Protection. 
67

 Designated as the EU Air Traffic Management (ATM) Network Manager 
68

 European programme for a global satellite navigation system 
69

 National Strategy for Critical Infrastructure Protection (CIP Strategy), German Ministry of Interior, 
February 2011 

70
 National Strategy for Critical Infrastructure Protection (CIP Strategy), German Ministry of Interior, 

February 2011 
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infrastructure, on the other hand. This is a form of CI prioritising, further discussed in 

section 5. 

 

Further afield, the USA was amongst the first nations to develop a national strategy 

for the identification, management andprotection of CI. In 1997 a Presidents 

Commission on Critical Infrastructure Protection (CCIP) defined CI as “a network of 

independent, mostly privately-owned, manmade systems and processes that function 

collaboratively and synergistically to produce and distribute a continuous flow of 

essential goods and services”.71The commission report defined eight categories of CI: 

Transportation, Oil and Gas Production and Storage, Water Supply, Emergency 

Services, Banking and Finance, Electrical Power, Telecommunications. The CI failures 

which followed the 9/11 World Trade Centre attacks, prompted the US Federal 

government to address vulnerabilities in the Nation’s critical infrastructure 

preparedness72. 

 

In 2002, the US Congress funded the creation of the CIP Project to perform applied 

research on CI and which has constantly evolved to anticipate and reflect changes in 

the national risk environment.73 For example the Presidential Directives on ‘National 

Preparedness’ (PPD-8) and on ‘Critical Infrastructure Security and Resilience’ (PPD-

21) promotes an all-hazards approach which stresses the importance of anticipating 

cascading impacts, especially due to dependencies and interdependencies, and 

highlights the shared responsibility of CI protection and resilience to all levels of 

government, the private sector and individual citizens.74 This ably demonstrates how 

CI policy has incrementally shifted from the single-silo approach of CIP to a more 

integrated paradigm of CIR. More recent  Presidential Directives have added ‘cyber-

based systems to the list of CI’s, whilst the national definition of CI would be further 

nuanced and expanded by the 2001 Patriot Act and a further 2013 Presidential 

decision directive. 

 

These examples highlight the both the evolution from CIP to CIR, but also how 

ongoing events and new political priorities are reflexively manifest in the protection 

of new forms of infrastructure and infrastructure management. In short, approaches 

to CI differ between nations, which can be understood from the different definitions 

used to describe CI and the sophistication of measures employed, as well as the 

                                                      
71

Presidents Commission on Critical Infrastructure Protection (CCIP) 1997, p. 3. 
72

 Critical Infrastructure Protection Program. Elements of Risk, George Mason University, 2007 
73

 Mayberry, 2013 
74

 Obama, 2013 
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subtle differences between infrastructures that are deemed to be critical; these are 

set out in Table 4.1 and 4.2, below. 

 

Table 4.1 – Scope of Infrastructures considered ‘Critical’ by Nation 
Country Transport Energy ICT Finance State Water Food Health Other 

Austria ✔ ✔ ✔ ✔  ✔ ✔ ✔ ✔ 

Belgium ✔ ✔ ✔ ✔     ✔ 

Czech Rep. ✔ ✔ ✔  ✔ ✔  ✔  

Germany  ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 

Ireland ✔ ✔ ✔   ✔   ✔ 

Portugal ✔ ✔        

Spain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 

Sweden ✔ ✔ ✔ ✔ ✔  ✔ ✔ ✔ 

Switzerland ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 

UK ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔  

 
 

Table 4.2 – CI Definitions by Nation 
Country Critical Infrastructure Definition 

European 
Union 

Distinguishes between European Critical Infrastructure (ECI) and National 
Critical Infrastructure (NCI).  

 
ECI is defined as “those designated critical infrastructures which are of the 
highest importance for the Community and which if disrupted or destroyed 
would affect two or more MS, or a single Member State if the critical 
infrastructure is located in another Member State. This includes 
transboundary effects resulting from interdependencies between 
interconnected infrastructures across various sectors.”  NCI is defined as “CI 
located within a Member State” . 

Austria  “Critical infrastructures are those infrastructures or parts thereof which are 
of crucial importance for ensuring important social functions. Their failure or 
destruction has severe effects on the health, security or the economic and 
social wellbeing of the population or the functioning of governmental 
institutions.”75 

Belgium “A critical infrastructure is an installation, system or part thereof, of federal 
interest, which is essential for the maintenance of vital societal functions, 
health, safety, security, economic or societal well-being of people, and which, 
if disrupted or destroyed, would have a significant impact.”76 

                                                      
75

http://www.bmi.gv.at/cms/BMI_Service/cycer_security/130415_strategie_cybersicherheit_en_web
.pdf 
76

http://www.tevalis.fr/images/ArticleICCWS2014.pdf 

http://www.bmi.gv.at/cms/BMI_Service/cycer_security/130415_strategie_cybersicherheit_en_web.pdf
http://www.bmi.gv.at/cms/BMI_Service/cycer_security/130415_strategie_cybersicherheit_en_web.pdf
http://www.tevalis.fr/images/ArticleICCWS2014.pdf
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Czech 
Republic 

“Critical Infrastructure: Systems and services whose unfunctionality or wrong 
functionality would result in a serious impact on state security, its economy, 
public administration and in the end on provision of the basic daily needs of 
population.”77 

Germany “Critical infrastructures (CI) are organizational and physical structures and 
facilities of such vital importance to a nation’s society and economy that their 
failure or degradation would result in sustained supply shortages, significant 
disruptions of public safety and security, or other dramatic consequences.“78 

Ireland No formal definition. 

Portugal “Critical Infrastructure:the component, system or part thereof located on 
national territory which is essential for the maintenance of vital functions for 
society, health, safety and well -being economic or social, and the disruption 
or destruction would have a significant impact, given the impossibility of 
continuing to maintain those functions.”79 

Spain “The strategic infrastructures (that is, those that supply essential services) the 
functioning of which is necessary and does not allow alternative solutions, 
reason why their disruption or destruction would have serious impact on 
essential services.”80 

 

Sweden “Critical Infrastructure means those assets, systems or parts thereof located 
in the EU Member States which are essential for the maintenance of vital 
societal functions, health, safety, security, economic or social well-being of 
people, and the disruption or destruction of which would have a significant 
impact in a Member State as a result of the failure to maintain those 
functions. (this equals the EU definition)”81 

 

Switzerland “Critical infrastructure refers to infrastructure whose disruption, failure or 
destruction would have serious implications for society, the private sector and 
the state.”82 

 

UK Defines national infrastructure as: “those facilities, systems, sites and 
networks necessary for the functioning of the country and the delivery of the 
essential services upon which daily life in the UK depends.“83 

 

Australia “Critical infrastructures are those physical facilities, supply chains, 
information technologies and communication networks which, if destroyed, 
degraded or rendered unavailable for an extended period, would significantly 

                                                      
77

 http://www.govcert.cz/download/nodeid-1143/ 
78

http://www.kritis.bund.de/SharedDocs/Downloads/Kritis/EN/CIP-Strategy.pdf 
79

http://www.fd.unl.pt/docentes_docs/ma/aens_MA_20261.pdf 
80

http://www.cnpic.es/en/Preguntas_Frecuentes/Que_es_una_Infraestructura_Critica/index.html 
81

https://www.msb.se/RibData/Filer/pdf/27412.pdf 
82

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-
ncsss/National_strategy_for_the_protection_of_Switzerland_against_cyber_risksEN.pdf 
83

http://www.cpni.gov.uk/about/cni/ 

http://www.kritis.bund.de/SharedDocs/Downloads/Kritis/EN/CIP-Strategy.pdf
http://www.fd.unl.pt/docentes_docs/ma/aens_MA_20261.pdf
http://www.cnpic.es/en/Preguntas_Frecuentes/Que_es_una_Infraestructura_Critica/index.html
https://www.msb.se/RibData/Filer/pdf/27412.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/National_strategy_for_the_protection_of_Switzerland_against_cyber_risksEN.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/National_strategy_for_the_protection_of_Switzerland_against_cyber_risksEN.pdf
http://www.cpni.gov.uk/about/cni/
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impact on the social or economic wellbeing of the nation or affect Australia’s 
ability to conduct national defence and ensure national security.”84 

Canada “Critical infrastructure refers to processes, systems, facilities, technologies, 
networks, assets and services essential to the health, safety, security or 
economic well-being of Canadians and the effective functioning of 
government. Critical infrastructure can be stand-alone or interconnected and 
interdependent within and across provinces, territories and national borders. 
Disruptions of critical infrastructure could result in catastrophic loss of life, 
adverse economic effects and significant harm to public confidence.”85 

Japan “Critical infrastructures are the basis of people’s social lives and economic 
activities formed by businesses that provide services which are extremely 
difficult to be substituted by others if its function is suspended, deteriorated 
or become unavailable, it could have significant impacts on people’s social 
lives and economic activities.”86 

USA “Namely systems and assets, whether physical or virtual, so vital to the 
United States that the incapacity or destruction of such systems and assets 
would have a debilitating impact on security, national economic security, 
national public health or safety, or any combination of those matters.”87 

Qatar “Physical assets, systems or installations, which if disrupted, compromised, or 
destroyed, would have a serious impact on the health, safety, security, or 
economic well-being of Qatar or the effective functioning of the Qatari 
government.”88 
 

 
Whilst there is much commonality in the scope of CI, these different frameworks 

have developed according to national events and policy priorities. As a result, many 

authors have noted the unplanned and often ‘ad-hoc’ nature of many CI resources 

which have left infrastructure systems with fundamental flaws, vulnerabilities and 

risks of breakdowns89. This context specific nature of CI designations is best 

illustrated by other infrastructures which are considered to be critical in different 

nations; these include the chemical industry and research sector in Austria, the 

space sector in Belgium, media and culture in Germany, nuclear industries in Spain 

and National Defence in the USA. More worryingly, it has been noted that many 

recent ‘improvements’ to CI have sought to provide additional capacity to an already 

flawed system, which is compounded by short-term focus and a failure to replace 

                                                      
84

http://www.tisn.gov.au/Documents/Australian+Government+s+Critical+Infrastructure+Resilience+S
trategy.pdf 
85

http://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-eng.aspx 
86

http://www.nisc.go.jp/eng/pdf/actionplan_ci_eng_v2.pdf 
87

USA Patriot Act of 2001 (42 U.S.C. 5195c(e)), section 1016(e) 
88

http://www.ictqatar.qa/en/file/14706/download?token=TP3dhTml 
89

O’Rourke, 2007; Boin and McConnell, 2007 

http://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-eng.aspx
http://www.nisc.go.jp/eng/pdf/actionplan_ci_eng_v2.pdf
http://www.ictqatar.qa/en/file/14706/download?token=TP3dhTml
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aging assets90. This further highlights the varying sophistication of national CIP and 

CIR approaches. 

 

However, in spite of this expanding interest in CI, according to CIPedia91 there are 

only a very small number of formal definitions for CI resilience (CIR), currently in use. 

Of these, Australia have an, ‘all hazards strategy’ that provides a foundation for 

collaboration and organisational resilience building, rather than a probabilistic risk 

management framework. It is contended that this better enables critical 

infrastructure owners and operators to prepare for and respond to unpredictable or 

unforeseen disruptive events. In the US, CIR is framed by the resilience cycle and 

defined as: 

 

“the ability to reduce the magnitude and/or duration of disruptive events. The 
effectiveness of a resilient infrastructure or enterprise depends upon its ability 
to anticipate, absorb, adapt to, and/or rapidly recover from a potentially 
disruptive event” 

 
Whilst there is much commonality amongst CI designations between different 
nations and organisations, a further division emerges between traditional line-based 
infrastructures (energy, power and transport) and the growing significance of social 
infrastructure systems (state functions, finance and health services); any approach to 
CIR must encompass both forms of infrastructure. Accordingly, the following sections 
will explore these differences, as well as noting how a variety of qualities, key 
performance indicators (KPIs)  and benchmarking approaches have been used within 
CI management as ways to measure and thus promote CIR. 

5.0 Resilience Management for CI 
 
5.1 Review of governmental SOTA Documents 

 

The aim of thissection is to consider how resilience management iscurrentlypracticed 

in CI, drawing on the experience of project partners and with a particular focus upon 

different national contexts for implementation, operational concepts, 

methodologies, organisational methods and approaches to risk management. 

 

To this end,assessments of current state of the art (SOTA) were provided by partners 

by nations. To further specify and extend the general findings from a review of 

government documents, specific resilience aspects were developed and provided to 
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Reed et al., 2009; Little 2012 
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project partners. Using their knowledge and experience, relating to governmental 

policies and guidelines, these findings were made available for the USA, European 

Union, Germany, Ireland, United Kingdom, Portugal, Canada, Australia and Israel. To 

supplement this, infrastructure providers from Germany, Ireland and Portugal 

provided their practitioners’ view on the current implementation and application of 

resilience aspects in their responsibility. The findings are summarized below.  

 

One general headline finding of the reviews of the applied SOTA documents is that 

currently there is no uniform implementation standard for CI resilience in the 

considered countries. In all countries there are policies and/or guidelines for CI 

protection, partially only for individual infrastructures. These approaches generally 

relate to the identification and the assessment of hazards and risks. For example in 

Germany all legal requirements and other policies focus on hazard analyses, risk 

analyses or risk managements, whilst in Ireland the approach currently applied for 

infrastructure management has mainly been focused on the identification and 

assessment of risks and hazards, highlighting the impacts/consequences of those 

hazards.  

 

In most countries the approaches nevertheless go beyond this basic approach and 

consider further aspects of resilience. This mainly comprises responding to disruptive 

events. In Germany for example there is a risk management cycle, consisting of 

prevention, implementation and exercises, response as well as analysis and 

evaluation. Likewise in Ireland the approaches go beyond pure risk management by 

putting forward schemes guiding the preparation and execution of emergency 

responses in the event of a hazard. 

 

The term resilience management is infrequently used in many governmental SOTA 

documents. Only documents from the USA, the UK, Canada and Australia explicitly 

outline resilience. But the definitions of resilience vary, as the following examples 

show: 

 

 USA: Resilience is “the ability to prepare for and adapt to changing conditions 

and withstand and recover rapidly from disruptions *as+ … deliberate attacks, 

accidents or naturally occurring threats or incidents.”92 

 United Kingdom: Resilience is 'the ability to handle disruptive challenges that can 

lead to or result in crisis'93 

                                                      
92

 The White House 2/12/2013b 
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Reviewed policy documents show that resilience is rarely decoupled from risk 

management or at least risk identification, even in countries which consider or even 

apply resilience policies. In the UK, for example, resilience is inter alia formalised 

through a range of subsequent legislations and guidance in relation to particular 

risks. In Canada one of the central resilience objects is to implement an all-hazards 

risk management approach with a risk assessment of Canadian CI. The European 

Union provided a new pilot approach where the goal of the first resilience stage 

‘prevention’ is to set up a risk assessment and risk management tools. Only Australia 

does not use a risk based approach to increase resilience on national level. But CI 

owners and operators use their individual systems to manage potential risks. So, at 

least risk identification appears to be part of this approach as well. 

 

Examples from Canada and Australia show how resilience policies could be applied in 

practice. The Australian Government takes a largely, non-regulatory approach to CI 

resilience, instead providing information and institutions to facilitate CI owners and 

operators managing their own risks. The Canadian national strategy for CI involves 

the development of partnerships at all levels of government and CI sectors by 

establishing a framework of cooperation for governing bodies, owners and operators 

to collaborate on prevention, response and recovery. Similar to the Canadian 

approach, Germany also uses a partnership approach with co-operations between 

authorities and other public or private institutions regarding the implementation of 

consisting policies,  for CI protection with a risk and/or hazard approach, but not 

specifically for CI resilience. 

 

To get a more detailed picture of how resilience is implemented and applied in the 

examined countries several key factors and aspects of resilience like stages/cycles, 

criteria/qualities, domains as well as spatial scales and involved stakeholders have 

been considered. 

 

In the reviewed documents there is no uniform resilience cycle present. While in 

some documents mention individual resilience stages, the notion of a cycle is often 

absent. The number of stages ranges from three to five. For example in the EU 

documents three resilience stages are named, but not represented as a cycle. The 

stages are in the following order: prevention, preparedness and response. 

 

                                                                                                                                                        
93
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We also examine to what extent stages of a given set (namely mitigation, 

preparedness, response, recovery) were present in the reviewed documents or 

whether the concept itself was addressed – possibly under a different name. In most 

documents – specifically in the case of the EU, Germany, UK, Canada and Israel – all 

the stages or the related concepts are covered. Furthermore in the USA many 

agencies use stages proposed in the National Academy of Science 2012 Report94. 

These stages are plan/prepare, absorb, recover and adapt. The first three stages are 

comparable or can be mapped to the above mentioned stages with the exception of 

adapt.  

 

Concerning resilience criteria or qualities, there is a divided appraisal of this core 

idea in the examined documents. Although in the literature the four resilience 

criteria robustness, redundancy, resourcefulness, rapidity (4Rs)95 are prevalent, only 

the first two notions appear regularly in the covered sources, while the latter two 

are present only in a few cases. With this dichotomy observed in government 

documents one can presume that the underlying concepts of robustness and 

redundancy seem to be more tangible at present as opposed to resourcefulness and 

rapidity or other similar criteria. 

 

Regarding the question whether resilience domains are considered in the reviewed 

documents, and if and whether they differentiate in practice - social, physical and 

information domain or other domains - there is a heterogeneous picture. While in 

some documents the concept of resilience domains does not play a significant role, 

the physical and information domains are the most frequently mentioned ones in 

the cases where this concept is covered.  

 

The issue of cyber security cuts across all infrastructures, and is ever more critical 

given that many sectors are now dependent on technology in the control of complex 

cyber-physical systems. The EU developed and implemented a strategy on Critical 

Information Infrastructure Protection96 in order to strengthen the security and 

resilience of vital ICT infrastructures as part of a broader programme to strengthen 

Network and Information Security (NIS). To this end the EU has identified ‘European 

Principles and Guidelines for Internet resilience and stability’, and the European 

Network and Information Security Agency have been tasked with facilitating the 

achievement of cyber resilience within Europe. 

                                                      
94

National Academy of Science, 2012 
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Bruneau, et at, 2003 
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EC (2009) Critical Information Infrastructure Protection "Protecting Europe from large scale cyber-
attacks and disruptions: enhancing preparedness, security and resilience" 
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The majority of the reviewed documents differentiate between diverse spatial scales 

of possible disaster events to be addressed by resilience management. Nonetheless 

there are differences in the addressed resolutions. Only a few documents cover the 

whole extent of spatial scales ranging from local and regional to national and 

transboundary. Generally there seems to be a greater emphasis on the larger scales, 

especially towards the national or even transboundary end of the spectrum. 

 

In relation to resilience, the consulted partners from Germany, Ireland and Portugal 

indicated that their countries do not yet consider transboundary aspects at this 

stage, because there are no resilience management policies for this issue, yet. 

Concerning critical infrastructure protection, European policies are valid for member 

states. They are designed for the ECI critical infrastructures (those whose disruption 

can affect significantly more than one Member State) currently covering only the 

energy and transportation sector. 

 

As an overall result concerning the cross sectorial interdependencies and the 

possibility for cascading effects one can say that there is an awareness of this topic. 

Most documents state that these issues exist and that they have to be considered, 

but often the work on these topics can best be characterized as an ongoing activity. 

This is especially the case with electricity and information infrastructures which are 

seen as highly relevant with respect to interdependencies. The formulation of 

definite guidelines and an in-depth analysis of interdependencies have not yet been 

realised. If the issue of cross sectorial interdependence and cascading effects is 

discussed, it is done predominantly in the context of risk management and not in the 

context of resilience management. 

 

The last question in the template, addressed the considered stakeholders with firstly 

CI providers and guardians, secondly rescuers and thirdly the wider society as 

specific occurrences. Different groups of stakeholders are addressed in the covered 

documents with CI providers and guardians being the most prominent one followed 

by rescuers and the wider society. Frequently other stakeholders are mentioned as 

well. For example from the EU perspective also the Member States are named as 

stakeholders. 

 

 

5.2 EU Projects 
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As an addition to the review of governmental documents,EU research projects that 

deal with the concept of resilience were examined. Examples of some major EU 

funded projects (including the main project objectives and results where available) 

are presented in appendix A. 

 

To further an understanding of the concepts of CI resilience approaches, the 

operationalisation of those approaches (in an EU context), the identification of 

resilience predictors as well as the proposition of functional resilience models and 

tools, there has been increased EU research budgets under different calls (i.e. FP6, 

FP7, H2020) to support targeted projects on resilience concepts and approaches. 

These funded projects have mainly investigated the generalised application of 

resilience across EU regions, a range of interconnected CI, or on a particular physical 

or networked CI of interest (i.e. power grids and internet infrastructures). 

 

Furthermore, resilience targeted projects within the built and urban infrastructure 

scope were observed to also include components of critical infrastructure 

preparedness in their overall project objectives. Some of such relevant projects are 

also listed. 

 

There are a number of EU projects which consider resilience in different 

relationships and different domains. Funded by the same HORIZON 2020 call as to 

RESILENS, there are four other projects related to resilience research on the topic of 

operationalizing resilience concepts. For these projects there is a co-operation group 

an inter-consortium leaders to enable have an exchange of findings during the 

development of concepts, models, tools and guidelines have been agreed on. This 

exchange is very important to further develop resilience approaches, especially in 

the RESILENS project. 

 
5.3 Resilience practice for CI 
 

As the review of existing governmental SOTA documents showed, there is no 

consistent definition for resilience. The review of the governmental SOTA documents 

also demonstrated how resilience management utilises different stages and cycles in 

different countries, focussing most often upon the earliest stages. However in almost 

all countries there are risk-related approaches. To find a solution to combine risk-

related approaches with the resilience management developed in the RESILENS 

project is a central issue. 

 

Despite a lack of engagement with resilience, ISO 31000 is increasingly the standard 

risk assessment methodology utilised across a range of sectors and extensively by CI 
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providers; it is thus important to reflect upon its advocated approach. As with many 

resilience approaches, ISO31000 begins by ‘establishing the context’, including 

factors such as local and national policy, and using this as a baseline for assessment 

and management. The next stage is ‘risk assessment’, which also includes ‘risk 

identification’, ‘risk analysis’ and ‘risk evaluation’, and often involves a variety of 

quantitative approaches. This can then be translated into physical or organisational 

methods through ‘risk treatment’, whist the final stages of the approach are 

‘monitoring and overview’ and ‘communication and consultation’. 

 

The example of ISO 31000 illustrates a key challenge for the RESILENS project around 

how an operational approach to resilience and risk management can be developed. 

Within this context, WP2 will develop a resilience assessment andmanagement 

approach, based upon ISO 31000 and 3110097, as well as European critical 

infrastructure risk assessment guidelines, which will merge resilience with risk 

management steps and necessitate consensus around resilience criteria or qualities 

(e.g. robustness, flexibility), which should be considered in the RESILENS project and 

implemented in the tools. 

 

Accordingly, the following section will explore the relationship between risk and 

resilience in CI and its role in transition from CIP to CIR.  

                                                      
97

 ISO 31100 provides the guidance for implementing ISO 31000. 
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6.0 Emerging Approaches to the Resilient Management of CI 

6.1 Relating Risk Management to Resilience in CI 
 

Resilience is increasingly considered as a capacity of CI. However, despite the clear 

parallels between the emergence of resilience and CI as mainstream policy concerns, 

there has beenrelatively little interconnection between, research, theory and 

practicewithin the sector. Early attempts to mitigate vulnerabilities in CI have tended 

to utilise conventional risk management approaches, but struggled with complexity, 

interdependency and potential uncertainties, as well as economic and organisational 

issues and the growing threat of cyber-attacks highlighted in the previous section; 

thus the interest in resilience approaches has grown98. As this demonstrates, 

resilience within CI also involves engagement with risk although thisrelationship is 

contested.99 Fundamental to the RESILENS approach to CIR, is the need for a more 

integrated and holistic appreciation of risk and resilience.  

 

Within this context, a number of ‘perspectives’ on risk and resilience can be 

identified, as currently practiced by CI sectors; see Fig 5.1, below. 

 

Fig. 5.1 – Perspectives on Resilience and Risk Management100 

Perspective Resilience as… Definition 

1 A goal of risk 

management 

Many documents describe resilience as the 

overarching goal of protection policies and risk 

management as the method to achieve this 

goal. Resilience replaces or complements the 

concept of protection, which was previously 

defined as the goal of risk management 

activities. 

2 A part of risk 

management 

Resilience is understood as a part of risk 

management. Activities to strengthen 

resilience are needed in order to deal with the 

so-called “remaining risks”, i.e. risks that have 

not been identified or underestimated and are 

thus not covered by appropriate protection 

(preventive) measures. 
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 O’Rourke, 2007;  
99

Suter, 2011; Linkov, et al. 2014; Sikula et al., 2015. 
100

Adapted from Suter, 2011. 
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3 An extension of risk 

management 

This transitionary perspective recognises the 

importance of risk management to CI 

operation, but proposes that these practices 

need to be extended to encompass resilience 

practice that integrates social and 

organisational factors, as well as building 

capacity to change. 

4 An alternative to risk 

management 

Challenges the traditional methods of risk 

management and promotes resilience as a new 

way of dealing with risks in a complex 

environment. It is argued that a probabilistic 

risk analysis is not an adequate approach for 

socio-technicalsystems that are confronted 

with non-linear and dynamic risks and are 

themselves characterized by a high degree of 

complexity. Instead of preventing risks and 

protecting the status quo, such systems should 

enhance their resilience by increasing their 

adaptive capacities. 

 
Perspective 1, which understands resilience as the outcome of risk management, is 

the traditional, normative approach to risk and resilience within CI’s, and thus one 

that is easily integrated into existing policies. However, it is challenged by 

complexity, the uncertainty presented by unpredictable events, as well as the 

interdependency of sectors and thus the cascading effects of impacts. 

 

Perspective 2, views resilience as part of existing risk management approaches and 

brings together probabilistic analysis with coping strategies. In effect, the resilience 

of a system is about having sufficient capacity to address any residual risks. However, 

within this perspective, resilience is difficult to define, whilst there is a further 

suggestion that it is still somewhat normative and could stifle innovation or more 

transformational change. 

 

Perspective 3 has been formulated for the RESILENS project and recognises that 

whilst risk assessment is fundamental to CI practice at present, that there is a 

requirement to extend this process to consider resilience as part of a more dynamic 

system that includes social, technical and organisational factors. Furthermore, this 

perspective can be considered as one of transition to the more transformative 

understanding of resilience as offered by perspective 4.  
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Perspective 4 presents resilience as a transformative alternative to risk 

management. It is based upon the principle that probabilistic risk analysis is 

inadequate for the complex, non-linear and dynamic, socio-technical nature of 

today’s challenges, and that probabilistic approaches will always fail to assess the 

risks of ‘The Black Swan’101 appropriately. This 4thperspective is slippery and 

underdeveloped, but advocates redundancy, flexibility and self-organisation rather 

than risk assessment. It is further suggested that in a resilient society, there should 

be few CI’s. Appropriately, this perspective presents a challenge to CI approaches 

and is unlikely to be widely accepted, although the Australian national approach 

draws from this perspective 

 

It has been suggested that that there is some reluctance to adopt resilience-based 

approaches amongst technical specialists in CI, but there is increasingly wider 

consensus that resilience offers a necessary frame for considering unknown or 

unforeseeable events102. Further, that there are fundamental limitations to 

probabilistic forecasting methods implicit in traditional risk assessment, which are 

based upon earlier events and are often inaccurate at determining event 

occurrences or predicting new threats103. Resilience is also more open ended than 

risk management and as such is potentially a more helpful approach for considering 

unknown events104. 

 

However, in spite of this agreement on the value of resilience approaches, it is far 

less clear how resilience can be promoted in CI. Whilst a variety of recent work has 

considered the intersection of resilience and infrastructure, including guidance 

produced by multinational organisations such as ARUP, Siemens and Rockefeller105, 

there is noagreed model that can be used to measure the resilience of our complex 

networked systems.As a result, resilience assessment is an increasingly critical area 

for research, particularly in North America106. As an example, the Department of 

Homeland Security have developed a Infrastructure Survey Tool (IST) providing an 

organisational facility-oriented (thus not infrastructure/ multi-infrastructure) survey 
                                                      
101

https://en.wikipedia.org/wiki/Black_swan_theory 
102

Linkov et al., 2014; Baum, 2015 
103

Linkov et al., 2014; Davies, 2015 
104

DiMase et al., 2015, p.299 
105

SIEMENS (2014), Toolkit for Resilient Cities Summary, 
http://w3.siemens.com/topics/global/en/sustainable-
cities/resilience/Documents/pdf/Toolkit_for_Resilient_Cities_Summary.Pdf; ARUP (2014), City 
Resilience Framework. http://publications.arup.com/Publications/C/City_Resilience_Framework.aspx; 
ROCKEFELLER FOUNDATION (2013), 100 Resilient Cities, 
http://www.100resilientcities.org/pages/about-us#/-_/ 
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 National Academies (2010) Disaster Resilience: a National Imperative. 
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methodology which is based on business continuity and vulnerability assessments, 

rather than resilience. The US national fire protection association standard NFPA 

160, organisational resilience standard ANSI SPC.1-009 and the ISO 22301:2012 

(business continuity), take a similar approach107. 

 

6.2 Advances in CIR 
 

This interest in resilience methodology has grown and evolved as early risk 

management methodologies have proved ineffective in the face of growing 

complexity and unpredictability of threats affecting multiple CI domains, a greater 

appreciation of the interconnectivity of CI networks, interdependency and cascade 

effects amongst CI sectors.The sophistication of CIR initiatives can be conceptualised 

as a series of Phases: 

 

Within this conceptualisation, Phase 1 CIR is characterised by approaches that focus 

upon single domain, highly technical considerations (for example physical or 

informational), within a single CI sector (for example energy, water or transport), at 

limited spatial scales (for example solely CI facilities)and typicallyleading to enhanced 

physical characteristics.108Accordingly,Phase 1 CIR approaches tended to focus upon 

a number of core attributes or qualities, notably109: 

 

 Robustness: the inherent strength or resistance in a system to withstand 

external demands without degradation or loss of functionality; 

 Redundancy: system properties that allow for alternate options, choices, and 

substitutions under stress; 

 Resourcefulness: the capacity to mobilize needed resources and services in 

emergencies; 

 Rapidity: the speed with which disruption can be overcome and safety, 

services, and financial stability restored.110 

 

The technical emphasis of these CIR qualities,produced techno-rational solutions 

which understand resilience primarily as resisting and recovering from ‘known 

threats.’111The focus on physical robustness could often lead to what are known as 

                                                      
107

 This method is used by the USA DHS. A variant is under experimental test by Public Safety Canada. 
IST is not “openly” available or described in detail. 
108

D’Antonio et al., 2009 
109

Bruneau, 2003; 
110

Bruneau, et al., 2003 
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Fisher et al., 2010. 
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‘robust-yet-fragile’ (RYF) systems,112, whilst non-technical considerations were often 

overlooked. The RYF phenomenon describes highly engineered, interdependent and 

complex systems which are designed to cope with anticipated challenges through 

compensatory systems, slack or redundancy, but which are susceptible to 

unexpected threats and cascade failures.113In short, ‘in a RYF system, the possibility 

of black swans – low probability but high impact events –is engineered in’.114 

These efforts to achieve resilience through engineered robustness, as illustrated by 

RYF, was most often applied to ‘traditional’ CI sectors, such as water and energy, 

which struggled to consider cascading effects or unexpected events. By focussing 

upon the protection, preservation and recovery of single assets, it could be said that 

this Phase is more CIP, than the more holistic understanding of CIR. 

 

In an attempt to evolve these characteristics into a more integrated understanding, 

the influential Phase 2 approach to CI resilience was proposed by O’Rourke115; this 

utilises the four ‘qualities’ of robustness, redundancy, resourcefulness and rapidity, 

and proposes that resilience also covers four dimensions of technical, organizational, 

social and economic factors, which could be considered within a matrix; see Fig. 6.2, 

below. 

 

Figure 6.2 – Matrix of Resilience Qualities116 

 
 

This approach attempts to overcome the lack of standard definitions or metrics for 

CIR. In the US, a National Infrastructure Advisory Council(NIAC)117 report which 
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Zolli and Healey, 2012 
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Zolli and Healy 2014, p.28 
115

 O’Rourke, 2007 
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 O’Rourke, 2007, p.27 
117

A Framework for Establishing Critical Infrastructure Resilience Goals , NIAC, US, October 2010 
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outlines resilience practices for the electricity sector utilises a similar approach 

around the headings of robustness, resourcefulness, rapid recovery and adaptability, 

subdivided into people and processes, infrastructure and assets and whether 

unintentional, intentional or cyber acts. Moreover, a common theme in CIR 

discourses is the lack of standard definitions or metrics118. Accordingly, a number of 

potential resilience metrics, resilience matrices and ways ranking infrastructure 

assets for protection, often defined as ‘criticality’, have also been proposed119. 

 

Evidence of this a collaborative approach to CIR has been developed by the Argonne 

National Laboratory (Argonne, 2010) and the Department of Homeland 

Security(DHS) to estimate the protective measures, resilience and criticality of 

facilities and to provide comparisons for sectors and subsectors. Here a Resilience 

Measurement Index (RMI) and RMI Dashboard has been developed to compare the 

resilience assessment of a facility with the sector average. RMI calculates and 

visualises IST data through the dashboard for areas of preparedness, mitigation 

measures, response capabilities, and recovery mechanisms. This allows security 

operatives to better analyse existing security measures at facilities, identifying 

potential ways to reduce vulnerability and criticality, and improve resilience. The 

indices produced allow comparison of like facilities (e.g. commercial buildings to 

other commercial buildings) to provide owners/ operators with an indication of the 

security strengths and weaknesses that contribute to the vulnerability, protection 

and resilience. This approach is part of the wider Enhanced Critical Infrastructure 

Protection (EClP) programme which seeks to provide insightful information to 

owners and operators to help them make better informed risk management 

decisions (e.g. regarding physical security, business continuity and emergency 

management).120 

 

Despite this advancement, there has been widespread comment about the 

limitations of such approaches, including the lack of meaningful social 

consideration,121 that these technical-focussed initiatives are normative and 

discourage necessary adaption122 and that they are based upon a false idea of 

equilibrium and stability.123 Notably, the measures utilised within this Phase are only 

measurable after an event has occurred. 
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Linkov et al.., 2014, 2015; Larkin et al.,  
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Linkov et al., 2014; McDaniels et al., 2015; 
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More recently, a 3rd Phase of CIR has evolved around the idea of interdependent, 

network systems study; in effect it offers a similar approach to the previous CIR 

phase, but with an added temporal dimensions, including qualities that can be 

measured before an event or failure occurs.124It has further been suggested that 

whilst risk can be considered a component of resilience, resilience includes a 

temporal consideration that risk does not and has much wider significance125: 

 

“…Risk management helps the system prepare and plan for adverse events, whereas 

resilience management goes further by integrating the temporal capacity of a system 

to absorb and recover from adverse events, and then adapt.”  

 

Accordingly, the US Army Corps of Engineers have produced a resilience measure 

(RM) - a general framework for resilience assessment - consisting of a 4 x 4 matrix 

where one axis contains the major subcomponents of any system and the other axis 

lists the stages of a disruptive event; see Fig. 6.3 for a resilience matrix example. 

 

Collectively, these sixteen cells provide a general description of the functionality of 

the system through an adverse event. Resilience is assessed by assigning a score to 

each cell that reports the capacity of the system to perform in that domain and 

time.126 

 

Whist Phase 2 and 3 assessment methodologies have been advanced as workable 

mechanisms for resilience assessment and as abasis for making decisions about 

security and protection measures, they remain technologically orientated and 

facility-focused. The ECIP methodology for example calculates separate indices for 

vulnerability (PMI), resilience (RI) and criticality (CI) for the entity under assessment. 

In particular factors like physical characteristics, protective measures, information 

flow, available forces, and management issues contribute to the assessment result 

where indices are finally integrated to a comprehensive overall assessment of 

resilience. The ECIP assessment approach relies on workable but cost and time 

intensive procedures performed via accompanying software.  

 

                                                      
124
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Fig.6.3 – Resilience Matrix 

 

 
Resilience assessment for CI is a fast emerging field with many measures of resilience 

emerging127. However, despite this increasing sophistication of approaches, they 

have struggled to include measures of community or organizational resilience, and 

thus the critical social component is often overlooked128, despite the potential 

impact of infrastructure failures to a well-functioning society129: 

 

 “The societal disruption caused by infrastructure failures is therefore 

disproportionately high in relation to actual physical damage.”  

 

As an alternative to many major international initiatives, others have suggested that 

resilience approaches are more applicable at a local scale, where they can build 
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‘community resilience’.  Within this context, the recent report ‘Improving Resilience 

of UK Infrastructure’130 highlights the issue of interdependency and the potential 

problems created by insufficient knowledge about the level of coupling between 

assets, which often undermines attempts to improve resilience. Critically, a lack of 

communication between different operators can make it difficult to identify 

interdependence, to establish responsibility for resilience and to target resources 

efficiently. 

 

In parallel to these advancements in CIR, more widely, ‘organisational beliefs and 

rationalisms’ have been increasingly identified as key barriers to enhanced resilience 

and are thus central to an emerging 4th wave of CIR.131 Within this context, 

organisational resilience is understood as a property of an organisation that allows it 

to adapt proactively, following appropriate risk and resilience assessments.132This is 

most notablewithin the field of organisational safety, and which defines the concept 

as the ‘capacity to adapt to complex and risky environments.’133This perspective is 

best illustrated by what Hollnagel terms, ‘resilience engineering’ which takes a 

systemic view of operations, building abilities to ‘respond, monitor, anticipate and 

learn’.134  Furthermore, from the perspective of resilience engineering, it is argued 

that resilience is not something to be analysed or understood in isolation from the 

normal activities of the operational context and the organisation. Others have 

suggested that the resilience engineering perspective can be ‘normative’, i.e. 

prevent the more transformative approach that RESILENS seeks to initiate; however, 

in order to overcome this it is important to see local operations within a wider 

complex systems context and that adopting a Concept of Operations (CONOPS) 

approach can help to overcome this by facilitating a systems engineering process, 

but also providing a framework for evaluating the system once operational.135 For 

example, this can include the identification and formulation of KPIs. 

 

The CONOPS organisational approach has been successfully used in the provision of 

military and health services.136 Most notably in the UK, CCA uses CONOPS for its 

emergency planning approach and as a way to ‘capture the core characteristics’ 

which should be applied to ensure effective emergency response. These are: 
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Preparedness; Continuity; Subsidiarity; Direction; Integration; Communication; Co-

operation; Anticipation. The RESILENS project will adopt a CONOPS-approach in later 

WPs (see WP5). 

 

Furthermore, there is wide acknowledgement that resilience assessments need to 

look beyond quantitative data, but also to consider qualitative factors137.Within this 

context, many current resilience initiatives outside of mainstream CIR, such as the 

Rockefeller Foundation, promote qualitative, social and organisational approaches. 

As an example, when Rockefeller tested their resilience indicators on six 

international cities with varied vulnerabilities, they found that the way different 

stakeholders were included in the process of planning and prioritising resilience 

themes was more important than the types of threats they faced, such that that 

‘social and strategic factors are considered more crucial for urban resilience than the 

physical factors’.138 However, such studies also highlight the dearth of metrics 

available for social and organisational factors. In summary, Fig 6.4 provides an 

overview of these phases of CIR. 

 

Fig.6.4 – Phases of CIR 
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Current practice in resilience assessment and promotion for CI is too often limited to 

specific, endogenous technical factors. The RESILENS methodology seeks to advance 

this by developing a more holistic approach to CIR which also considers 

exogenous,social and organizational factors, as well as the issues of interdependency 

and cascade failure139. More widely, this section illustrates the transition from 

narrow, technical risk assessments to a wider socially and organisationally informed 

extension of risk assessments as CIR.  

7.0 Legal and Regulatory framework for Resilience and CI 
 

7.1 Background 

 

Legal and regulatory regimes are typically slow to adapt to new concepts in the fields 

that they regulate. While legal regimes have focused on sustainability in 

environmental policy, the rise of adaptive management and governance have drawn 

focus to resilience as a way of coping with the complexity of environmental 

management and infrastructural regulation. It is vital to understand the scope and 

limitations of current legal and regulatory regimes in order to assess how best to 

operationalise EU-wide CIR.Legal requirements impact on the greater aims of the 

RESILENS project in at least three ways: first, in failing at the moment to 

accommodate resilience; second, as a tool to help advance the goal of resilience; and 

third, as a potential bar to the achievement of those goals in the form of existing 

networks of regulations and rights that must be navigated before change can be 

realised.  

 

Inadequacy of current regulatory frameworks 

 

Focussing on the EU context, the current legal and regulatory regimes may be ill-

suited to accommodating resilience. While some of the characteristics of resilience – 

such as persistence140 (see Section 3.2)– might be well accommodated within legal 

systems, several other common features of resilience – such as adaptability or 

transformation – are ill-accounted for in legal and regulatory systems.  

 

Several features of law and regulation potentially cut against these features of 

resilience, and law and legal regulation may even be maladaptive, for several 

reasons: 
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 Regulatory law tends to prefer highly centralised standards that may leave 

insufficient room for local adaptation.  

 Legal preferences for rules that are clear and foreseeable in their application 

diminish the ability for flexible standards that can react to changing 

circumstances.  

 Legal regimes have traditionally focussed on averting risks and allocating liability 

when risks actualise rather than on the ability to adapt and maintain continuity in 

the event of risk actualisation.  

 The ‘front- end’ focus of legal regimes on reliability and efficiency makes 

implementing resilience difficult.141 

 Legal regulation relies on environmental assessment pre-decision making; public 

participation that creates public expectations of static operational models; and 

process-oriented legal remedies such as judicial review of decisions.  

 

All of these legal processes act to inhibit adaptation. These characteristics are not 

necessarily conducive to the creation and maintenance of resilient, adaptive 

systems. In this situation resilience may require a departure from several aspects of 

the dominant mode of legal regulation.  

 

Law as a tool for the implementation of resilience 

 

Given these difficulties with the current legal regimes, it is important to consider 

how laws might be useful as tools for implementing resilience strategies. We must 

consider how to make laws flexible and not get in the way of adaptability, while not 

abandoning the firmness of legal rules where this is appropriate. At least three 

modalities of regulation have been identified which might be applicable to resilience: 

direct mandating of standards; incentivising outcomes; and forms of public-private 

partnership (a mixture of incentives, persuasion, and self-regulation).142 These are 

highlighted in more detail below. 

 

Command Regulation or Consensus? 

 

Traditional command regulation is a useful tool in implementing certain standards 

that would be relevant to the resilience of critical infrastructure, with strong 

enforcement of these rules in the event of breach. However, it is this style of 

regulation that can also lack flexibility and encourage front loading of risk 
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assessment and standard setting. Therefore, resilience and adaptation will require a 

new approach to governance, a move ‘away from the familiar model of command-

style, fixed-rule regulation by administrative fiat, and toward a new model of 

collaborative, multi- party, multi-level, adaptive, problem-solving.’143 

 

This suggests that regulation by consensus – voluntary adoption of best practices 

and resilience-oriented thinking without legal command – could best provide for the 

adaptability that resilience requires. However, Karkkainen makes a cogent 

counterpoint: ‘the absence of clear, legally enforceable, fixed procedural rules and 

substantive standards will translate into a kind of open-ended discretion likely to 

yield to unprincipled compromise, self-dealing, and a lack of accountability in basic 

governance processes.’144 

 

The debate, then, in implementing resilience is whether law should be used as a 

minimal structure and frame – a procedure for helping voluntary implementation of 

a set of best practices – or if it should be used in the more traditional command style 

of regulation law – setting out substantive standards and enforcing them with legal 

penalties.  

 

Notwithstanding the potential difficulties, there is clearly scope for substantive, 

command regulation in laying out the proper delegation of powers between local, 

national or international governments or agencies or private actors, clarifying 

responsibilities and providing for oversight; and in mandating information sharing 

between a variety of public and private actors. Moreover, there is some scope for 

using command regulation through law in an innovative way that still allows 

sufficient flexibility. Default rules or penalties could be set in law if particular 

thresholds were crossed or standards were not met: a soft form of regulation that 

could be made hard if lines are crossed.145 It might therefore be the case that, when 

dealing with resilience, legal frameworks will be more useful setting out formal 

mechanisms for monitoring, information sharing, and agency follow-up than in 

setting out rigid standards.  

 

A good example of this latter form of practice can be seen in the area of food safety 

and security regulation. Following the BSE crisis, the European Union developed a 

range of legal mechanisms for the future control of food (EU Regulation 178/2002). 
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These included the establishment of the European Food Safety Authority, who would 

become the primary reference point in the field, and a series of other lines of 

communication and systems to be triggered in the event of any public health scare 

or emergency. The primary method put in place for these purposes is the Rapid Alert 

System, which involves a formalised interaction and co-operation between the 

various actors in the regulatory process, including the EU Member States, the 

Commission and the European Food Safety Authority. Each actor designates a 

contact point, with the Commission assuming overall responsibility for managing the 

rapid alert network. The system is also opened up to third countries and 

international organisations. Regulation 178/2002 also provides for the use of 

‘emergency measures’, which are to be used when an identified risk cannnot be 

contained by a Member State, so the Commission introduces legally-supported 

emergency measures to deal with any situation as it arises and develops. Finally, all 

of this is further supported by the general legal principle of ‘precaution’. This 

facilitates the taking of action designed to protect the environment and/or health, 

even where other laws would normally prevent this – provided some level of risk, or 

probable risk, can be identified. 

 

We might conclude from this brief overview that as it stands the regulatory tools and 

theory needed to implement resilience remain relatively underexplored. There is no 

easy answer for how to combine the certainty and accountability of strict legal 

standards with the need for adaptability that is particularly acute in respect of 

resilience. We may need to think in different terms about governance and 

regulation, and combine regulatory techniques in novel ways, in order to strike the 

right balance. 

 

7.2 Designing a regulatory approach: public participation and agencies 

 

Public Participation 

 

The benefits of engaging directly with the public in designing resilience frameworks 

so as to raise their awareness of their benefits have been repeatedly highlighted. 

Keogh and Cody suggest that those ‘proposing resilience investments may be well 

served by articulating the different impacts faced by customers, ranging across 

inconvenience, economic difficulty and systemic breakdowns.’146Others argue that 

stakeholder participation on various levels is essential, as it will make a regulatory 

regime ‘better suited to identifying and responding to changing social and natural 
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condition.’147 This might include engagement with the general public, who might be 

able to provide insights into usage, the effect of outages etc. that will be useful in 

resilience planning. Finally, it might engender public trust for the project rather than 

suspicion, and might make disruptive, costly legal challenges less likely.148 

 

However, public participation is not without its drawbacks; it can ‘derail successful 

approaches’ to resilience through interest group opposition149. Whilst it may be 

useful at the point of setting objectives for resilience regimes, afterwards ‘public 

participation may have to take a backseat to permit adaptive management to 

occur’150 . In this model, individual choices and determination would have minimal 

public input, compensated for by broad engagement early on.  

 

Agencies to administer and regulate resilience 

 

Another central question is: what bodies will be needed to administer, oversee and 

enforce a regulatory resilience framework? Given that resilience raises different 

questions for different industries and sectors, it seems probable that existing 

regulatory bodies will have to be relied on to oversee resilience regimes. Assessing 

the ability and suitability of existing agencies will raise classic problems of regulatory 

design. Will the agency have sufficient expertise to take on this oversight role, or will 

it need additional personnel or training in order to do it effectively? Is the agency 

sufficiently politically insulated/independent, or is it more directly within the control 

of national or international executive power? Given a prevalent view that expertise 

be prioritised in resilience decision-making, a degree of autonomy seems 

appropriate to avoid political pressure influencing oversight and enforcement 

choices.  

 

Regulatory capture must be considered, the phenomenon whereby regulators are 

‘captured’ by the interests of those they regulate and begin to work not for the 

public interest but for the interests of the regulated entities.151 Relatedly, mission 

creep (or regulatory drift), whereby the regulator strays from the vectors of its 

original assignment and begins to pursue other (or additional) objectives not 
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originally envisaged, must be accounted for.152 These issues pose a risk to any 

resilience framework, and deserve careful consideration. 

 

7.3 Relationship between resilience and existing legal frameworks 

 

Existing legal rules and frameworks provide both challenges and opportunities for 

the implementation of a resilience policy or standard for critical infrastructure. While 

an exhaustive survey of the potential interfaces between law and resilience in all of 

the diverse jurisdictions involved in RESILENS is beyond the scope of this report, a 

number of key principles will be analysed, with a focus on the close relationship 

between sustainability and resilience as foundational concepts in planning and 

environmental protection. In particular, the potential for property rights, regulated 

through both private law and public law regimes in common law jurisdictions153, to 

impact upon the implementation of a resilience standard will be considered.  

 

Resilience in planning and environmental law  

 

The relationship between sustainability and resilience is important in considering the 

relationship between law and resilience, because sustainability is already legally 

entrenched in a variety of rules and decision-making processes relevant to critical 

infrastructure development and management. This is particularly the case with 

regard to issue of sustainable development154 where resilience may already have a 

foothold in existing legal regimes (see for example the 2015 UN Sustainable 

Development Goals). 

 

Most fundamentally, to the extent that national planning law frameworks already 

require planning decisions to be taken in accordance with the principle of 

sustainable development, those frameworks may facilitate consideration of the 

resilience of proposed critical infrastructure developments as a facet of planning 

decision-making. For example, Irish planning law (Planning and Development Act 

2000) requires that both development plans, and decisions on applications for 

development consents, be aimed at achieving sustainable development. In the 

context of Irish planning law, it appears open to planning authorities to consider the 

resilience of proposed critical infrastructure at both the planning and consent stages 

of development permitting. This is reinforced by the fact that development plans 
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must address the EU Major Accidents Directive (96/82), by providing for control of 

the siting of new establishments, the modification of existing establishments, and 

development in the vicinity of such establishments, in order to reduce the risk, or 

limit the consequences of, major accidents.  

 

Another potentially important site for consideration of issues of resilience of critical 

infrastructure may be through environmental impact assessment, as required by EU 

law. Environmental impact assessment was initially introduced into the law of EU 

member states through Council Directive 85/337, now implemented through EU 

Directive 2011/92/EU on the assessment of the effects of certain public and private 

projects on the environment. The European Court of Justice has clearly ruled that 

the Environmental Assessment Directive is directly effective – i.e. it has legal effect in 

EU member states even if no implementation measures have been introduced as a 

matter of domestic law (Case C-72/95, Kraaijeveld and others).  

 

Accordingly, given the requirements of these directives, the initial development, and 

any substantial subsequent modification, of most types of critical infrastructure 

within the EU is likely to require an environmental impact assessment process, 

including for example, various forms of power extraction and generation, 

construction of long-distance railway lines and airports, as well as motorways, the 

development of dams, waste water treatment plants and waste disposal 

installations.  

 

7.4 Potential private law impediments to securing resilient critical infrastructure 

 

Private law actions, if successful, have the potential to check imperfect regulatory 

systems, and even if they fail, increase awareness of problematic issues within such 

systems and pressurise regulators.155 This signals a positive view of the relationship 

between private actions to defend property rights and regulatory systems that limit 

or restrict property rights. Somewhat more pessimistically, other note the challenges 

presented by the kinds of changes that are the subject of resilience analysis: ‘*t+hese 

may require more immediate responses and generally depend upon regulatory 

intervention, which again may be resisted.’156 

 

The property rights of owners are protected through a number of causes of action in 

tort law. Trespass to land occurs where there is direct physical interference with 
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land. Negligence arises where a duty to take reasonable care in relation to another is 

breached, resulting in damage. A relevant aspect of negligence for critical 

infrastructure operators is the duty to warn that may arise in some circumstances of 

man-made or natural disaster likely to cause damage to property or physical injury – 

for example, the Irish High Court recently held that an electricity generating body 

had a duty to warn when it released water from a hydroelectric dam causing damage 

to neighbouring property (University College Cork v Electricity Supply Board).  

 

A strict form of negligence is the rule in Rylands v Fletcher, which provides that 

where there is non-natural use of land, and subsequent escape from the land of a 

dangerous thing causing foreseeable damage, the person who brought the thing 

onto his/her land is strictly liable for damage caused by the escape. Nuisance 

involves the unreasonable interference with another’s use and enjoyment of his 

land. Nuisance can be private (adversely impacting on an individual landowner) or 

public (adversely impacting on a large group, but litigated by an owner who has 

suffered distinctively severe damage), or both.  All of these potential causes of action 

are relevant considerations in formulating resilience concepts or policies to guide the 

operation of critical infrastructure, since such policies must take cognisance of the 

risks of legal liability facing operators. In addition, the existence and content of 

operation guidelines, and the manner in which an operator acts to secure the safe 

and resilient operation of critical infrastructure, may influence its liability to third 

parties in the event of a disaster resulting in damage.  

8.0 Summary: Transition to CIR 

 

This report has outlined an ongoing transition towards resilience in CI; in particular 

from traditional approaches which emphasise single-asset risk management, 

continuity of supply and CIP to the more transformative practices of CIR. However, it 

has also highlighted the difficulties inherent in this process and the dearth of agreed 

ways forward within the sector. As one commentator noted: 

 

 “…it remains often unclear if and to what extent the introduction of resilience 

changes the existing practices of CIP.”157 

 

It is within this context that this final section sets out some standard propositions, 

definitions and assumptions that will provide the boundary conditions for the 

RESILENS projects and frame subsequent work packages. 
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It is thus proposed that RESILENS adopts a necessarily broad interpretation of 

resilience that will allow us to operationalise it within the working practices of CI, in 

all its forms and scales which encompasses key resilience principles,but is sufficiently 

flexible enough to be useful across the full range of CIs, as follows: 

 

‘Resilience is the ability of a system or systems to survive and thrive in the face of a 

complex, uncertain and ever-changing future. It is a way of thinking about both short 

term cycles and long term trends: minimizing disruptions in the face of shocks and 

stresses, recovering rapidly when they do occur, and adapting steadily to become 

better able to thrive as conditions continue to change. Within the context of CI, the 

resilience process offers a cyclical, proactive and holistic extension of risk 

management practices.’ 

 

Fundamental to the transition towards CIR is an engagement with risk. For the 

RESILENS project it is proposed that CIR is viewed asan extension of risk 

management (Perspective 3), as illustrated in Fig.5.1; in effect, this perspective 

bridges the divide between equilibrist approaches that consider resilience a 

component of conventional risk assessment and the more transformative 

understanding that sees resilience processes as something altogether different, thus 

providing a pathway to successful transition in the CI sector. This also recognises the 

importance of risk management processes to the CI sector, but also how the 

complexities of large, integrated critical infrastructure systems, the scope of their 

interdependencies and the uncertainty of future events, predicates the use of 

resilience approaches.  

 

The review of Resilience Management in CI, outlined in section 5, highlighted a lack 

of standard approaches to managing resilience, although risk assessment was more 

widely utilised. Within this frame it is envisaged that principles and processes of risk 

management can be blended into the resilience cycle (particularly at the 

preparedness phase) and will be further explored within WP2. This work in turn will 

be used to inform the European Resilience Management Guideline (ERMG) and the 

RESILENS Decision Support Platform (RES-DSP) in WP3. See Fig 8.1, below, which 

provides a model of work-package integration. 
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Fig.8.1 – Work-package Integration 

 

 
 

 

As this model suggests, central to the RESILENS approach is the formulation of 

aERMG which will link the technically and conceptually interdependent processes of 

risk management and vulnerability reduction. In practice, this will include the 

production of a Resilience Management Matrix, Audit Toolkit, substitution methods, 

and an E-Learning Hub for disseminating the approach, and which can all be 

accessed through the RES-DSP or as standalone tools. 

 

More widely, there is agrowing acknowledgment that modelling or assessing CIR 

requires both quantitative and qualitative measures. This is highlighted by the 

division between the traditional line based infrastructures and the emerging social 

infrastructure system. Accordingly, organisational and social considerations are key 

to an emerging 4th phase of CIR and within this context it is proposed that a variety 

of qualities, KPIs and benchmarking approaches are promoted. How these social and 

organisation qualities of resilience will be utilised within CIR, will be further explored 

withinWP5. 

 

Combining these approaches RESILENS sees CIR as: 

 

‘A transformative, cyclical process, building capacities in technical, social and 

organisational resources, so as to mitigate as far as possible impacts of disruptive 
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events,  and based upon new forms of risk management, adaptability and the 

assessment of potential trade-offs between parts of a system’. 

 

This reflects a wider journey from the traditional, techno-rational approach with 

prescriptive, rigid methodologies to a more transformative understanding of CI 

resilience as illustrated by Fig.8.2, which provides some key terms that articulate the 

differences in approach (note: these are presented as binary oppositions for clarity 

but in reality the picture is more complicated). 

 

Fig. 8.2 – Transition in CIR 

  Traditional Transformational 

Aim Equilibrist 
Existing normality 
Preserve 
Stability 

Adaptive 
New normality 
Transformative 
Flexible 

Focus Endogenous 
Short term 
Reactive 

Exogenous 
Long-term 
Proactive 

CI Approaches Techno-rational 
Homogeneity 
Robustness 
Recovery  
Fail-safe 
Protection 
Optimisation  
Single-sector focus 

Complex adaptive 
Heterogeneity 
Malleable 
Realign 
Safe-to-fail 
Predictive 
Greater redundancy/diversity 
Dependencies 
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