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EXECUTIVE SUMMARY 
 

Objectives 

This report has been prepared as part of RESILENS Work Package 6 ς Communication Dissemination, 

Education and Training. The report provides a roadmap for education and training material 

development to raise awareness of the tools which will be developed in the RESILENS project.  The 

education and training materials and supporting resources will be contained within an e-learning 

hub, detailing how each of the work packages impacts on this development.  

 

The objectives of work package 6 are to: 

 

¶ Establish contact and cooperation with related  projects, programmes, initiatives and policy 

makers relevant to this project 

¶ Track the results of co-ordination with other projects 

¶ Develop an in-depth sustainability strategy to increase uptake of risk assessment, European 

Resilience Management Guideline (ERMG), Resilience Management Matrix and Audit Tools 

and E-Learning Hub 

¶ Raise awareness with ERMG and associated tools with wide variety of users  

¶ Consider methods to incorporate RESILENS outcomes with policy and statutory documents 

¶ Contribute to future policy based on knowledge and awareness generated in the project 

through interaction with specific interest bodies.  

The education and training deliverables in WP6 are: 

¶ D6.3 Roadmap for Training and Education Delivery  

¶ D6.4 Development of RESILENS E-learning Hub 

The roadmap has been designed to plot out a high level timeline for the steps necessary to build and 

populate the e-learning platform and associated education and training resources for RESILENS. The 

roadmap details the methods and materials to be used, established milestones and evidences 

interdependencies with the other work packages in RESILENS.  

 

We have identified the areas of work to be completed within the timescales from October 2015 ς

October 2016 and the key resources required for the six identified phases  

 

¶ Planning  

¶ Training needs analysis 

¶ Learner needs analysis 

¶ Content development 

¶ IT build 

¶ Launch and dissemination with RESILENS project partners. 
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This document will help partners to create and manage project plans which align to each of the work 

package deliverables.  

 

Description of the work 

This Roadmap was developed by Skills for Justice and Factor Social, as the work package lead and 

task lead for 6.4 Training and Education.  During development, all project partners involved in work 

package 6 Communication, Education, Dissemination and Training were consulted on early draft 

stages.  This helped ensure that this deliverable 6.3 Roadmap for Education and Training, is fit for 

purpose, timescales identified fit with the other work packages and project partners and all 

interdependencies have been identified and planned for. 
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1.0  Introduction and background to RESILENS project 

The frequency and severity of impact of disaster and crisis events has channelled attention to 

vulnerability of physical assets, with a particular focus on critical infrastructure (CI). Due to the 

dependency on these infrastructures, disruptions to the normal operation, or the suspension of CI 

services would significantly affect public safety, security, economic activity or environmental quality 

particularly in developed societies.  

 

Furthermore owing to systems interdependencies, the cascading effects potentially resulting from 

the breakdown in one system on other interconnected systems are of significant concern.  

 

There is a clear need to identify, develop and operationalise resilience approaches and methods to 

assist CI stakeholders in preparing for and mitigating, responding to and recovering from likely 

disasters and crises. CI stakeholders include CI managers, government, regional and local authorities, 

responders and end users 

 

1.1 RESILENS Work Plan 

 

In order to achieve its objectives, RESILENS will follow a seven stage methodological framework 

comprising six targeted Work Packages (WP1-6) and one project management work packages (WP7).  

Each WP will consist of a number of tasks and sub tasks.  A brief description of each work package is 

below: 

 

WP 1: Overview of Resilience and Risk Management Concepts - WP 1 is responsible for the initial 

ǊŜǎŜŀǊŎƘ ŀƴŘ ŀƴŀƭȅǎƛǎ ǇƘŀǎŜ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ όǎǳŎƘ ŀǎ ŘŜŦƛƴƛƴƎ ǿƘŀǘ ƛǎ ƳŜŀƴǘ ōȅ ǘƘŜ ǘŜǊƳǎ ΨǊŜǎƛƭƛŜƴǘΩ 

ŀƴŘ ΨǊŜǎƛƭƛŜƴŎŜΩύ ŀƴŘ ǿƛƭƭ ŦƻǊƳ ǘƘŜ ƪŜȅ ŦƻǳƴŘŀǘƛƻƴǎ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ 

Resilience Management Guideline will be built. 

 

WP 2: Resilience Management ς Methodological and Procedural Development - WP2 will develop 

quantitative resilience assessment methods and digitize these as a practical resilience management 

matrix and audit toolkit.  This will allow for analysis of an entire region or country in terms of 

resilience measures and management. 

 

WP 3: Formulation of the European Resilience Management Guideline - The undertaking of WP 3 

will result in the development and refinement of the ERMG, based on the information emerging 

from WP1 and 2. 

 

WP 4: Pilot Demonstrations - WP 4 will operationalise, evaluate and validate the Draft ERMG across 

a number of CI and public settings, in conditions which are as close to real-world as possible. The 

pilot demonstrations will investigate the following: 

 

¶ Pilot Demonstration 1: Enhancing Sectoral Resilience: Examine resilience within transport 

infrastructure on a country-wide and trans-boundary scale. (Germany) 
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¶ Pilot Demonstration 2: Enhancing Regional Resilience: Examine the operability of the ERMG 

and its methodology from the perspective of testing and developing water infrastructure 

resilience at a regional scale. (Ireland)   

¶ Pilot Demonstration 3: Enhancing Resilience coordination: Examine societal resilience 

within the electricity distribution system of Lisbon City. (Portugal)  

 

WP 5: Harmonisation - WP 5 will draw together the various elements of work can be drawn together 

in a manner which is both transparent and process driven. Formulating a completed, comprehensive 

and interactive ERMG that satisfies various sectoral needs and provides associated and 

interconnected methodological and training resources requires a structured approach. WP 5 will 

develop a CONOPS (Concept of Operations) a human centred process examining the role of 

organisational factors, resources and rules in terms of how they affect and are affected by the 

various stakeholders involved in crisis management, emergency response and establishing and 

maintaining resilience. 

 

WP 6: Communication, Dissemination, Education and Training - WP 6 involves dissemination of 

knowledge and findings from the previous five Work Packages described above. It also involves 

wider dissemination and use of the ERMG as a pan-European resource for all CI sectors, rescuers and 

communities. The RESILENS e-Learning Hub will be developed as part of this WP.   

 

WPs 1 and 2 will define the common terminology to be used in training and education, becoming 

major anchors to all materials to be developed. During work packages 2,3 & 5 tools, systems and 

resources will be produced, which will require education and training materials and resources to be 

developed in T6.4 to support knowledge, understanding and implementation. Therefore, the 

outcomes from work package 1, 2, 3 and 5 will inform T6.4 the content and the resources required 

to gather and produce this. 

 

Additionally WP2.4 will produce a manual, aimed at CI operators and stakeholders.  This will detail 

how to access and use the software developed in WP2 to analyse Critical Infrastructure resilience.  

This will form a key education and training resource on the e learning hub, from which further e 

learning materials can be developed as needed. 

 

WP6 will aim to use a multi strand dissemination process, to ensure information rich transfer with 

broad spectrum coverage, within a limited budget as follows: 

 

1. Widely disseminate the RESILENS conceptual approach to building resilience amongst CI 

providers, through a number of international conference proceedings and symposiums. 

2. Develop on line education and training materials and resources to support RESILENS 

products, as they emerge during the project.  This will support skills training and 

interoperability aspects of RESILENS.      
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3. Finally, a number of Continuous Professional Development and computer based module 

proposals will be developed to advance knowledge transfer in the education and training of 

the ERMG and associated concept to key end-users.  

 

To support the development of education and training resources in WP6, this roadmap to training 

and educational delivery (D6.3) has been developed to determine and frame the needs of the E-

learning Hub and the expectations of other partners within the RESILENS project. As such, input has 

been sought from all RESILENS participant organisations. 

 

 

WP 7 Project Management - This WP contains tasks for the effective and efficient running of the 

project both on a day to day basis and at a strategic level. 

 

Throughout RESILENS, there are links between all work packages and consequently 

interdependencies. These are illustrated in Figure 1. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: RESILENS Work Package Inter-linkages 

 
1.2 The importance of Education and Training on Resilience 

 

Resilience is a term used and worked on in various different sciences such as psychology, physics, 

risk mŀƴŀƎŜƳŜƴǘΧ hence different definitions and frames of work are now available for resilience. 

The diversity and amount of information is now a challenge for many people, including critical infra-

structure providers, some of who may be relatively new to the concept of resilience, generating 

confusion and difficulties on accessing useful information.  
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RESILENS aims to generate a common framework for critical infrastructure resilience that is easily 

accessible to critical infrastructure managers.   T6.4 will develop a training program that supports 

people working with critical infrastructure to learn about resilience, in order to generate resilient 

cultures in various critical infrastructure organizations. This challenge is one recognised in many 

countries. 

 
1ά!ǘǘǊƛōǳǘŜǎ ƻŦ organisational resilience need to be better understood and integrated into an 

ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŜǾŜǊȅŘŀȅ ƭƛŦŜΣ ǇƘƛƭƻǎƻǇƘȅ ŀƴŘ ŎǳƭǘǳǊŜ ǿƘƛŎƘ ǿƛƭƭ ǳƭǘƛƳŀǘŜƭȅ ƘŜƭǇ ŜƴǎǳǊŜ ǎǳǊǾƛǾŀōƛƭƛǘȅ ƛƴ 

times of adversity. Organisational resilience means different things to different people and there is 

currently no common understanding of what it entails. This strategic imperative seeks to build a 

common understanding and the value proposition for business to adopt an organisational resilience 

approach through the introduction of a number of activities and initiatives, including a resilience 

ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳΣ ǊŜǎŜŀǊŎƘ ŀƴŘ ŘŜǾŜƭƻǇƳŜƴǘΣ ŀƴŘ ǊŜŀƭ ƭƛŦŜ ŎŀǎŜ ǎǘǳŘƛŜǎΦέ 

Through the education and training materials in RESILENS, we aim to develop and raise awareness of 

a common resilience language. This is particularly important not only to allow communication inside 

organizations but to allow communication across organizations so knowledge can be easily shared 

and used to improve resilience. 

 

1.3 Purpose of the RESILENS Roadmap for Education and Training Delivery (D6.3) 

 

The RESILENS άwƻŀŘƳŀǇ ŦƻǊ Training and Education Deliveryέ identifies the phases of work required 

to develop a fit for purpose E-Learning hub for Critical Infrastructure stakeholders. WP6 is 

dependent on the other work packages to inform and support content development. This high level 

roadmap has been developed early in the project, Month 7, before the vast majority of project 

deliverables and tasks from the previous work packages are planned to report and deliver their 

outputs.  Whilst this has presented a challenge in the development of this roadmap, it has been a 

very useful process.   Therefore, ǘƘŜ Ψw9{L[9b{ wƻŀŘƳŀǇ ŦƻǊ ¢ǊŀƛƴƛƴƎ ŀƴŘ 9ŘǳŎŀǘƛƻƴ 5ŜƭƛǾŜǊȅΩ ǿƛƭƭ 

remain a live document throughout the RESILENS project, responding and evolving as needed to the 

emerging findings and outcomes of WPΩǎ 1-5.  

 

 Deliverable 6.4 (D6.4): Development of the RESILENS E-Learning Hub is due in month 18 (October 

2016), at which time it will be created, tested and available but with limited initial content at launch 

stage.  This is because the RESILENS products being developed in other work packages are not due to 

be finalised until later in the project (M18-33) as well as training courses arising from them.  From 

M18-M36, WP6 will continue to develop, test and refine training and education materials to support 

the tools and resources developed in previous work packages, necessitating the need for this 

training and education delivery roadmap to remain live after its submission. 

 

                                                 
1
 http://www.emergency.qld.gov.au/publications/pdf/Critical_Infrastructure_Resilience_Strategy.pdf 

 

http://www.emergency.qld.gov.au/publications/pdf/Critical_Infrastructure_Resilience_Strategy.pdf
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Through this roadmap we have identified the current planned timescale for development of the 

RESILENS E-learning hub.  We have also identified where the interdependencies and synergies from 

the previous five work package deliverables impact on the development of the E-learning hub.  The 

current roadmap has identified potential critical risks should any work packages not have the 

relevant information as evidenced on the roadmap. The roadmap is a live document and will need to 

be responsive to the developments in RESILENS work packages 1-5.  As such, Skills for Justice 

Enterprises, the Work Package lead for WP6 and Factor Social, the task leader for Task 6.4: 

Education and Training, will review the roadmap on a monthly basis.  The roadmap will be used as a 

project plan for the e learning hub and education  and training resource development; updated as 

needed, to optimise timely delivery of the RESILENS e learning hub and subsequent education and 

training materials and resources. 

 

2.0 How RESILENS Education and Training Objective links with other 
RESILENS tools  
 
 

RESILENS will develop a Critical Infrastructure (CI) Decision Support Platform (RES-DSP) in WP3.   This 

will encompass the ERMG (developed in WP3), Resilience Management Tools (developed in WP2) 

and the e-learning hub which will be developed in WP6.  The e ςlearning hub and education and 

training materials are the focus of this roadmap document. 

 

Below is an illustrative example of how each work package will contribute to the development of the 

RES-DSP and how the e learning hub will form part of this 
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Figure 2: RESILENS Decision Support Platform 
 

As illustrated in Figure 2, RESILENS aims to develop a RESILENS CI Decision Support Platform.  In 

addition to housing the RESILENS e learning hub, the RES ς DSP will also house other RESILENS 

developed tools as follows: 

 

European Resilience Management Guideline (ERMG) applicable across a range of Critical 

Infrastructures (CI) and stakeholders. This is founded in the principles of resilience vulnerability 

reduction which will, through its uptake and interactive qualities, lead to clear, coherent and 

effective crisis and disaster resilience including risk management, making for more resilient 

economic and societal systems. 

 

Resilience Management Matrix and Audit tools will be hosted on a web based interactive platform 

which will be easily accessible to end users. Training courses on how to use these tools will be 

developed. 

 

All the RESILENS outputs (including the e-learning hub) will provide standardised terminology, 

recommendations and integration of methodological approaches derived and taken from resilience 

management and risk assessment across various CI sectors and stakeholders.  

 

2.1 Vision and Aims of the RESILENS E- Learning Hub  

 

Within task 6.4 we will develop an open online RESILENS E-Learning Hub.  This will provide 

stakeholders with education and training materials and resources based on the tools and outputs of 

the other work packages in the RESILENS project.  This may include guidelines, skills standards, 

industry specific standards and legal frameworks, audit procedures. Content will be planned, 

developed and refined in response to other work package findings and outputs.  

 

We envisage that the e-Learning Hub will be accessed from a single entry point for all users, and will 

provide users with a drill down function to inform the user on guidance dependant on their country 

of origin, industry, role, disaster type or stage (i.e. Readiness, Response and Recovery).  We currently 

aim to create an innovative e-Learning hub in that it will be intuitive, and can illustrate the 

interrelation of resilience and risk management across different CI providers.  The exact form the e 

learning hub will take is subject to change as a result of the findings from previous work packages 

and sector training and learning needs.  

 

The e learning hub will form the key focus of ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǎǘŀƪŜƘƻƭŘŜǊ ŜŘucation and training 

activities.  In addition to some E learning modules based on the RESILENS tools developed, the e 

learning hub will also hold a resource bank.  The resource bank will contain links to documents,  you 

tube and other video clips and downloadable resources, focusing on advancing knowledge transfer 

of the RESILENS and ERMG concept and to advance professional development and knowledge for, 

and understanding of, optimal approaches to promote the resilience of CI. 
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We aim for the e learning Hub to be accessed from mobile devices, as well as desk and lap tops, 

providing greater accessibility and flexibility.  It will contain ΨƘƻǿ ǘƻ ǳǎŜΩ ǘǊŀƛƴƛƴƎ ƳŀǘŜǊƛŀƭǎ ŦƻǊ ǘƘŜ 

tools and systems developed through previous RESILENS work packages specifically: 

 

¶ Work Package 2 ς Resilience Management Matrix and Audit Toolkit 

¶ Work Package 3 - European Risk Management Guideline (ERMG) 

¶ Work Package 5 ς CONOPS Framework 

During the RESILENS project, the standards and guidelines will be focused on the countries and 

Critical Infrastructure sectors involved in the development and piloting of the RESILENS concept and 

tools.  Therefore the focus will be on: 

 

¶ Ireland 

¶ Germany  

¶ Portugal  

¶ UK  

National standards for these countries will be included in the education and training resources 

developed for RESILENS. European standards will also be included so providing some transferability 

to other European countries.   

 

The e learning hub will be built in such a way that standards and guidelines from other countries, not 

originally covered by RESILENS, can be added should further funding become available.   

 

The Critical Infrastructure sectors covered by the e learning hub will be: 

 

¶ Electricity Distribution 

¶ Roads Transportation  

¶ Water Treatment and Distribution 

The education and training materials developed on the e learning hub will be written in a general 

way wherever possible, to maximise their transferability to other CI sectors.  Here again the e 

learning hub will be built in such a way that other CI sectors can be added in the future should 

further demand and funding become available. 

  

Even though emergency services are classified as Critical Infra-Structures in some countries such as 
2USA, incident responders are not classed as one of the 11 areas of key Critical Infrastructure as 

defined by the European Commission3.  Whilst they are not critical infrastructure providers, they do 

support CI to respond and recover in times of emergency, crisis and disaster. With that in mind the 

                                                 
2
 http://www.dhs.gov/critical-infrastructure-sectors 

3
 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32008L0114 

 

http://www.dhs.gov/critical-infrastructure-sectors
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32008L0114
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education and training materials developed will not be specifically focused at incident responders 

and their emergency support function roles.  Instead, generic resilience education and training 

materials will be developed to support the understanding and use of the RESILENS tools developed.  

These will be of interest and use to incident responders as well as CI providers to review their own 

resilience and that of the wider network. 

 

The consortium has identified three priority stakeholder groups that will inform the RESILENS project 
and will form the target end user groups for project outputs: the RESILENS Decision Support 
Platform encompassing the ERMG, the Resilience Matrix and Audit tool, other resilience methods 
and the e-learning hub. They include:  

CI providers and guardians including CI management organisations/bodies, government bodies 
(national, municipal/regional and local authorities) and other relevant semi state and non-profit 
organisations.  

CI responders encompassing emergency services, civil protection groups and emergency 
coordination bodies;  

Wider society encompassing the general public (the users of CI), relevant non-profit organisations 
including volunteer groups, the media and relevant academia. 

 

Whilst citizens would not be a direct target audience of the RESILENS e learning hub during the 

project, again the platform will be build in such a way that this could be added in the future if 

demand and funding became available.  During the RESILENS project, our partner Camara Municipal 

de Lisboa (CML) will provide feedback in relation to their Civil Protection function in the municipality 

of Lisbon.   

     
The e learning hub will be developed using the methodology of transnational functional analysis. 

Functional analysis helps develop organisation/workforce knowledge and understanding of how 

ǘƘŜƛǊ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ŀǊŜ ǎǘǊǳŎǘǳǊŜŘ ƛƴ ǘŜǊƳǎ ƻŦ άŦǳƴŎǘƛƻƴǎέ ŀƴŘ Ƙƻǿ ǘƘŜƛǊ ǿƻǊƪ ƛǎ allocated across 

roles. Functional analysis involves analysing areas of work to identify and map all the key functions 

for a sector, organisation, occupation or role. This can include skills standards, behavioural 

frameworks, ISO Standards and legal frameǿƻǊƪǎΦ άCǳƴŎǘƛƻƴǎέ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ǘƘŜ ƪŜȅ ŀŎǘƛǾƛǘƛŜǎ ŀƴ 

individual is expected to do in their role at any given time.   

 

In terms of this project, functional analysis will satisfy both technical and social objectives as the 

analysis is shaped around the individual within an organisation and puts the activities carried out by 

ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǇŜƻǇƭŜ ŀǘ ǘƘŜ ŎŜƴǘǊŜΦ CǳƴŎǘƛƻƴŀƭ ŀƴŀƭȅǎƛǎ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƳŀȄƛƳƛǎŜ Ƙƻǿ ǊŜǎƻǳǊŎŜǎ 

are allocated and deployed, increasing the efficacy of how organisations plan ahead and how they 

interact with organisation which have shared goals. Therefore this methodology is particularly 

appropriate to RESILENS. 

 

The innovation of the e-learning hub is that it will be intuitive, and can illustrate the interrelation of 

resilience and risk management across different CI providers. It is envisaged that the e learning hub 
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can be accessed from a single entry point for all users, providing a drill down function or matrix to 

inform the user on guidance dependant on their country of origin, industry, role, or stage (i.e. 

Readiness, Response and Recovery).  This will be consulted upon during our planning stage. A risk 

assessment will be integrated for users to assess their levels of readiness and to aid recovery. An 

outline of the structure of the e learning hub can be seen overleaf.  

 

The RESILENS consortium will release the initial E-Learning Hub in M18, October 2016, to help fast 

track interest within the target community and build exploitation momentum. At this point the          

e learning hub will have a framework and some initial e learning and RESILENS resource bank 

content.  This will be added to in Months 19-36 of the project, as other work packages deliver their 

planned findings, tasks and deliverable outputs.   Collectively, our initial exploitation efforts are 

initially targeted at Germany, Portugal and Ireland where the Pilot Demonstrations take place 

expanding to all EU countries post pilot, funding allowing. The focused approach will ensure 

maximum early impact.  

 

In Month 12, WP6 will produce a Dissemination and Exploitation Strategy (Deliverable 6.5).  This will 

detail the strategy to exploit results and manage dissemination initially at regional level in Germany, 

Portugal and Ireland, building to national and European level. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Project Number:   
Project Acronym:  

653260 
RESILENS  

D6.3:  RESILENS Roadmap for training and education delivery 

 

14 
 

Figure 3: Proposed Structure of RESILENS E- Learning Hub 
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3.0 Road map to training and educational delivery  
 
The roadmap to training and educational delivery will determine the requirements of training and 

education delivery in RESILENS, in particular the e learning Hub, which will be the channel through 

which education and training is provided.  It will also identify the synergies and dependencies to 

inform other partners when the delivery of each work package is required and by when.  

 

The roadmap has been split into six key phases that we feel are necessary to build a fit for purpose 

e-learning hub.  These phases were identified based on previous experiences of developing web 

based platforms for learning and development.  The use of these phases also allows us to identify 

clearly where input from the other work packages will be needed and the stages/months it is 

needed by, to build the e learning platform  

  

¶ Planning phase 

¶ Training needs analysis 

¶ Learner needs analysis 

¶ Content development  

¶ E Learning Platform build  

¶ Launch and Dissemination with Partners 

In order to build the IT platform and host initial e learning content and resources, it is vital that the 

research work which is being completed in work packages 1 & 2 has been completed prior to the 

build phase. This will ensure the e learning hub is fit for purpose and reflects and develops upon 

state of the art practices identified in WP 1 and elaborated upon in WP 2 to inform the learning 

materials developed in WP6. This will help inform the days and resources required to produce a fit 

for purpose e-learning hub and avoid any change requests. Further ongoing refinement of the live 

roadmap in real project time will enable a detailed timeline of tasks and work packages to be 

completed before delivery of the initial e learning hub in Month 18 and subsequent inclusion of 

further education and training resources M18-35, in response to finalisation of tools and systems in 

WP 2, 3 & 5. 

 

A diagram of the roadmap, stages to be completed, timeline and input from the other work 

packages is provided in Figure 4 overleaf. The yellow text boxes indicate the interdependencies of 

each work package on each of the phases. The roadmap also demonstrates the resources required 

to complete each phase and at what point each resource will be required.   

 

This identifies the key areas for consideration in each development stage.  It also identifies those 

work packages which will provide findings and support to inform the e learning hub development 

stages.  The timeline for this is identified between now and month 18 (October 2016) when the e 

learning hub will be launched with initial education and training materials.  These will be added to 

and expanded as the other work packages produce further inputs and tools, for which e learning and 

resources will be developed in WP 6. 
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Figure 4 ς Roadmap for Training and Education E-learning hub  
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4.0  Planning - Inputs from RESILENS Research Activities  
 
The development of the e-learning hub will include inputs from RESILENS research activities in Work 

Package 1Σ ǎǇŜŎƛŦƛŎŀƭƭȅ 5мΦоΣ Ψ9ƳŜǊƎƛƴƎ CƛƴŘƛƴƎǎ wŜǇƻǊǘ ƻƴ YƴƻǿƭŜŘƎŜΣ Current Practice, SOTA, Gap 

!ƴŀƭȅǎƛǎ ŀƴŘ wƻŀŘƳŀǇ ƻŦ ƪŜȅ ŀŎǘƛƻƴǎ ǘƻ ŀŘǾŀƴŎŜ {h¢!ΩΦ 

 

Work package 1 research is led by the University of Warwick and will focus on defining resilience and 

risk management ŎƻƴŎŜǇǘǎΣ ΨǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘΩ ŀƴŘ ǿƛƭƭ ŀƭǎƻ ǊŜǇƻǊǘ ŦƛƴŘƛngs on: 

 

¶ Resilience in critical infrastructures  

¶ Incidents ς category and type 

¶ Sectors and sub-sectors 

¶ Organisations  

¶ Wider end users ς e.g. Third sector, the media 

¶ State/national/regional/municipal/trans-boundary  

¶ Legislation (national/EU directives) 

¶ Language  

Further research and development activities in Work Package 2, will build on this and be of 

particular relevance for T6.4 Education and Training development, for example D2.1 Resilience 

Management Steps, Report and Templates, due in M13 

 

5.0 Training needs analysis 
 
 Work Package 2 led by Fraunhofer, will build on the research completed in WP1 and develop tools 

for resilience audit and management. An element of this will include a standards based approach to 

identify interoperability around the skills and competencies of CI stakeholders.  

 

Work Package 2 will complete a requirements analysis, supporting the development of tools in WP2.  

This will form a basis for the training needs analysis.  Work package 6.4 partners (FS & SfJE) will work 

with Fraunhofer and WP2 partners to support the requirements analysis and gather information for 

the training needs analysis, allowing us to maximise use of limited end user and stakeholder 

consultation time.  

 

Within WP2, the key deliverables of particular value to the development of RESILENS education and 

training materials in WP6 are: 

 

¶ D2.2 Qualitative, Semi-Quantitative and Quantitative Methods and Measures for Resilience 

Assessment and Enhancement. Version 2. Report and Templates. [M13]  A report on the 

development of the methodology for resilience measurement to realise and implement 

resilience management procedures. 
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¶ D2.3 Resilience Management Matrix and Audit Toolkit. Report and Finalised Tools. [M13] 

Report on the development of a GIS based Resilience Management Matrix and Audit Toolkit 

to allow for quantitative analysis of a geographic area in terms of resilience measures. 

 

T 6.4 will work closely with the WP2 lead and task leaders, to gain an early understanding of the 

tools and resources that will be produced in D2.2 & 2.3.  For example, this may include exploring the 

training needed for the risk management and resilience aspects of the tool; working with partners to 

explore RESILENS project influence on risk management 

 

These tools and resources will form the basis of training and education materials developed in WP6 

and the e learning hub, developing end users knowledge and understanding of these tools to 

support their implementation. 

 

To inform the training needs analysis needed for the e-learning hub development we need to work 

with our partners in WP1 and WP2 to explore the following questions: 

 

¶ How do we see the RESILENS project influencing EU Risk Management, particularly with 

regards to training? How will the training and education materials add value to existing risk 

management processes used by risk managers and inform changes in EU risk management? 

¶ Which roles do we need to target the training and education materials aiming for what goals 

at e.g. Risk Managers, directors, etc We need to establish this to establish the levels of 

training we provide and if progression through training levels is needed from our materials 

The outcomes from work package 2 will inform T6.4Ωǎ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ: 
 

¶ The current situation 

¶ How to solve the problem 

¶ How to improve/change existing practice 

¶ Identify examples of good practice (international)  

6.0 Learner needs analysis  
 
WP1 and WP2 will identify how resilience is operationalised in organisations, considering which job 

functions are involved in managing resilience, and what gaps exist. These work packages will also 

address the sectors involved in resilience management. Of particular relevance to T6.4, Education 

and Training development is Work Package 1, task 1.5 which will identify gaps on resilience 

management.  As WP2 will complete a requirements analysis, rather than a learning needs analysis, 

again T6.4 task leader and WP6 work package manager will work closely with WP2 work package 

manager and task leaders as needed to support this development with regards to learner needs 

analysis. This will help identify who are the learners (training and education targets), their roles, 

performance and skills gaps whilst, minimising the amount of separate research and consultation 

requests to key stakeholders  
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Such information will be used as a baseline to expand from by cross matching it with a search of 

available education and training and best practice, understanding how it addresses resilience, and 

identifying additional issues from across industry and people working on resilience.  

 

This work will be completed using a mixture of research methodology and technical specialist work 

such as mapping to standards. 

 

The outcomes of our work with work packages 1 and 2 will inform: 

 

¶ Terminology  

¶ Function and Roles ς Strategic/Tactical/Operational  

¶ Sectors involved  

¶ Types of incidents and category scale 

¶ Mapping sectors and roles to incident type  

¶ Other areas/sectors to consider  

¶ What are the skills required 

¶ Existing practice 

¶ Gap analysis 

¶ Consultation with industry experts 

¶ Interdependencies 

The outcomes of the Learner needs analysis will inform {ŦW9Ωǎ development of a tender specification, 

to contract an IT supplier to build the e learning platform and some e learning resources.  

 

7.0 Education & Training Development  
 
 T6.4 will produce general resilience (non sector specific) education and training materials and 

resources that will be hosted on the e learning hub for the following WP deliverables: 

 

¶ D2.3 ς Resilience Management Matrix and Audit Toolkit.  Report and finalised tools to be 

delivered in M13 

¶ D3.4 ς Delivery of RESILENS Decision Support Platform (RES-DSP). Delivered M24 

¶ D3.5 ς Final ERMG.  Delivered M30 (draft and table top review in M18, findings from pilot 

demonstration in summary report D4.2 M26)   

¶ D5.4 Final CONOPS framework for ERMG  updates.  Delivered M29 ς  

 

Additionally, the following deliverable may result in additional resource or reference content on the  

e learning hub. 

 

D5.5 Roadmap for the implementation of ERMG and key elements for future standards 
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The e learning platform hub may also contain links to other general resilience education and training 

resources.  

 

Because the e learning hub will be launched with initial content in M18, prior to the major project 

products to be developed (namely concerning EMRG and CONOPS), several tests are recommended 

along the ǇǊƻŘǳŎǘǎΩ ŘŜǾŜƭƻǇƳŜƴǘ ǘƻ ƳŀƪŜ ǎǳǊŜ ƻŦ ǘƘŜ Ƙǳō ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ ¢Ƙƛǎ ǿƛƭƭ ƛƴŎƭǳŘŜ ǇƭŀǘŦƻǊƳ 

compatibility for multiple organisations in different countries to ensure all users are able to access 

the hub.  

 

Both ERMG and CONOPS (which will integrate WP4 - Pilots information) are products that will both 

be in the hub or linked into the hub. Because of that the prior engagement of coordinators is 

required in order to ensure IT compatibility. Meetings and agreements with partners developing 

products regarding requirements: 

  

¶ Design specification/branding 

¶ Gather materials  

¶ Full system build  

The e learning platform will allow training materials and resources to be grouped and searched by 

sectors and training levels. 

 

Training levels will be defined accordingly with job description and job role analysis performed by 

SfJE on one hand, and by complexity of information on another hand. This means that the materials 

produced by Work Packages may be presented on more than one training program. Basic 

information required for understanding more complex information may be presented on a first level 

training while more complex information is presented on a second level training. For instance it may 

be decided that  

¶ general information on the resilience concept and its application to infrastructures may be a 

first level course for all trainees;  

¶ ŀ ΨǎƛƳǇƭŜΩ ǾŜǊǎƛƻƴ ŎƻǳƭŘ ōŜ ŘŜǾŜƭƻǇŜŘ ǘŀǊƎŜǘŜŘ ŀǘ ǎŜƴƛƻǊ ƳŀƴŀƎŜǊǎΣ ǿƘƻ ƳƛƎƘǘ ƴƻǘ ōŜ 

involved in the detail but need to recognise and understand the implications/importance 

e.g. when faced with investment decisions regarding resilience assessments and funding 

infrastructure improvements/changes 

¶ higher level training for particular sectors as needed. 

 

Figure 5 presents an idea of the menus that someone will have when clicking the training on a sector 

(being that sector tags are presented on Figure 3 presented before). 
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Figure 5 ς The e learning hub menus for education and training 

 

 
1. The targets of the training course will be specified. Interdependencies with other courses 

will also be identified. The  level II course can only be completed by learners who have 

achieved level I 

2. Available on completion of the training  

3. Available on passing the exam (if/where applicable) 

The Training Plan will include the goals of the training course, the hard skills and soft skills enhanced 

by the program, the training program materials, and a list of supporting resources which form part 

of the training course. The diagram in Annex 2 presents the idea of how the training plan will be 

presented.  

 

Training certification will be delivered after completion of the training content and a positive result 

on the test/exam. 

 

One first version of the hub will be launched in Month 18 as defined on project schedule, holding 

general training on resilience (mainly referring to training on resilience concepts and general 

resilience models applied to critical infrastructures).  

Additional training courses will be developed during the project lifetime. More specifically training 

ŎƻǳǊǎŜǎ ƻƴ 9awD ŀƴŘ /hbht{ ǿƛƭƭ ōŜ ŘŜǾŜƭƻǇŜŘ ŀŦǘŜǊ ǘƘŜ ǇǊƻŘǳŎǘǎΩ ŘŜǾŜƭƻǇƳŜƴǘΦ Hence training 

courses, support materials and products will be uploaded after month 18 and during the project 

timeline. 

 

Moreover after the project deadline the team may decide to continue maintenance of the hub by 

updating materials (e.g. legal framework of countries), or adding training programs. This will be 

explored further in D6.5 Dissemination and Exploitation Strategy produced in M12. 
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8.0 E- learning Platform build  

SfJE are responsible for procuring the supplier for the e learning platform build and development of 

e learning modules.  This will be conducted via an OJEU compliant procurement process.  A tender 

pack will be developed, in consultation with WP6 partners.  A procurement panel will be put 

together with representatives from SfJE, FS (T6.4 task leader) and Employer/Stakeholder 

representatives to ensure that potential end user input is also included in the procurement exercise. 

As it is essential that the procurement phase is planned well in advance it is vital that we have the 

right information to be able to create the tender, submit, interview and contract a suitable supplier. 

It is envisaged that we will use a 2 stage procurement process, with the highest scoring tender 

submissions being invited to final stage interview for selection. Ideally we would require a two 

month phase for procurement.  

Once a successful supplier has been contracted, we would estimate that a typical project of this 

nature would take up to six to eight months for the build. This would most likely include: 

¶ Six weeks ς Develop full design specification  

¶ Four weeks - Technical /systems design and branding 

¶ Twelve weeks ς Full System build/Testing and QA 

¶ Four weeks ς Roll out/dissemination/marketing 

Full System Build 

Due to the nature of any IT product build it is vital that all text, content, imagery and documentation 

be provided before this phase can commence to ensure that a full and detailed product specification 

is produced. This will eliminate any requests for changes that were not agreed in the specification 

and will ensure no additional costs are incurred, agreed timescales will not slip due to additional 

requests, avoid any scope creep and that that product is fit for purpose.   

 

Workshops 

 

Workshops with different stakeholders will need to be taken into consideration. This will include 

content development and validation, design, accessibility, languages, quality assurance.  

 

Specific workshops will also be considered with IT stakeholders to ensure that the platform prior to 

build will be compatible with different organisational and European web platforms.  

 

Design & Specification Amendments 

 

After the workshops any necessary amendments to the specification and design proposal will be 

made. This phase of IT planning ensures that there are no misunderstandings, omissions or 

communication gaps between stakeholders and suppliers.  
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Design & Specification Sign off  

 

The specification and design proposal will be signed off by key stakeholders and will form the basis 

for the development of the e-learning hub. All text, content, imagery and documentation that will go 

into the e-learning hub will be provided by partners responsible for content development.  

 

9. Launch and Dissemination (with partners)  
 
Following initial testing, the e learning platform (containing initial limited education and training 

resources) will be launched internally to RESILENS partners in M18 (October 2016). This initial launch 

with our partners based in Germany, Ireland, Portugal and UK, will allow us to test the platform on a 

wider basis, across the CI Providers; Education and Research Institutions; SMEs and National, 

Regional and Municipal Government Organisations involved in the RESILENS project.  To maximise 

budget efficiencies, this workshop will be bolted onto the EB/GA meeting, minimising travel and 

accommodation requests.  Project partners attending this workshop will be expected to support 

cascading awareness and use of the e learning platform amongst their staff.  This will provide us with 

initial evaluation on the courses and to identify trends in the use of education and training material 

and associated resources contained in the e learning hub.  We will analyse this data to inform the 

refinement of the e learning hub in M18-35, as well as the development of education and training 

materials and resources that will be developed to support D3.4, D3.5 & D5.4 which will deliver 

during this period. 

 

Additionally a workshop will be developed and provided for CI stakeholders and partners to launch 

the e learning hub and provide initial training on its use.  These will be provided in Ireland, Germany, 

Portugal and UK.  It is recommended that these workshops take place in M32, by which time the 

education and training materials on the e learning hub will be maximised.  This will allow for 

increased use of the e learning hub in M32-M35, to analyse and review usage data on the e learning 

hub for final tuning late in M35.  The findings of this can then be incorporated into the RESILENS final 

review report in M36. 

 

10.  Roadmap timeline and interdependencies with other work packages   
 

Figure 5 below provides a Gantt chart of the processes and activities needed to develop the e- 

learning hub and education and training materials on a monthly basis. This highlights 

interdependencies with the other work packages, consultation and inputs needed from the other 

work packages and the deadline for this input, to allow the e learning hub to be delivered in Month 

18 as planned.  This is a key aspect of the roadmap that will be reviewed on a monthly basis during 

planned calls with key delivery partners in work package 6. This will allow proactive planning with 

other work packages and early highlight and indication of risks and mitigations, should inputs from 

other work packages be delayed.  
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Figure 5: Gantt Chart for E Learning Hub development 
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Figure 5 cont: Gantt Chart for E Learning Hub development 
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Annex 1  

 

Critical Infrastructures  

 

European Legislation and Critical Infrastructure4 currently identifies Energy and Transport and the 

sub sectors within these as the key CIP areas that citizens depend on in certain infrastructures and 

services they provide: 

1. Energy 

2. Nuclear industry 

3. Information, Communication Technologies, ICT 

4. Water 

5. Food 

6. Health 

7. Financial 

8. Transport 

9. Chemical industry 

10. Space  

11. Research facilities 

 

                                                 
4 http://europa.eu/rapid/press-release_MEMO-06-477_en.htm 

 

http://europa.eu/rapid/press-release_MEMO-06-477_en.htm
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Annex 2   
 

The below image presents the idea of how the training plan will be presented: 
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