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EXECUTIVE SUMMARY 

This report will draw together findings from the tasks in Work Package 1 (WP1) 

identifying best practices, stakeholder outcomes and end user perspectives and 

requirements, as well as key gaps in the current operationalisation of resilience 

concepts. The report will provide the basis for the development of work undertaken in 

subsequent WPs.  

The report is structured with four key sections.  

The first section provides an overview of Deliverable 1.3 (D1.3) and its relevance to the 

rest of the RESILENS project. This highlights how this Deliverable has been informed by 

previous Deliverables and how it will in turn inform the subsequent work programme in 

RESILENS.  

Section two presents our approach in identifying emergent gaps in the 

operationalisation of resilience concepts in the Critical Infrastructure (CI) sector. It 

begins by presenting refined working definitions of Resilience and Critical Infrastructure 

Resilience (CIR) that will be utilised in subsequent project work, and then identifies our 

‘Theory of Change’ approach by which we identify our vision of CIR and work backwards 

from this to ascertain key outcomes, the interventions that will need to be made in 

current practice and how these might be measured and monitored.  

The third section details six key gaps within current approaches to CIR. These are: 

1. A Coherent Multi-Sector Understanding of Resilience; 

2. An Appreciation of Social and Political Factors by CI operators; 

3. A Requirement for Greater Organisational Resilience; 

4. The Need for More Robust Quantification, Evidence and Methods for CIR; 

5. The Need for Joined-Up Policy and Enhanced Regulation of CIR; and 

6. Integrated Learning, Training and Knowledge Transfer for Resilience Practice. 

In detailing these gaps we identify a range of questions that arise for CI operators 

charged with enhancing resilience. Pulling these emergent ‘gaps’ together we further 

identify a range of knowledge, assessment and operational barriers which currently 

restrict the extent to which critical infrastructure operations can transition from a 

modus operandi focussed on protection to one which embodies the principles of 

resilience. We finally present these in a table of desired outcomes and link these to 

RESILENS milestones and tools that will be advanced. 
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The fourth and final section of this report presents a detailed roadmap that charts a 

course through the remainder of the project, ensuring that key identified gaps and 

barriers to the operationalisation of CIR are continually reflected upon as tools are 

developed and training programmes are produced. 
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1 Overview of the RESILENS project 

1.1 The Objectives of the RESILENS Project 

CI provides essential functions and services that support European societal, economic 

and environmental systems. As both natural and man-made threats, disaster and crisis 

situations become more commonplace, the need to ensure the resilience of CI so that it 

is capable of withstanding, adapting and recovering from adverse events, is paramount. 

Moving resilience from a conceptual understanding to applied, operational measures 

that integrate best practice from the related realm of risk management and 

vulnerability assessment is the focus of the RESILENS project. 

RESILENS will develop a European Resilience Management Guideline (ERMG) to support 

the practical application of resilience to all CI sectors. Accompanying the ERMG will be a 

Resilience Management Matrix and Audit Toolkit which will enable CI systems 

(encompassing assets and organisations) to quantitatively and qualitatively index their 

level of resilience. The proposed toolkit will also allow for the quantitative analysis of 

the resilience of the systems at different spatial scales (urban, regional, national and 

trans-boundary), which can then be iteratively used to direct users to aspects of their 

systems where resources could be concentrated in order to further improve their 

resilience levels. The ERMG and resilience management methods will be tested and 

validated through stakeholder engagement, table-top exercises and three large scale 

pilots (transport CI, electricity CI and water CI). The ERMG and accompanying resilience 

methods will be hosted on an interactive web based platform - the RESILENS Decision 

Support Platform (RES-DSP). The RES-DSP will also host an e-learning hub that will 

provide further guidance and training on CI resilience. 

Overall, RESILENS will aim to further advance the state of the art in CI resilience 

management and intends to increase and optimise the uptake of resilience measures by 

CI stakeholders. 

1.2 The purpose of Work Package 1 and Task 1.5 - D.1.3 

The purpose of WP1 is to review the current state-of-the-art (SOTA) of resilience and 

risk management concepts and methodologies in research, practice and policy and 

investigate how these have evolved in order to establish a baseline upon which to build 

improved processes and methods that will enhance the SOTA and best practice. This 

includes:  
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 Establishing an appropriate definition of CIR;  

 Establish a baseline of resilience and risk management processes and methods upon 

which to build improved processes and methods that will enhance best practice; 

 Combining an extensive literature review with interdisciplinary knowledge and 

practice embedded within CI operators, emergency responders, responsible bodies 

and other key stakeholders represented by the project partners and the advisory 

board; 

 Clearly define gaps between current practice and SOTA and develop a roadmap of 

key actions to advance SOTA. 

WP1 is divided into 5 tasks. The previous tasks of WP1 have identified the current SOTA 

of CIR management of based on desk based evidence (D1.1) and the experiences of CI 

stakeholders from practice (D1.2). The purpose of T1.5 is to draw together findings 

from these preceding tasks and to identify gaps in the current operationalisation of 

resilience concepts.  

Fig.1.1, below provides an overview of how the tasks within this WP1 will address these 

issues with a particular focus on D.1.3. 
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Fig.1.1 WP1 Workflow 

                                                                                                         

T1.5 and D1.3 will identify the gaps in the current operationalisation of resilience 

concepts, processes and methods emerging from T1.2, T1.3 and T1.4. T 1.5 will also aim 

to foster matching solutions with required interventions for identified gaps to be filled. 

This will lead to a further refinement of the resilience process and methods inventory in 

Tasks 1.3 and 1.4 (see D1.1 and D1.2).  

The gap analysis will include and further refine specific challenges advanced in D1.1 and 

D1.2 including: 

 Clear resilience concepts, definitions and management processes; 
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 Available frameworks for assessing systems; 

 Top-level resiliency management requirements, e.g. political, policy, legal, 

organisational, resource management, technical support, etc; 

 Technical and resource capacities of CI providers to manage hazards of various scale; 

 Suitability of identified mitigation and adaptation strategies; 

 Interoperability; 

 Methods, approaches, measures and response options to be used for resilience 

management in particular, e.g. for CI system assessment, cross-sectoral influences, 

analytical methods, quantitative and engineering methods, decision facilitating and 

making methods, communication management; 

 Legal frameworks – the capacity or not of law to account for resilience assessment 

and management, both as a matter of regulatory theory and as a matter of EU law; 

 Cyber security considerations.  

Critically, this deliverable identifies a roadmap of key actions for advancing the SOTA 

and best practices by refining the work plan (DoW) of the project.  All tasks in WP1 will 

be combined to inform the approach to be undertaken in subsequent WPs, the 

advancement of resilience management steps and associated RESILENS tools and 

guidance notes.  
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2 Introduction to Gap Analysis 

In D.1.1 we advanced a working definition of resilience and CIR for use in the RESILENS 

project. As part of the triangulation process of theory and practice engagement, these 

definitions have been adjusted to reflect the ongoing refinement of terms. Our current 

working definitions are: 

 ‘Resilience is the ability of a system or systems to survive and thrive in the face of a 

complex, uncertain and ever-changing future. It is a way of thinking about both 

short term cycles and long term trends: minimising disruptions in the face of shocks 

and stresses, recovering rapidly when they do occur, and adapting steadily to 

become better able to thrive as conditions continue to change. Within the context 

of CI, the resilience process offers a cyclical, proactive and holistic extension of risk 

management practices.’ 

 Critical Infrastructure Resilience is  ‘a transformative, cyclical process, that builds 

capacities in technical, social and organisational resources for critical system 

function, so as to mitigate the  impacts of disruptive events and long-term 

incremental changes, thus guaranteeing the continued provision of its basic 

functions. CIR is based upon new forms of risk management, adaptability and the 

assessment of potential trade-offs between parts of a system’. 

Fundamental to the RESILENS approach is the view that current attempts to enhance 

the resilience of CI are ‘transitional’ and represent an extending of traditional risk 

management orthodoxies. This reflects a wider journey from the traditional, techno-

rational approach with prescriptive, rigid methodologies to a more transformative 

understanding of CIR that benefits longer-term viewpoints and complex system 

dynamics. These would focus more on adaptability, flexibility and holistic thinking which 

seek to move beyond defence and protection and embrace resilience.  

This approach recognises the importance of risk management processes to the CI 

sector. However we must also be aware how the complexities of large, integrated CI 

systems, the scope of their interdependencies and the uncertainty of future events, 

predicates the use of resilience approaches and newer forms of resilience management 

praxis.  

This conceptualisation is important to our thinking of how we might better 

operationalise CIR as it provides a ‘theory of change’ - a comprehensive description and 

illustration of how and why a desired change is expected to happen in a particular 
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context - through which the transition to CIR practice might be envisioned, enhanced 

and measured. In other words, our gap analysis and resulting ‘roadmap’ seek to 

illuminate the ‘missing middle’ between existing activities and interventions that are 

seen in terms of resiliency and determine how these lead to desired goals being 

achieved (in this case the enhancement of CIR and a move towards a transformative 

resilience management approach).  

In order to do this we have first identified some of the desired long-term principles for 

the sector, described as a series of transformational traits shown through D1.1: 

Fig.2.1 – Transition in CIR 

  Traditional Transformational 

Aim Equilibrist 

Existing normality 

Preserve 

Stability 

Adaptive 

New normality 

Transformative 

Flexible 

Focus Endogenous 

Short term 

Reactive 

Exogenous 

Long-term 

Proactive 

CI Approaches Techno-rational 

Homogeneity 

Robustness 

Recovery  

Fail-safe 

Protection 

Optimisation  

Single-sector focus 

Complex adaptive 

Heterogeneity 

Malleable 

Realign 

Safe-to-fail 

Predictive 

Greater redundancy/diversity 

Dependencies 

 

This task, and subsequently WP2,will map these into a framework of outcomes which 

allows us to reverse engineer using the ‘ideal’ situation to identify all of the conditions 
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that must be in place for the goals to occur and how these relate to one another. In 

essence, the framework of outcomes provides the basis for identifying what type of 

activity or intervention will lead to the outcomes identified as preconditions for 

achieving better CIR. This means we can be more precise in attributing causation 

between activities and goal achievement by allowing a more detailed understanding of 

how transitional change actually happens. This will also allow us to better evaluate 

progress towards the achievement of CIR. This change process is shown schematically in 

Fig. 2.1. 

Fig. 2.2 RESILENS Model of Change 

 

 

 

Subsequent WPs, specifically WP2 and the development of Resilience Management 

steps, the Resilience Management Matrix Tool and Resilience Management Audit Tool, 

will build upon WP1 and advance this framework of outcomes through indicators that 

focuses on how to measure the implementation and effectiveness of enhancing the 

resilience of CI, and through the identification (in context) of specific interventions that 

might bring about change. 
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3 Gaps in the Theory and Practice of Critical Infrastructure 

The purpose of this section is to outline the theoretical and practical gaps to the 

successful implementation of resilience within the CI sector, centred on six 

broad overarching gaps/themes: 

1. A Coherent Multi-Sector Understanding of Resilience; 

2. An Appreciation of Social and Political Factors by CI operators; 

3. A Requirement for Greater Organisational Resilience; 

4. The Need for More Robust Quantification, Evidence and Methods for CIR; 

5. The Need for Joined-Up Policy and Enhanced Regulation of CIR; 

6. Integrated Learning, Training and Knowledge Transfer for Resilience 

Practice. 

3.1 A Coherent Multi-Sector Understanding of Resilience 

The key theme that emerged from D1.1 was around the uneasy relationship 

between risk and resilience, and how different understandings of this 

relationship impacted upon the policy and practice of resilience, and its 

adoption by CI providers. This was conceptualised by four ‘perspectives’ on the 

relationship: Perspective 1 contended that resilience is the outcome of risk 

management, Perspective 2 that resilience is a component of risk management, 

Perspective 3 argues that resilience is an extension to conventional risk 

management and Perspective 4 that resilience is entirely independent of risk 

management practices. It was concluded that for the RESILENS project 

Perspective 3 offered the best way to transition from a narrow risk management 

led approach to a more holistic resilience paradigm within the sector. 

These different interpretations were discussed and expanded by stakeholders 

within the D1.2 report. While agreeing with our ‘extension’ hypothesis they also 

described some confusion around the differences between risk and resilience 

and a variety of normative interpretations of resilience; typically around 

‘bouncing back’ or ‘business as usual’, with one stakeholder describing it as “risk 

preparedness”. The study also noted the different sectoral requirements and 

different levels of adoption and sophistication of resilience approaches amongst 

CI providers, with some very well-developed methods, deeply embedded within 

organisations and other providers making little effort to promote resiliency. One 

more advanced stakeholder noted how risk management was used as the basis 
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of managing foreseeable risks, whilst resilience approaches were increasingly 

used to deal with more unpredictable outcomes and uncertainties; as 

anticipated within Perspective 3, this approach has also led to more ‘bi-

directional’ adoption of resilience measures. There was further confusion and 

ambiguity around the important, related concepts of preparedness, persistance, 

adaptability, responsiveness, resourcefullness, redundancy, diversity, cycles and 

feedback; critically a lack of understanding about the term.  

As such, the absence of clear definitions, common platforms and lexicons was 

identified as a key barrier to wider resilience practice within the sector. Most 

notably; CI stakeholders typically appeared to interpret resilience, or aspects of 

resilience, as part of existing technical, quantitative risk and continuity practices, 

with little input from social or qualitative factors. Within this context, further 

examples of identified mitigation and adaptation strategies would assist 

stakeholders to understand how resilience could be applied in a more 

transformative and inclusive manner. 

These misunderstandings and wider uncertainty about the meaning and 

implications of resilience for the sector leave operators failing to engage with 

other stakeholders, providers and systems. By only considering the term within 

a narrow remit of potential response and recovery, they greatly limit the 

potential impact of resilience measures. 

Key to the RESILENS understanding of CIR is that resilience is a property of a 

system and that CIs need to be considered as a system within a wider system of 

systems; often defined at a spatial level. By contrast CI providers’ primary focus 

is on internal priorities. Stakeholders also appeared to confirm the limitations of 

traditional risk management approaches1, with the acknowledgment that 

understanding of cross-sectoral or cascading impacts were currently beyond 

existing measures, and hence the need for the frameworks outlined in D1.1. 

More positively, the stakeholder study yielded evidence of the burgeoning need 

for more holistic and developed resilience approaches, benchmarks or 

associated tools of the kind being developed in RESILENS. 

 

                                                      

1
 After Linkov et al., 2014. 
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QUESTIONS & ACTIONS FOR RESILENS 

How can we articulate a holistic, multi-sector understanding of resilience to CI 

stakeholders? 

How can CI operation successfully transition to the perspective of resilience as 

an extension of risk management? 

3.2 An Appreciation of Social and Political Factors by CI operators 

Resilience is best understood as a complex-adaptive socio-technical system of 

systems which adopts a more explicit focus on social-technical 

interrelationships, interconnections and co-constitution. Recent years have seen 

the evolution of approaches to resilience that has witnessed a shift to a more 

trans-disciplinary concept that integrates the physical/technical and socio-

political aspects of resilience2 into new socio-technical governing configurations. 

Whereas traditional approaches to risk management have relied upon a narrow 

range of governmental stakeholders, contemporary and future resilience 

management schemas are looking to draw a full range of individuals, 

professionals and community groups into decision-making at a range of spatial 

scales; from active citizens and locally co-ordinated systems to centralised and 

sub-national organisations3. However, whilst there was some indication of CI 

operators engaging with emergency preparedness initiatives, this research has 

not identified significant evidence of CI stakeholders actively engaging with 

wider complexity and social dynamics, or building social capacities for 

unpredictable and unforeseen events.  

QUESTIONS & ACTIONS FOR RESILENS 

Who do CI partners engage with presently? 

Who do CI partners need to engage with? How can this be achieved? 

Increasingly though, CI resilience research and practice is seeking to better 

understand the interaction between society's complex infrastructures and 

human behaviour in order to better plan, prepare, mitigate and recover from a 

                                                      

2
 Coaffee and Bosher, 2008. 

3
Coaffee, 2013; Sage et al., 2015. 
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range of disruptive challenges. Whilst the majority of the resiliency effort 

appears to have been invested in enhancing and optimizing the technical 

robustness of critical infrastructures – the so called lifelines on which social 

functioning depends – more recently (as highlighted in D.1.1) we have seen a 

‘social turn’ in resilience thinking reflected not just in greater local 

empowerment and agency but in changing patterns of leadership, social 

interaction, governance and institutional arrangements in CI and broader place-

making agendas. The social turn in the resilience literature is also increasingly 

being reflected with greater emphasis being placed upon new possibilities, 

learning, innovation (including technological innovation) and novelty. 

QUESTIONS & ACTIONS FOR RESILENS 

How are social factors being included in current risk management processes? 

How can this be incorporated into Critical Infrastructure Resilience 

Management (CIRM) processes? 

How can societal implications be mapped and understood? 

It is crucial that the societal implications of infrastructural disruption, and the 

relationship to issues of resilience and vulnerability, are better understood or 

analysed in substantive detail. This, has proved challenging for CI operators as 

noted in D.1.2. Contrasting the parameterised, bounded and more predictable 

nature of technical and digital processes, the social domain is characterised by 

far greater ambiguity. Because of this, attempts to measure linear pathways, 

trajectories and path dependencies of social action in which ‘stimulus-response’ 

type outcomes can be predicted from identified events  are insufficient. 

Therefore, despite such recognition of interconnectedness, and the interlinked 

nature of the 'technical' and the 'social', analyses of the broader impacts 

brought by this mutual co-construction are a significant gap in knowledge and 

analysis where social relations become increasingly meshed with the technical 

realm in which rapid, dynamic and unexpected ways, new interdependency, 

vulnerability and resilience implications emerge.  

Given their significance, social factors were deemed to be central to the 

RESILENS definition of CIR (D1.1), whilst the SOTA review also identified a 

corresponding need for more qualitative measures of social and organisational 

dynamics. In further evidence of this, the Stakeholder Consultation Report 
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(D1.2) highlighted the absence of such measures within conventional CI risk 

management, mirrored by a lack of wider inclusion beyond technical and 

operational considering within operator processes. Whilst some CI operators 

suggested that social unrest was a consideration in their risk management 

practices, there was wider acknowledgment that social and informational 

domains were under-represented within their management practices, which 

tended to focus upon physical and continuity factors. Furthermore, despite the 

changing relationship between CI providers and the public there was a lack of 

engagement with the emerging ‘social infrastructure systems’. 

Moving forward, it is essential that the social realm plays an active role in 

shaping and mediating the impact and velocity of CI disruption and its potential 

of cascading effects. Enhancing knowledge and understanding of the interplay of 

a range of critical infrastructure networks (both physical and cyber networks) 

and the social systems to which they are coupled, paves the way for the 

advancement of approaches to CI resilience that are more sensitive to the 

complex socio-technical challenges of vulnerability and resilience.  

3.3 A Requirement for Organisational Resilience 

The need to consider how organisations function, interact with internal and 

external stakeholders, as well as the processes that facilitate this (or not) are 

increasingly understood as a key foci for resilience; broadly understood as 

organisational resilience. 

Accordingly, the lack of engagement from CI stakeholders with domains outside 

of their own technical considerations or sectoral silo, could be said to highlight a 

need for greater organisational resilience; seen in international standards as a 

core feature of operationalising resilience in numerous sectors (including CI). 

According to the recent British Standard - BS65000(2014), organisational 

resilience is the "ability of an organization to anticipate, prepare for, and 

respond and adapt to incremental change and sudden disruptions in order to 

survive and prosper.” However, tension remains around potential standards for 

organisational resilience; in 2012 ISO 22323 – Organisational Resilience 

Management was abandoned due to the difficulties of balancing the necessary 

flexibility needed for resilience with overarching standards for different scales 

and contexts. A new ISO 22316 - Societal security - Guidelines for organizational 

resilience is forthcoming in 2017. Emerging guidelines aimed at organisational 
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and cultural factors have focussed on a diverse set of criteria including 

leadership, cultures, networks, relationships and change (Fig 3.1); however, 

there is also acknowledgement that metrics and benchmarking are lacking for 

these organisational considerations. 

Fig. 3.1 – Organisational Resilience Indicators4 

 

Source: New Zealand’s ‘Resilient Organisations’ 

Within the context of RESILENS, an important theme of the D1.1 report was the 

transformation from CI Protection (CIP) to one of CIR, from single infrastructures 

to multi-sector and from individual risk to an all hazards approach. Despite the 

more widespread use of resilience as a term, CI stakeholders indicated that risk 

and resilience practices had more in common with the CIP approach, often 

being siloed, hierarchical and utilising ‘command and control’ structures, rather 

than being part of a more widespread, everyday practice. 

 

 

QUESTIONS & ACTIONS FOR RESILENS 

What are the steps needed to move from CIP to CIR? 

                                                      

4
http://www.resorgs.org.nz/ 
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How can these be operationalised? 

How can CIR be embedded in everyday practice? 

Attempts to engage CI operators emphasised the importance of speaking to the 

‘right people’ and thus how resilience, or more often risk management, was only 

practiced by selected teams or individuals within a larger organisation. This issue 

highlights the importance of identifying key roles and responsibilities for 

resilience practice, but also a tension around who carries out resilience actions; 

specialist teams are most able to understand the technical risks of the sector, 

but this ‘professionalisation’ can lead to wider disengagement from the practice 

within an organisation. A related problem was the reported opposition to 

change, and thus resilience, within CI operators; thus demonstrating the need 

for a ‘culture of resilience’, which normalises and normalises resilience practice. 

One component of this ‘culture’ would be to increase inter-organisational 

communication and co-operation, which is often limited by tensions around 

business sensitivities and practice norms; one operator noted that regional or 

governmental regulation could help overcome this as there were fewer 

sensitivities about disclosing this information to a more impartial regulator. 

Similar problems were exhibited at different spatial scales, including inter-

national engagement. The resulting absence of integration meant that CI 

stakeholders had a limited appreciation of cascading, interrelated and trans-

boundary effects (see section 3). 

A final gap and barrier to wider resilience was the dearth of measures for 

organisational resilience, which could allow stakeholders to utilise more 

accurate business modelling and to consider trade-offs; e.g. cost of 

interventions against the capacity of a particular systems resilience.This is 

addressed in more detail in section 3.4. 

Moving forward, organisational resilience needs to move beyond internal CI 

function; practiced as an inter- and intra-organisational activity, which shapes 

how CIs interact with outside stakeholders at a range of spatial scales from 

locally coordinated systems to centralised and sub-national organisations, and 

beyond. In this regard, it is often national frameworks which set the direction of 

travel for sub-national CIR. As noted in D.1.1. one country where CIR is well 

advanced and integrated across scales is Australia: Here the aim of the CIR 
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Strategy is “…the continued operation of CI in the face of all hazards…”.5 This is 

underpinned by two core objectives that treat foreseeable risks and unforeseen 

risks differently adopting either a mature risk assessment approach - “Critical 

infrastructure owners and operators are effective in managing foreseeable risks 

to the continuity of their operations through a mature risk-based approach ” 

and extending this into an approach focused upon resilience - “CI owners and 

operators are effective in managing unforeseen risks to the continuity of their 

operations through an organisational resilience approach.” This is schematically 

highlighted in Fig. 3.2 below: 

Fig. 3.2 – Australian Critical Infrastructure Resilience Strategy 

 

 

3.4 The Need for More Robust Quantification, Evidence and Methods for CIR 

The quantification of resilience measures was critical to the development of CIR 

approaches and their increasing sophistication, as outlined within D1.1; 

furthermore, the development of such metrics and methods is key to WP2. 

D.1.1. described a still unresolved search for the best metrics, which evolved 

                                                      

5
 Australian Government, 2010 
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from exclusively techno-rational to more socially inclusive ‘qualities of 

resilience’ and from post-event measures to pre-event indicators of capacity. 

Despite the significant development within the field and some coalescence of 

ideas around measures of critical system function, flexibility and adaptability, no 

multi-sector standards have emerged. 

QUESTIONS & ACTIONS FOR RESILENS 

Which current methods can be employed within a CIR Management process? 

What adaptations are required? 

This was corroborated by the Stakeholder Survey which illuminated the varied 

standards amongst different sectors and CI’s, as well as a corresponding 

diversity of sophistication amongst these approaches. Once again, tensions 

emerged between measures of risk and resilience; whilst stakeholders were 

often familiar standard risk management methodologies, most notably 

ISO31000, they rarely utilised them in relation to CI management and there was 

confusion about how this potentially connected to resilience metrics. ISO55001, 

55002 and 55003 which relate to asset management and utilise a risk based 

approach, were integral to one CI operators general management. However, 

more often CI operators utilised their own less systematic analytics, such as 

asset risk models, highlighting a situation where further resilience indicators, 

particularly around building capacity for unexpected events, thus further 

interoperability between sectors and realms, would prove helpful. 

QUESTIONS & ACTIONS FOR RESILENS 

How can current standards be combined into a CIR approach? 

What other standards are required in addition? What are they and what do 

they do? 

How can overarching standards balance the need for flexible and context 

appropriate methods with the often prospective requirements to meet 

standards in enhancing CIR?   

Issues around the lack of successful measures, methods and assessment tools, 

was identified as the key barrier to implementing resilience within the sector. 

Whilst many stakeholders had a number of ‘rigorous’ tools, which conformed to 

recognised guidance, they found them dependent on operator experience and 
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subjectivity, non-interactive with network operations, overly time consuming to 

use or train to use and crucially, lacking in any benchmarking against 

comparable systems or approaches. Other CI operators found some existing 

standards and measures to be too prescriptive or rigid to implement effectively 

By contrast, CI stakeholders were keen to outline what functionalities they 

would like to see in potential metrics and methods: to be more integrated with 

network function, to include evaluation functions such as a ‘checklist’, 

incorporate explanations and analysis of scenarios, potential threats, weak 

spots, solutions and minimising resources, as well as to promoting applicability, 

transferability and interoperability between CI systems. Furthermore, more 

universal metrics would help CI operators to identify their critical functionalities 

within a wider network of connected CI systems. 

QUESTIONS & ACTIONS FOR RESILENS 

Inventory of current methods, measures and assessment tools available; 

Assessment of their ease of use and benefit 

Identification of available metrics and development of universal metrics to 

assist shared understanding. 

What methods, measures and tools can be incorporated into the platform? 

What improvements/refinements are required to enhance their benefit and 

ease of use? 

Identification of training requirements 

From the social and cultural resilience perspectives, it was noted that evidence-

based research would assist in the development of associated metrics. Similarly, 

more empirical evidence for ‘resilience behaviour’ could assist with the 

development of organisational resilience indicators. Despite tensions around 

different national and sectoral regulation, there was significant interest amongst 

operators for better indicators and methods for CIR. 

QUESTIONS & ACTIONS FOR RESILENS 

Development of new, universal metrics; testing of these metrics. 

Understood as a property of a wider systems of systems, resilience in CI, should 

define the systems and sub-systems which provide critical functions (with 

associated metrics), and be understood and applicable across a wide range of 
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domains, systems and scales. Moving into WP2 our initial resilience domains 

(social, physical and informational) will be utilised in formulating appropriate 

resilience management steps and matrices. 

3.5 The Need for Joined-Up Policy and Regulation of CIR 

The review of the legal framework for resilience conducted for D1.1, noted the 

slowness of legal and regulatory regimes to adapt to new considerations and 

thus a lack of joined-up policy for resilience. Whilst this review indicated that 

there were some elements of a common European legal framework for 

resilience in CI, more often the regulatory framework for resilience assessment 

and management of CI varied between nations and sectors. Critiquing of this 

framework is further complicated by the very different legal contexts between 

nations. However, a common theme was that policies and regulations were 

more applicable to post-event responses or attributing liability, than the more 

proactive and holistic understanding of resilience described in D1.1. 

QUESTIONS & ACTIONS FOR RESILENS 

Define the requirements of common legal framework: what is needed from a 

European legal framework; what needs further development; how can 

national frameworks assist? 

This lack of resilience policies at a national level is problematic given how 

stakeholders repeatedly highlighted a lack of regulation as a key barrier to wider 

implementation within the CIs sector, citing a lack of political will and how 

financial restrictions and the possibility of costly redundancies which limit 

adoption were unlikely to be challenged without legal proscription. More 

widely, it could be said that European legal frameworks were failing to 

accommodate resilience, were insufficiently advancing the goal of resilience and 

were potentially inhibiting this push for resilience as a result of existing policy 

frameworks. Whilst much of the European legislation could be said to present a 

challenge to more widespread promotion of resilience, there are unexplored 

opportunities around legislation for sustainability, environmental impact and 

planning law frameworks. Furthermore, these understandings also emphasise 

the need for common guidelines, standards and metrics, which can be applied 

between nations and sectors. 
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This review also highlighted potential tensions around greater regulation, 

particularly around highly centralised, prescriptive legal standards could leave 

insufficient flexibility for local adaption. This is particularly relevant given the 

widely acknowledged view that prioritising expertise is critical to resilience 

decision-making. Given how the stakeholder consultations in D.1.2. uncovered 

the patchwork of assets and responsibilities held between the private and public 

sectors pertaining to resilience, in addition to national and sectoral variations, it 

can be concluded that there is a need to create new governance and regulatory 

approaches that promote resilience at a variety of scales. The issue of scale is 

critical to the RESILENS approach; all tools and methods it develops must be 

applicable at a variety of overlapping scales. 

QUESTIONS & ACTIONS FOR RESILENS 

Effectiveness of current regulation – from a provider perspective, from a 

regulator perspective, from a stakeholder perspective; what gaps emerge? 

What further regulation is required and how should this be implemented? 

The difficulties of formulating wider policy for resilience are highlighted by the 

tensions surrounding the emerging cyber-security agenda, which is progressively 

evolving in line with new waves of digital technology and increasing 

connectivity. The extent to which cyber or informational resources are now 

embedded within CI, sometimes referred to as cyber physical systems (CPS), 

presents new challenges about how we might protect critical assets from 

deliberate attack or unintended disruption. These informational systems 

present new potential for more damaging cascade failures, as well as creating 

new vulnerabilities that are hard to predict in a conventional manner; further 

challenging the utility of conventional risk management approaches. For 

example, a 2008 US Scientific Congressional Report Assessing the Threat to the 

United States from Electro-Magnetic Pulse (EMP) Attack: critical national 

infrastructures noted that ‘no currently available modelling and simulation tools 

exist that can adequately address the consequences of disruptions and failures 

occurring simultaneously in different critical infrastructures that are dynamically 

interdependent’. Solutions to this new foci will require collaboration across all 

participants in the “cyber resilience ecosystem” and to work as part of trans-
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sector network to identify vulnerability properties and enhance system 

resilience.6 Not only will this evolving consideration require new standards, 

metrics and benchmarks for resilience, it also necessitates re-educating 

stakeholders about this fast moving issue. 

3.6 Integrated Learning, Training and Knowledge Transfer for Resilience Practice 

Within the D1.1 review, the use of empirical research and practice based 

learning were highlighted as critical to overcoming gaps in knowledge. This was 

most notably around the different understandings of risk and resilience7 and the 

need to ensure inter- and intra- organisational resilience within and between CI 

sectors. More widely, the need for improved learning, training and knowledge 

transfer is particularly important for initiating cross-sector working and breaking 

down the single-sector silos that have dominated CIs. D1.2 highlighted that 

many CI managers had insufficient understanding of cross-sectoral implications, 

and as a result had a limited understanding of the interactions between sectors. 

These interactions are important for tackling secondary impacts and cascading 

effects.  

It is clear from debates about CI resilience that CI operators cannot function in 

isolation, either within or between sectors, and must be part of a more 

integrated governance nexus. Although it is simple to highlight an institutional 

inertia within a range of CIs as a barrier to collaborative working in resiliency 

until now, we should not forget the key role that education can play in better 

aligning effort in this crucial area. The key role of training and skills development 

to raise awareness of options that are available to all CI operators involved in 

the decision making process, or that hold a stake in advancing CI resilience is 

vital. Sector-wide education and training to build understanding amongst CI 

stakeholders and to help overcome disinterest and misinformation about the 

concept is vital. Similarly, concerns around commercial sensitivities are 

heightened by a lack of knowledge about implementing resilience, whilst 

education and training also has a role in overcoming the lack of social emphasis 

in CIs risk and resilience decision-making. 

                                                      

6
Schneider et al., 2011 

7
Weichselgartner and Kelman, 2014 
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The development of learning resources that can provide a shared knowledge 

base, points of learning and a common language for different CI stakeholders is 

essential and will be advanced in the RESILENS Decision Support Platform (RES-

DSP) that is intended to act as a one-stop-shop for the state of the art (SOTA) in 

resilience management of CI, and associated e-learning hub (see WP6). A key 

part of such a resource is to provide guidance that is sufficiently accessible for 

all stakeholders, in contrast to many overly technical and mathematical pieces 

of existing resilience guidance8. All too often such guidance or performance 

management matrices focus on a single CI sector insufficiently account for 

interdependences. Moving forward,shared knowledge resources can be created 

that are applicable to all CI sectors, across a range of spatial scales, including the 

local level, and provide a forum/platform where adaptive capacity skills can be 

forged in a multidisciplinary and multi-professional environment, mirroring the 

complex reality of CI resilience issue on the ground.  

QUESTIONS & ACTIONS FOR RESILENS 

What knowledge is missing for CI providers? 

What training is required; how can this be delivered? 

How can the platform assist in delivering knowledge and training; what 

requirements need to be considered in its development? 

What training should be recommended which is within the scope of RESILENS? 

How can sector-wide training be encouraged and taken up? 

3.7 Summary of Key Barriers to Resilience Practice 

Pulling together the work conducted in WP1 we can identify a range of 

knowledge, assessment and operational barriers, which currently restrict the 

extent to which CI operations can transition from a modus operandi focussed on 

protection to one which embodies the principles of resilience. For example, 

knowledge barriers include: 

i. Lack of a clear practical definition of resilience; 

ii. Gaps in information sharing between agencies; 

                                                      

8
Prior& Hagmann (2014) 
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iii. Non-use of common platforms and lexicon; 

Resilience assessment barriers are also evident and include: 

i. Difficulty in evaluating impact; 

ii. Problems around exposure and concerns about sharing of sensitive 

information with other organisations; 

iii. Financial benefits have not been made concrete. 

iv. Not integrated in current widely adopted assessment tools and methods. 

Together, these barriers combined with shortcomings in institutional 

infrastructure have also served to create a range of operational barriers to the 

operationalisation of CI resilience practice: 

i. Financial restrictions and reasons (no legal requirement); 

ii. Difficulty in having system redundancies (sub-optimisation); 

iii. A lack of political drive and guidelines; 

iv. Disinterest of managers (especially since resilience is perceived as a 

passing buzz word); 

v. Lack of technical knowhow and human resources to facilitate resilience. 

vi. Resistant to changing organisational culture. 

Foremost amongst these barriers were organisational capacities and resources; 

primarily financial. As such, many CI stakeholders associated resilience with 

additional redundancy and thus increased costs. Given the difficulties of 

evaluating the impact of resilience measures and ‘management indifference’, it 

was not an organisational priority. This problem was often compounded by the 

absence of methodologies, guidelines and political drive/legislation. 

While an integrated conception of CI resilience, including an understanding of 

cross-sector impacts, was identified as key to the enhancement of CIR, this was 

often limited by business sensitivities around information sharing. At a holistic 

level, a resistant culture and a lack of ‘buy-in’ by stakeholders was seen as a 

critical barrier to resilience practice. 

Overall, there are a range of ‘barriers’ that highlight ‘gaps’ in the current drive 

towards advancing CIR. Increasing resilience is ultimately about change and 

unpacking the implications of this on the CI sector is central to RESILENS: how 

can our desired outcomes be operationalised? How can we measure and 
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monitor the success of this change? And, what are the implications of this for 

society and economy? Below we set out our vision/goals as a set of outcomes 

that has emerged from both our existing understanding of attempts to enhance 

the resilience of CI as well as the noted gaps in practice expertise. This will be 

developed further in in subsequent WPs through the addition of required 

interventions and metrics. 

 

Outcomes Project 
Milestone  

RESILENS Tools 

1. A holistic, multi-sector understanding of 
resilience to CI  

1.3, 
2.1,3.4, 6.2 

ERMG, RESILENS 
resilience management 
tools, CONOPS, Training 
portal. 

2. CI operations successfully adopting 
resilience approaches (transitioning to 
resilience as an extension of risk 
management) 

4.2 ERMG, RESILENS 
resilience management 
tools, Resilience Matrix 
and Audit tool, CONOPS 

3. Technical factors involved in CI 
resilience are effectively mapped, 
including interdependences 

2.1, 2.2, 
2.3 

RESILENS resilience 
management tools, 
Resilience Matrix and 
Audit tool 

4. Social factors are integrally embedded 
into CIR Management processes 

5.2 Resilience Matrix and 
Audit tool/ CONOPS 

5. CIR is embedded in everyday 
organisational activities as ‘good 
practice’ without the requirement for 
rigorous compliance to prospective 
standards 

3.1 CONOPS/ ERMG 

6. Current standards are amalgamated 
into a user-friendly CIR approach, what 
other standards are required in addition 

3.1 ERMG 

7. A move towards a  common legal and 
regulatory framework at the European 
level 

5.2 ERMG 

8. Universal metrics that are applicable 
across a wide range of systems and 

2.2, 3.4 ERMG/Resilience Matrix 
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critical functions are advanced to assist 
shared understanding. 

and Audit Tool 

9. Training needs are mapped and 
appropriate resources developed to 
enhance capacities 

6.2 Training portal  

10. A greater understanding of substitution, 
trade-offs (including unintended 
consequences) and interoperability is 
developed 

2.2, 2.3, 
5.2, 6.2 

RRESILENS resilience 
management tools, 
Resilience Matrix and 
Audit tool 

11. Clarity over roles and responsibilities for 
CIR at different scales. 

3.1, 5.2 CONOPS, Training portal  

12. Inter and intra organisational 
cooperation enhances resilience at 
multiple interlocking scales. 

6.2 Training portal 
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4 Roadmap 

The roadmap presented below in Table 4.1, and schematically represented in 

Fig. 4.1 fulfils the requirements of the project to outline the key actions needed 

to advance the state of the art in the operation of CIR.  

Fig. 4.1 Roadmap Schematic 

 

The creation of the roadmap is an opportunity to reflect on the state-of-the-art, 

take account of the gaps in the knowledge collated and to refine the remaining 

tasks of the RESILENS project in light of this. In particular, the roadmap will: 

 Seek to ensure that identified gaps are filled in as RESILENS progresses; 

 Continually refine our knowledge and understanding of these gaps through 

the collation of: 

o CI operator engagement experience (stakeholder governance); 

o Existing and planned risk/resilience management processes and 

procedures; 

 Provide extra clarity on linkages between WPs and tasks; 

 Ensure we deliver on the project milestones and objectives. 
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The roadmap is outlined in table 4.1. For each Work Package task the 

refinements and considerations suggested are summarised and linked to the 

gaps in the state of the art (see Section 3), the outcomes expected from the 

RESILENS project and the project milestones identified in the Description of 

Work. It will be the role of Work Package leads to advance these actions through 

their Work Package Work Plans. 
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Table 4.1 – Roadmap for RESILENS 

 
Task Outline Actions needed in Road Map 

Gap in 
SOTA 

Outcome 
Project 

Milestone 

WP2 
  

 
  

2.2 

Identify the key resilience 
management steps and 
methods (Resilience 
Management Process), 
linked to concepts 
advanced in WP1 

Further clarify CI providers’ definition and use of resilience, 
including links to concepts of risk management and business 
continuity management. (2.2.a) 

1 1  2.1 

Identify which partners CI providers engage with in the CIP 
process and who they need to engage with moving to CIRM. 
(2.2.b) 

2 1  2.1 

How can social factors be included in current risk management 
processes? (2.2.c) 

2 4  2.1 

Outline the steps needed to move from CIP to CIRM (2.2.d) 3 2  3.1 

Continue to update an inventory of current methods, measures 
and assessment tools available; provide an evaluation of their 
accessibility and ease of use. (2.2.e) 

4 5  
2.1 

2.2 

Identify all available metrics for measuring resilience (2.2.f) 4 6  2.2 

Assess and outline current regulation arrangements (2.2.g)  4 7  2.2 

Provide an inventory of existing and emerging standards for 
CIRM (2.2.h) 

4 6  2.2 
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Task Outline Actions needed in Road Map 

Gap in 
SOTA 

Outcome 
Project 

Milestone 

2.3 
Methods for assessing and 
supporting resilience 

Identify how social factors consideration in risk management 
can be incorporated into CIRM? (2.3.a) 

2 4 2.2 

Outline how the steps from CIP to CIRM can be operationalised 
(link to WP3.2) (2.3.b) 

3 5 

2.1 

2.2 

2.3 

Identify which metrics assist a shared understanding of current 
resilience; identify what universal metrics are needed and 
outline development. (2.3.c) 

4 8 
2.2 

2.3 

What methods, measures and tools can be incorporated into 
the platform? (2.3.d) 

4 8  2.2 

2.4 
Resilience management 
Matrix and Audit Tool 

Give detailed consideration to how societal implications can be 
measured and mapped. (2.4.a) 

2 

4 
4  2.3 

WP3          

3.2 
Methodological framework 
for ERMG 

Incorporate CIRM process as outlined in WP2 (3.3.a) 3 2  3.1 

Develop further the incorporation of social factors of risk 
management into CIRM processes (3.3.b) 

2 4  3.1 

Provide framework for operationalizing shift from CIP to CIRM 3 3  3.1 

Incorporate adaptations to existing risk management process to 3  4 3.1 
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Task Outline Actions needed in Road Map 

Gap in 
SOTA 

Outcome 
Project 

Milestone 

CIRM process (3.3.c) 

Embed appropriate current standards into CIRM process (3.3.d) 3 6  3.1 

Define the possible requirements of a common European Legal 
Framework (3.3.e) 

5 7   5.2 

3.3 Draft ERMG Ensure incorporation of outputs from WP2 (3.3.a) 

2 

3 

4 

1 

3 

5 

3.2 

3.4 Table top testing of ERMG Begin testing of new metrics developed in WP2.4 (3.4.a) 4 5  3.3 

3.5 

  

  

RES-DSP Development 

  

Assess the user requirements of a platform environment (3.5.a) 6 3 6.2 

Assess the training needs of end-users and how these can be 
addressed through the platform (3.5.b) 

6 9 6.2 

Identify inputs required from other tasks. (3.5.c) 6 -  6.2 

3.6 Finalisation of EMRG   -  -  - 

WP4          

4.2 Evaluation Methodology   -  -  - 

4.3 Pilot demonstrations Further testing of newly developed metrics (4.3.a) 5 8 4.2 

WP5          
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Task Outline Actions needed in Road Map 

Gap in 
SOTA 

Outcome 
Project 

Milestone 

5.2 Thematic Framework 

Ensure a clear definition of CI Resilience and CIRM (5.2.a) 1 1  3.1 

Provide a clear outline of the CIRM process (5.2.b) 
2 

3 
11  3.1 

Ensure current standards are clearly identified, outlined and 
incorporated as practical steps into the thematic framework 
(5.2.c) 

4 6  3.1 

5.3 CONOPS Framework 

Describe how CI providers currently practice risk and resilience 
in their day-to-day operations, including roles and 
responsibilities, providing an operational context of the 
organisational environment, which the RESILENS tools will 
potentially operate in. 

2 

3 
12  3.1 

Ensure a harmonised development of the RESILENS tools with 
the social, political and organisational factors of CI 
organisations. 

2 11 3.1 

Development of practical organisational steps to move from CIP 
to CIRM Ensure a harmonised development of the RESILENS 
tools with the social, political and organisational factors of CI 
organisations. 

2 

3 
2  3.1 

5.4 
Evaluation of Pilot 
Demonstration outcomes 

Development of clear evaluation process which incorporates 
the evaluation methodology in WP4 and provides appropriate 

1 

2 

 1 

2 
4.1 
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Task Outline Actions needed in Road Map 

Gap in 
SOTA 

Outcome 
Project 

Milestone 

and timely feedback into the development of the EMRG, 
CONOPS and RES-DSP (5.4.a) 

3 

4 

5 

3 

4 

8 

9 

10 

11 

12 

5.5 Finalisation of CONOPS   -  -  - 

5.6 
Guideline and Standards 
Development (Legacy) 

Clear outline of further standards which are required and how 
these can be developed (5.6.a) 

5 6  5.2 

Outline of requirements of a common European legal 
framework (5.6.b) 

5 7  5.2 

WP6          

6.4 Training and Education 

Evaluate the training needs of CI Providers and stakeholders 
and outline the most appropriate means of securing, 
developing and providing this (6.4.a) 

6 9  6.2 

Understand the end-user requirements of the RES-DSP (6.4.b) 
2 

6 
10  6.2 
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