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Executive Summary 

Description of the Deliverable 

This work will deliver an risks, quality and ethics management plan which will contain methods used 

to ensure the efficient management of risks and quality control during the duration of the RESILENS 

project.  

The Risk, Quality and Ethics Management Plan is intended to guide the consortium partners on 

ethical issues which could be encountered during the course of the project. For example ensuring 

informed consent of all interviewees is collected.  

The reduction of potential risks which could be encountered during the RESILENS project will be 

identified in this deliverable in the first section dealing with risk management, and contingency 

schemes which could be applied to limit the impacts of such risks are presented. 

The quality aspects of the plan will serve to make sure that a high level of quality is maintained with 

regards to the integration of different project components, processes and procedures.  

The Ethics section mainly outlines the code of conduct for the RESILENS project. It describes practical 

procedures for data storage, data use and related processes. It also presents the consent forms and 

data and identity protection forms to be presented to participants during case study activities. The 

section will also introduce major ethical topics, and will aim to provide guidance on how they are 

managed within the RESILENS project. The report further describes the legal framework to with the 

RESILENS project must adhere, and provides guiding procedure for the RESILENS consortium on data 

protection, research integrity, and ethics management in the project.  

The deliverable will be divided into three distinct sections: 

1. RESILENS Risks Plan 

2. Quality Plan for the RESILENS Project 

3. Ethics Management Plan 

This will allow for a clear presentation of the different concepts outlined in the deliverable 

Objectives 

The objectives of this Risk, Quality and Ethics Plan are as follows:  

 To develop a risk management plan which would identify potential risks to the RESILENS 

project, and a proposal of a contingency plan to ensure that the impacts of such risks on the 

project progress and outcomes are minimised or limited; 

 To produce a quality plan for assurance and quality control of the project, especially with 

regards to the validation of the project outputs i.e. deliverables, presentations, scientific and 

research publications. 

 To develop an ethics management plan to guarantee compliance of all RESILENS partners 

with all applicable privacy and data protection legislation; 
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RESILENS RISK ASSESSMENT AND MANAGEMENT PLAN 

1.1 Background 

The project management approach proposed for RESILENS (Realising European ReSILiencE for 

CriticaL INfraStructure) provides mechanisms to identify and resolve potential risks. The risk 

monitoring process for the project will mainly be overseen by the Executive Board (EB). The EB is 

expected to continuously monitor the project outcomes against the defined milestones, considering 

the critical paths that exist.  

In addition regular reports are foreseen, that ensure that the management is aware of potential 

problems on a consistent basis, and can initiate countermeasures long before a problem/situation 

becomes irreversible.  

This tight control both at work package (WP) level and at management level would ensure that 

solutions will be available in time where necessary.  

1.2 Scope 

The RESILENS project will aim to develop a European Resilience Management Guideline (ERMG) to 

support the practical application of resilience to all critical infrastructure (CI) sectors. In addition to 

the ERMG, it is further intended that a Resilience Management Matrix and Audit Toolkit will be put 

forward, which will enable a resilience score to be attached to an individual CI, organisation (e.g. CI 

provider) at different spatial scales (urban, regional, national and transboundary) which can then be 

iteratively used to direct users to resilience measures that will increase their benchmarked future 

score. Other resilience methods including substitution processes and measures to tackle cascading 

effects will also be developed. The ERMG and resilience management methods will be tested and 

validated through stakeholder engagement, table-top exercises and three large scale pilots 

(transport CI, electricity CI and water CI). The ERMG and accompanying resilience methods will be 

hosted on an interactive web based platform, the RESILENS Decision Support Platform (RES-DSP). The 

RES-DSP will also host an e-learning hub that will provide further guidance and training on CI 

resilience.  

Overall, the RESILENS project aims to increase and optimise the uptake of resilience measures by CI 

providers and guardians, first responders, civil protection personnel and wider societal stakeholders 

of Member States and Associated Countries.  

1.3 Risk Assessments 

The ISO 31000 (2009) / ISO Guide 73:2002 defines risk as the 'effect of uncertainty on objectives'[1]. 

From this definition, uncertainties can be understood to encompass events (which may or may not 

happen) and unpredictabilities that could arise owing to ambiguity or a lack of information on 

different project issues. It also includes both negative and positive impacts on the project objectives. 

Risk assessment is the process of analysing and planning for such risks which might be encountered 

during the course of the project. A risk assessment would enable an identification of potential 

uncertainties associated with the project, and hence guide in the proposal of solutions which could 

be instituted to counter any deleterious effects of such risks. 

http://en.wikipedia.org/wiki/ISO_31000
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According to the International Organisation for Standardisation (ISO) 31000:2009, Risk management 

– Principles and guidelines, The three initial steps of risk assessment (in the overall five-step risk 

assessment process) are:  

1. Risk identification - a process that is used to find, recognise, and describe the risks that could 

affect the achievement of objectives; 

2. Risk analysis - a process used to understand the nature, sources, and causes of the risks that 

have been identified and to estimate the level of risk. It is also used to study impacts and 

consequences and to examine the controls that currently exist; and, 

3. Risk evaluation - a process that is used to compare risk analysis results with risk criteria in 

order to determine whether or not a specified level of risk is acceptable or tolerable. 

As described in page 66 of the Description of Work (DoW) document submitted for the project call 

under the section “Risks to RESILENS”, it was highlighted that during the first two months of the 

project, a risk assessment will take place which will aim to identify the potential project risks and 

evaluate their impact and probability of occurrence. This deliverable is intended to achieve that goal. 

Carrying out this assessment early in the project is essential for contingency planning for project 

issues which could prove fatal to the project success. 

1.4 Risk Management in the RESILENS Project 

FAC will mainly oversee the risk management during the duration of the RESILENs project. Hence, the 

development, implementation, maintenance and interpretation of the risk assessment plan will be 

facilitated by FAC. FAC will also ensure that the proposed safeguard measures put forward in this 

report are adhered to facilitate the successful completion of the RESILENS project.
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2.0  Assessing Risk 

2.1 Overview 

For the purpose of this deliverable report, the DoW and descriptions of the objectives of the main 

WP tasks of the RESILENS project as outlined by the WP leaders would form the basis for identifying 

possible risks associated with project milestones and deliverables.  

It should however be noted that not all possible risks may be identified by simply analysing the DoW 

and described WP tasks points - for this reason, before a final version is released, a draft version of 

the Deliverable 7.2 report is to be circulated amongst the RESILENS partners for their input. 

Furthermore, it is intended that if any potential risk is identified by the WP leaders or any of the 

consortium members after the report publication, such risks and the contingency actions will still be 

included as an appendix to the final Deliverable 7.2 report. 

Four main steps will be used for assessing and managing risks within the RESILENS project: 

1. Identify the risks; 

2. Quantify the risks; 

a) Assess each risk for impact to the project if it does occur 

b) Assess the likelihood of the risk occurring 

3. Plan for risks by creating a list of mitigation measures/corrective actions to handle the risk if 

it does occur (mitigation); and, 

4. Monitor and manage risks through a risk reporting structure. 

This section provides an explanation of the steps involved in carrying out the risk assessment, which 

form the basis of the allocation of the risk impacts as documented in Section 3 for the different 

potential RESILENS project risks. 

2.2 Probability 

Probability refers to how likely an event/risk is to occur. For every identified project risk, it is 

important to determine the likelihood of the event actually materialising and this is done by 

assigning each risk with a probability level. For the purpose of this risk assessment, five (5) 

probability levels have been selected i.e.; very high, high, probable, low, and very low. 

Table 1: Levels of probability 

Level of Probability Probability Definition 

Very High 0.9 Risk event expected to occur at 

least once during the project 

lifetime. 

High 0.7 Risk event more likely than not 

to occur at least once in the 

project lifetime.  
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Probable 0.5 Risk event may or may not occur 

in the project lifetime.  

Low 0.3 Risk event less likely to occur 

Very Low 0.1 Risk event not expected to occur 

 

2.3 Impact 

The impact refers to what the effect is expected to result in if the uncertainty/risk occurred. For 

every identified risk it is important to determine the effect it would cause if the event actually 

materialised and this is done by assigning each risk with an impact level.  

For the purpose of this risk assessment, similar to the probability levels used, five (5) impact levels 

(very high, high, moderate, low, and very low) were used. The impact of each risk occurring is 

intended to be measured in terms of the extent of the deviations from the RESILENS project on the 

basis of two main indicators: the project schedule and deliverable/milestone achievement as 

described in Table 2. As with probability, the impact index ranges from 0-1 (with 0 being no impact, 

and 1 being catastrophic impact).  

Table 2:  Levels of impact 

Level of Impact Impact Schedule Milestone/Deliverable 

Very High 0.9 > 6 months - 1 year 

additional required 

Non-attainment of the 

milestone/deliverable goals 

High 0.7 3-6 months additional 

required 

 

A cutback/decrement of the 

scope of the initial 

milestone/deliverable goals 

Moderate 0.5 1-3 months additional 

required 

Minor adjustments in 

milestone goals  

Low 0.3 1 month additional 

required 

Only very demanding WP 

tasks impacted 

Very Low 0.1 No/Insignificant schedule 

impact 

Barely noticeable impact on 

milestone/deliverables goals 

 

2.4 Risk Scoring 

Risk is determined by the probability of the event/risk occurring and the impact it would have if it did 

occur. Therefore "risk" here is calculated in this report using the following formula: 

Risk = Probability X Impact 

Measuring risk in this way plots a single ascribed value of likelihood against a single ascribed value of 

impact and therefore reduces risk to a single, easily comparable value. The goal of risk analysis is to 

establish a standard and therefore comparable measurement of the likelihood and impact of every 

identified risk.   
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2.5 Probability and Impact Matrix 

A probability and impact matrix is then used to calculate and quantify the risk scores by inputing the 

considered probability and impact levels described in Section 2.2 and 2.3 respectively. 

Table 3: Probability and impact matrix 

P
ro

b
ab

ili
ty

 

0.9 (very high)      

0.7(high)      

0.5(probable)      

0.3(low)      

0.1(very low)      

Impact 0.1(very low) 0.3(low) 0.5(moderate) 0.7(high) 0.9(very high) 

Using the formula for risk scoring (Section 2.4), the corresponding risk can then be calculated in the 

matrix. For example: 

 If the probability level was very low (0.1) and the potential impact was also very low (0.1), 

the score on the matrix would be 0.01.  

 If the probability level was very high (0.9) and the potential impact was moderate (0.5), the 

score on the matrix would be 0.45. 

In addition to its use for the quantification of risk scores , the matrix is intended for categorising and 

determining the risk threat level (Table 5). For example a potential high impact risk with a very low 

possibility of occurrence could be classed as a low threat risk.  

Table 4: Risk categories based on risk scores in the probability and impact matrix 

P
ro

b
ab

ili
ty

 

0.9(very high) 0.09 0.27 0.45 0.63 0.81 

0.7(high) 0.07 0.21 0.35 0.49 0.63 

0.5(probable) 0.05 0.15 0.25 0.35 0.45 

0.3(low) 0.03 0.09 0.15 0.21 0.27 

0.1(very low) 0.01 0.03 0.05 0.07 0.09 

Impact 0.1(very low) 0.3(low) 0.5(moderate) 0.7(high) 0.9(very high) 

 

 Very High Risk R>0.60 

 High Risk 0.35<R≤0.60 

 Medium Risk 0.2<R≤0.35 

 Low Risk 0.05<R≤0.2 

 Very Low Risk R≤0.05 

 

Risk categories 
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Risks which are categorised as a high threat, with a medium-high probability and a severe impact will 

be handled with particular caution during the project. For such high threat risks, countermeasures 

and contingency plans will be decided and documented in this deliverable, and they will be flagged 

throughout the execution of the project as “risk items”. This ensures that these items will be handled 

very carefully throughout the project in Management, WP and Task level. 

2.6 Description of Mitigation Measures/ Corrective Actions 

For the risk analysis it is essential that existing and future mitigation measures/ corrective actions are 

considered. These include measures in place to eliminate or reduce the risk, and include providing 

support to the involved partners, increasing resources, responsibility shifts and work plans 

amendments. For the purpose of this risk assessment, mitigation/corrective actions which can be 

applied to fix the issue/ or reduce its severity have been put forward for identified risk associated 

with the project deliverables.  

2.7 Responsible Partner 

For the purpose of this risk assessment, each identified risk has a responsible partner. These are the 

RESILENS partners responsible for making sure that the mitigation/corrective actions are 

implemented should the risk occur. The responsible partner is also expected to contribute to the 

identification of risks which are currently omitted in this deliverable, but could potentially arise 

during the course of the project. For a majority of the identified risks in this risk assessment, the 

responsible partner is the related milestone/deliverable/or WP lead partner. 

The main role of the responsible partner will be to identify the potential risks, monitor it and to 

report the risk status to the Risk Manager (FAC) in the first instance. FAC will then report risks that 

are not immediately remedied to the EB or in more urgent cases, immediately to the Coordinator.  

Responsible partners are not necessarily required to implement mitigation/corrective actions 

themselves, but they are responsible to ensure that such actions have been implemented by 

other/relevant partners. Mitigation/corrective actions will mainly be decided upon by the General 

Assembly-GA (for operational related risks) or by the EB (for strategic issues). 
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3.0  Risk Assessment 

For the purpose of the RESILENS risk assessment, tables were used to analyse identified risks. Each 

table contains a specific column to:  

1. List and describe the potential risk 

2. Assign a probability to each risk (0.1 is very low,0.9 is very high) 

3. Assess the impact caused should the risk occur (0.05 is very low, 0.8 is very high) 

4. Give each risk a score (probability x impact) 

5. Plan how risks will be prevented from happening (or managed if they occur). 

 

Table 1: Risks and mitigation/corrective action tables for RESILENS project milestones 
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M1.1 Emerging findings from report on resilience and state of the art 

Partners not providing 
inputs to tasks on time or 
in appropriate 
formats/quality. 

D1.1 M7 0.5 0.75 0.38 Request partner to meet deadline. If no 
response ask co-ordinator to intervene. 

UoW 

Partners unable to provide 
input owing to holiday 
period. 

D1.1 M7 0.8 0.75 0.6 Phase input around holiday period to 
ensure data is available to work with. 

UoW 

M1.2 key actions from the Stakeholder consultation report 

Delay in consultation 
template and/or 
questionnaire to be 
disseminated. 

D1.2 M9 0.5 0.5 0.25 Request task leader to increase staff 
effort/resources to aid in the 
completion and distribution of the 
consultation template/questionnaires. 

FAC/UoW 

Delay in data collection and 
application. 

D1.2 M9 0.5 0.5 0.25 The Responsible partner will push for 
the collection of additional data sources 
by the concerned partners, and 
increased staff effort to speed up the 
collection and application of data. 

FAC/UoW 

Limited/poor geographical 
spread of end users (i.e. a 
bias towards Irish and 
English end users). 

D1.2 M9 0.1 0.7 0.07 The task leader will ensure that the 
questionnaires and consultation are 
translated to the working language of 
the different partner non-English 
speaking countries by the 
“interviewers”. All RESILENS in partners 
will be responsible coming up with a 
stakeholders list and for distributing 
questionnaires in and also outside their 
country. 

FAC/UoW 



Project Number:   653260 
Project Acronym:   RESILENS 
D 7.2. Risk, Quality & Ethics Management plan 

© RESILENS consortium: all rights reserved 

 Page 13 of 48 

No feedback or delay of 
feedback on consultation 
response from partners. 

D1.2 M9 0.5 0.5 0.25 Request relevant partner(s) to increase 
effort/resources to provide input as 
soon as possible. 

FAC/UoW 

Oversight of an ethical 
issue/consideration (i.e. 
failure to highlight ethical 
issue). 

D1.2 M9 0.3 0.5 0.15 In case of any ethical failings, the 
project coordinator (PC) and the 
societal coordinator (SC) will decide on 
corrective actions to be taken. 

FAC/UoW 

M1.3 Key actions to advance SOTA 

No feedback or delay of 
feedback on consultation 
response from partners. 

D1.3 M8 0.5 0.5 0.25 Request relevant partner(s) to increase 
effort/resources to provide input as 
soon as possible. 

UoW/FhG 

M2.1 Resilience Management Steps. Report and Templates. Version 1. 

Delay in identifying key 
resilience management 
steps and sub-steps. 

D2.1 M7 0.5 0.5 0.25 Staff effort to be increased to speed up 
the identification of key resilience 
management steps and sub-steps. 
Reduction of sources taken into account 
for the identification of key resilience 
management steps. 

FhG 

Difficulty to agree on key 
resilience management 
steps among partners. 

D2.1 M7 0.7 0.7 0.49 Propose first approach to partners early 
on, e.g. at meeting in Lisbon [M5]. 
Establish a coordinator that has a 
mandate to decide on that topic (in the 
case of no common agreement in the 
consortium). 

FhG 

M 2.2 Qualitative, Semi-Quantitative and Quantitative Methods and Measures for Resilience Assessment and 
Enhancement. Version 1. Report and Templates. 

Delay in the development 
of end user data 
requirements. 

D2.2 M15 0.5 0.5 0.25 Staff effort to be increased to speed up 
the development of end user data 
requirements. 

FhG/MTRS 

M2.3 Resilience Management Matrix and Audit Toolkit. Report and Prototypes of Tools. 

Matrix and Tools are not 
operational 

D2.3 M7 0.5 0.5 0.25 Adjustment or replacement of tools FhG/ FAC 

Delays in tool 
development. 

WP4 M9 0.5 0.7 0.35 Postpone start of demonstration 
scenarios. Request relevant partners to 
increased staff effort/resources to aid in 
the completion of tool development 
and integration of tools. 

FhG/ FAC 

Matrix and Audit Toolkit do 
not comply to explicit and 
implicit requirements. 

D2.3 M7 0.3 0.5 0.15 Ensure good communication within the 
project. Continuous updating the 
relevant partners about the progress. 

FhG/ FAC 

M3.1 Steps to Incorporate the Methodological Framework into the ERMG 



Project Number:   653260 
Project Acronym:   RESILENS 
D 7.2. Risk, Quality & Ethics Management plan 

© RESILENS consortium: all rights reserved 

 Page 14 of 48 

The deliverables from tasks 
2.2, 2.3. and 2.4 do not 
support methodological 
framework build up. 

D3.1 M15 0.3 0.7 0.07 WP partners and particularly, task 3.2 
leader (UoW) will be involved in the 
reviewing process of D2.1, D2.2 and 
D2.3. FhG, MTRS and FAC are leading 
tasks 2.2, 2.3 and 2.4, thus they are 
responsible to ensure proper 
transferability of the relevant 
deliverables into the ERMG 
Methodological Framework 
development process. 

MTRS/UoW 

M3.2 Draft ERMG 

Delay in the development 
of draft ERMG. 

D3.2 M18 0.3 0.5 0.15 Request pre-draft versions for iterations 
amongst partners. 

MTRS/FhG 

Draft ERMG is missing 
practical guidelines. 

D3.2 M18 0.1 0.9 0.09 The Methodological Framework (D3.2) 
must ensure that the ERMG will adopt 
practical approach. The review process 
shall ensure that practical approach will 
be adopted in the revised draft and/or 
final ERMG. 

MTRS/FhG 

Draft ERMG is not generic, 
but specific to one or more 
CI verticals. 

D3.2 M18 0.3 0.7 0.21 The advisory board and vertical experts 
shall ensure that the ERMG adopts 
generic guidelines to all verticals. 

MTRS/FhG 

M3.3 Key Actions to Incorporate outcomes of Draft ERMG Review 

Failure to acquire adequate 
information to write report 
based on delays in tool 
development and problems 
incorporating outcomes of 
methodological research in 
an ERMG. 

D4.2 M19 0.3 0.7 0.21 Maintaining open channels of 
communication with linked actions and 
deliverables and responsible partners.  
Engagement with rescuers in each of 
the test locations prior to pilot 
demonstrations is essential. 

EMRA 

M3.4  Final ERMG 

Delay in the development 
of final ERMG. 

D3.5 M30 0.5 0.7 0.35 Request draft versions between M18 
(draft ERMG) and release of final ERMG 
for iterations amongst partners. 
Increase partners staff working on 
ERMG. 

FhG/MTRS 

ERMG does not comply to 
explicit and implicit 
requirements on ERMG. 

D3.5 M30 0.3 0.8 0.24 Ensure good communication within the 
project project. Circulate preliminary 
versions of final ERMG to relevant 
partners. 

FhG/MTRS 

Delayed input from WP4 
(Pilot Demonstrations) or 
WP5 (Harmonization). 

D3.5 M30 0.5 0.7 0.35 Ensure quick communication between 
WP4 / WP5 and WP3. Request results 
from WP4 / WP5 early. Request status 
updates from WP4 / WP5 to ensure 
quick mitigation measures if necessary. 

FhG/MTRS 

M4.1 Key Actions for Pilot Demonstration Application 
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Potential difficulties in 
terms of interactions 
between WP4 and WP5 
and getting access in time 
to details of the pilot 
demos scenarios  and 
details of operational 
elements such as 
personnel, resources, 
operational processes, etc. 

D5.4 M21 0.4 0.8 0.32 Agreements made between WP4 and 
WP5 to have the pilot demo scenarios 
disseminated in draft form and 
reviewed iteratively early so that 
informaton requirements can be 
identified in advance of the pilot demos 
allowing for the drafting of an initial 
CONOPS framework. 

TCD 

M4.2 Pilot Demonstration Emerging Outcomes 

Difficulties in overcoming 
unforeseen 
methodological, and by 
extension, operational 
issues emerging from pilot 
demonstration. Inadequate 
feedback from 
methodological 
developments and 
demonstrations to extend 
applicability to other 
sectors 

D5.4 M27 0.3 0.7 0.21 Maintaining adequate cross-sectoral 
dialogue in advance of demonstrations, 
for example, early clarification of the 
role of societal resilience and the role of 
municipalities with regards to the 
societal impacts will reduce impact of 
negative outcomes, for example. 
Engagement with experts in other CI 
fields, through advisory board and 
further afield prior to pilot 
demonstrations. 

TCD/EMRA 

M5.1 Key Actions to Incorporate Post-pilot Demonstration Inputs 

Risk of insufficient data 
being gathered from the 
pilot demos which are 
necessary for the revision 
and specific of the final 
CONOPS framework. This 
could occur through 
difficulties in cooperation 
between pilot demo 
leaders and end users in 
terms of access to trials. 

D5.4 M28 0.3 0.8 0.24 Maintaining communication between 
WP4 and WP5 in terms of planning data 
gathering activities for pilot demos well 
in advance of the events will reduce the 
probability of the risk. The details of the 
draft CONOPS will form a basis for 
identifying in advance what information 
will be required from the demos and 
agreement can be reached on how best 
to achieve this with demo leaders and 
end users. 

TCD 

M6.1 Development of Project Website Providing Emerging Findings 

Delay in the website 
creation and operation. 

D6.1 M12 0.5 0.7 0.35 Increased relevant effort to get the 
website running as soon as possible. 
Request a delayed timeline for the 
operation of the website. 

SfJE/FAC 

Partners do not provide 
input. 

D6.1 M12 0.5 0.7 0.35 Request relevant partner(s) to increase 
effort/resources to provide input as 
soon as possible. 

SfJE/FAC 

M6.2 Development of Training and Education Materials 

Partners do not provide 
relevant information to 
allow mapping to skills 
standards and for learning 
outcomes to be created. 

D6.1 M19 0.3 0.7 0.21 SfJE will work closely with partners to 
ensure we are gathering information at 
the early stages. Request partner(s) to 
increase effort/resources to provide 
input as soon as possible. 

SfJE 

M7.1 Midterm Review Meeting 
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Partners do not provide 
input to mid-term report 

D7.3 M18 0.3 0.7 0.21 Request relevant partner(s) to increase 
effort/resources to provide input as 
soon as possible. 

FAC 

M7.2 Final Review Meeting 

Partners do not provide 
input to final project report 

D7.4 M36 0.3 0.7 0.21 Request relevant partner(s) to increase 
effort/resources to provide input as 
soon as possible. 

FAC 

 
 

Table 2: Risks and mitigation/corrective action tables for RESILENS project deliverables 
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Alternative Risks 

D3.2 – Draft ERMG – 
see associated risk 
to M3.2 Draft ERMG 

WP3             

D3.3- Outcomes 
from the tabletop 
review of Draft 
ERMG doesn’t 
support any 
improvements or 
amendments 

WP3 M19 0.3 0.7 0.21 Planning of the table-top review shall ensure 
constructive inputs from this exercise 

FhG/ 
MTRS 

Lack of proper 
software platform to 
facilitate the RES-
DSP (D3.4 - RESILENS 
Decision Support 
Platform) 

WP3 M24 0.3 0.9 0.27 Different software platforms are being analysed at 
early stages to ensure proper compatibility with the 
RES-DSP requirments 

MTRS  
/ FAC 
/ FhG 
/ UoW 

Loss of a WP leader N/A N/A 0.3 0.9 0.27 Each WP has a leader and deputy leader to ensure 
replacement. 

FAC 

Non-delivery of WP 
leader 

N/A N/A 0.5 0.7 0.21 Request for WP leader effort to be increased. Failing 
that, WP leader may need to be replaced by deputy 
leader. 

FAC 

Withdrawal of a 
partner 

N/A N/A 0.3 0.7 0.21 PC and research coordinator (RC) will try to resolve 
any conflict through conflict resolution. The 
consortium has been assembled so that backup is 
possible in most areas. New partners with appropriate 
capacities will be sought. The consortium is aware of 
alternative potential partners that could be 
approached if an existing partner withdraws from the 
consortium.  

FAC 
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Non-delivery of a 
partner 

N/A N/A 0.5 0.5 0.25 Request for partner effort to be increased. Failing 
that, partner may need to be replaced by a suitable 
alternative partner. 

FAC 

Bankruptcy of an 
SME partner 

N/A N/A 0.3 0.7 0.21 The financial viability of the SME partners (FAC, MTRS, 
FS and SfJE) have been verified and evaluated 
positively. In the worst case scenario, SME partners 
will be replaced by suitable alternative partners. 

FAC 

Withdrawal of an 
End User partner 

N/A N/A 0.3 0.7 0.21 The PC will try resolve the end user withdrawal if due 
to a conflict through conflict resolution. The 
consortium has been assembled so that backup is 
possible in most areas. In event of this, suitable 
alternative end user partner(s) will be recruited. 

FAC 

Lack of 
communication and 
coordination 
between project 
partners 

All N/A 0.5 0.7 0.35 The PC will monitor collaboration between RESILENS 
partners and coordinate communication between the 
consortium bodies based on the management 
structure described in section 3.2 of the RESILENS 
DoW. FAC will organise periodic consortium meetings, 
either physical or remotely via web conference, jointly 
with the partners. All partners are expected to be 
represented or send at least one representative. FAC 
will arrange monthly tele-conference meetings of the 
WP Leaders. All meetings will be followed-up by 
minutes which will also be made available in an online 
communication tool. FAC will set up and maintain a 
web-based platform, including a public area for 
dissemination activities and a private one (access only 
via personal passwords). It will be used for data & 
document filing, management, monitoring and 
administration (deliverables tracking, budget 
controlling, etc.). 

  

Delays in reporting All N/A 0.7 0.3 0.21 Partners will be instructed to submit the overdue 
progress reports as soon as possible and this will be 
closely monitored. Where further delays occur FAC 
will inform the EB. 

FAC 

Delays in submitting 
deliverables 

All N/A 0.3 0.7 0.21 Staff resources/effort to be increased to assist in the 
completion and submission of the deliverable. 

FAC 
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Ethical non-
compliance  causing 
legal issues or a 
delay in data 
analysis 

WP1 
& 

WP4 

N/A 0.1 0.7 0.21 An ethics management plan will be delivered is 
delivered in the document Deliverable 7.2. All work 
and information sharing will be conducted in line with 
the European Convention of Human Rights and the EU 
Charter for Fundamental Rights. Joint research 
activities, workshops and training with researchers or 
user groups, peer reviews and the review by the 
advisory committee all provide safeguards within the 
framework of the project management structure to 
ensure that the highest ethical and professional 
standards are adhered to by participants and reduce 
the likelihood that ethical issues will arise. All data 
examined will be handled in line with the directive, 
Council Regulation (EC) No 2006/24/EC. The societal 
coordinator (along with the project coordinator and 
quality manager) and the external Ethical and Societal 
issues advisor: Gemma Galdon Clavell (Eticas Research 
& Consulting) will monitor the compliance of the 
research performed in this project with national and 
European law and H2020 standards. 

FAC / 
Societ

al 
Coordi
nator 

Data privacy 
breaches - breaches 
in data privacy 
which can cause 
serious legal 
implications and 
reputation harm.  

N/A N/A 0.5 0.5 0.25 Access to sensitive information collated under the 
RESILENS project will be prevented. A protocol 
hierarchy will be established to determine appropriate 
access and operational capacity according to user type 
and requirements. It will be essential to prevent 
unauthorised access and also to control the ability to 
edit project inputs where required. 

FAC 

Data privacy 
breaches - breaches 
in data privacy 
which can cause 
serious legal 
implications and 
reputation harm.  

N/A N/A 0.5 0.5 0.25 All the project output, deliverables and demonstration 
data used in the RESILENS project will be hosted in a 
secure portal. The information collated under the 
RESILENS project will be controlled via a protocol 
hierarchy for access. Protocol will be established to 
determine appropriate access and operational 
capacity depending on the user type and 
requirements. It will be essential to prevent 
unauthorised access and also to control issues such as 
ability to edit material. The imposition of a strict 
protocol for access will also ensure the avoidance of 
moral hazards. 

FAC 

Non-adherence to 
dissemination rules. 

All N/A 0.5 0.5 0.25 The following two general dissemination rules will be 
adhered to by all project beneficiaries: Any 
dissemination activities and publications in the 
project, including the project website will (i) specify 
that the project has received Community research 
funding and (ii) display the European emblem (except 
in academic publications). When displayed in 
association with the logo, the European emblem will 
be given appropriate prominence. 

FAC 
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Lack of expertise in 
certain areas by 
project partners. 

N/A N/A 0.3 0.5 0.15 The partners could consult experts in-house, in other 
project partner institutions, or sub-contract to using 
bodies with demonstrated experience. The Advisory 
Board is composed of experts from different areas and 
sectors and could advise the RESILENS consortium on 
technical and emergency situations/matters. 

FAC 

Conflict between the 
RESILENS 
consortium 
regarding decision 
making 

N/A N/A 0.5 0.5 0.25 Problem solving discussions and negotiations will 
generally take place during the ordinary and ad-hoc 
meetings between the relevant partners. If no 
solution can be found then conflict resolution will be 
reached through a four-step procedure:                           
1. The partners concerned will inform the EB. If no 
solution is achieved, then: 
2. The EB will inform the Project Coordinator (FAC) 
who will mediate between relevant partner(s). If no 
solution is achieved, then: 
3. The General Assembly will be required to hold an 
ad-hoc meeting within 14 days and a resolution 
reached. 

FAC/ 
Partne

rs 
Involv

ed 

Lack of work 
progress 

N/A N/A 0.5 0.5 0.25 The performance of all work processes will be 
systematically monitored by the Research Co-
ordinator and measured against the defined 
deliverables and milestones to ensure that the project 
stays focussed and to identify any potential 
opportunities for improvement. 
For internal monitoring purposes, the partners have 
agreed to produce internal quarterly reports. 
Deliverables tracking: A table of deliverables will be 
updated and made available on the secure intranet as 
a tracking tool. All deliverables will be validated by the 
respective WP leader and the Project Coordinator 
before being distributed to the rest of the consortium 
and submitted via the Participant Portal of the EC. 

FAC 



Project Number:   653260 
Project Acronym:   RESILENS 
D 7.2. Risk, Quality & Ethics Management plan 

© RESILENS consortium: all rights reserved 

 
 

4.0  Risk Reporting 

4.1 Introduction 

Risks are dynamic, hence monitoring becomes important This section outlines the risk reporting 

mechanisms which will be used to monitor and report on risks throughout the RESILENS project. 

Timely and accurate risk reporting will assist the RESILENS consortium to: 

 Understand the risk profile of the project and how it has changed over time. 

 Determine whether the project's exposure to risk is being managed appropriately. 

 Assess the 'in control' status of the project. 

 Take action to mitigate unacceptable exposures to risk. 

4.2 Risk Registration Template 

In addition to the risks and mitigation/corrective actions highlighted in this plan, subsequent risks 

further identified during the course of the project should be reported by filling up a risk registration 

template. The template (Appendix 1: risk registration form) will enable RESILENS partners report 

risks as they arise or where there is an increased chance of a risk materialising. The completed 

template will then be saved and attached as an appendix to the then published D7.2 Risk, Quality 

and Ethics management Plan. 

APPENDIX 1 

RESILENS Risk Registration Form  

Partner Name: 

 

Date:  

Description of risk: 

 

Associated WP/milestone/deliverable/task: Delivery date:  

Initial risk score (from the Risk Assessment 

Report): 

Current/potential risk score: 

Suggested mitigation measure/corrective actions: 

Remark by Partner responsible for Risk management: 

Corrective action taken: 

 

Date: 
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RESILENS QUALITY MANAGEMENT 

5.1 Background 

The Quality Management Plan (QMP) for the project puts forward the acceptable level of quality 

agreed upon and defined for the RESILENS project. The QMP will describe how the project will 

achieve this quality level in its WP task conducting, reporting and deliverables. 

The RESILENS Quality management activities are set to ensure that: 

 The deliverables outputs are geared towards meeting the agreed- upon standards and 

requirements for reporting. 

 The WP tasks are conducted efficiently as assigned. 

 There is a proper documentation of work processes used in achieving the project goals. 

 Common templates for the reporting of the project deliverables are maintained and used. 

 The consortium partners use the relevant external forms in stakeholders consultations, as 

well as the use of use of the agreed upon dissemination templates. 

 Potential risks which could severely impact the project are identified and appropriate 

corrective actions are taken. 

 Quality standards are met and surpassed for all aspects of the RESILENS project outputs 

The RESILENS QMP will therefore apply to project deliverables and the conducting of project WP 

task and would put forward quality control and assurance activities to monitor and verify that 

project deliverables meet defined quality standards.  

5.2 Benefits of the RESILENS QMP 

Experiences with project management have shown that the most successful relationships between 

project partners and end-users are those which are defined precisely, clearly and completely, and in 

which there is agreement on the WP task points before the start of the project. 

The benefits of an agreed RESILENS QMP are those resulting from the fact that: 

 there is effective communication between the consortium partners 

 all WP task execution are properly planned and directed to facilitate meeting desired goals,  

 all changes to RESILENS project plans, specifications, etc. are adequately controlled in a 

specified and agreed manner, 

  all of the RESILENS project partners  have a clear understanding of project objectives, of the 

progress towards attaining these objectives and any impediment to their attainment, 

 there is clear agreement between the RESILENS research component and the demonstration 

partners on the standards, procedures and methods employed to meet project objectives, 

 procedures are in place for ensuring that the RESILENS project receives all the deliverables 

and other WP task reporting items specified in the DoW, to agreed standards of quality and 

timeliness. 



Project Number:   653260 
Project Acronym:   RESILENS 
D 7.2. Risk, Quality & Ethics Management plan 

© RESILENS consortium: all rights reserved 

 Page 23 of 48 

 the QMP is used by the RESILENS partners as a basis for agreement (rather than conflict). 

5.3 The Scope of the QMP 

The RESILENS quality management plan in this deliverable will be mainly concentrated with the 

project aspects of the planning and execution of WP tasks, deliverables preparation and reporting, 

and the general monitoring of the WP task progress and milestone achievements. 

Other quality assurance and control mechanisms which would improve and guarantee the overall 

quality of other aspects of the RESILENS project would be further highlighted. 

5.4 Quality Management in the RESILENS project 

All WP tasks leaders are fully responsible for the management of the quality of the outputs (and 

processes) associated with the assigned tasks.  Furthermore, the quality manager (QM) – Dr. Rob 

Rowlands (UoW) will play an oversight role ensuring a high level of quality with regards to the 

integration of the different project components, processes and procedures related to the RESILENS 

project. 

In the following sections, schemes applied for the management of quality in different aspects of the 

RESILENS project are highlighted 

5.4.1  WP tasks and processes 

Quality management in WP task planning 

The WP Management Plan (WPMP) as described in the D7.1 RESILENS Project Management 

Handbook must be filled in by the WP leaders for all the WP task. This will be done with 

contributions from the task leaders. 

The key activities per task, estimated person month per activity per partner, a schedule with key 

dates by which key actions must be completed by WP and task leaders 

A preliminary plan should be submitted by the WP leader to FAC by M3. This plan can further be 

amended by the WP leaders and participating partners following consultation on how best to 

efficiently manage the task. 

Quality assurance of WP tasks 

The WP and task leaders have the responsibility of ensuring that the quality of the task contents and 

outputs are maintained, and that the tasks are carried out efficiently and are geared to meet the 

proposed deliverables timelines 

WP output Documentation 

To facilitate ease of tracking the assigned task outputs, all contributions to the WP (on a task level) 

must be saved in the RESILENS data management system under the related WP number and the task 

that the contributor is working on. 

The RESILENS data management system will allow write and save permissions for the participating 

partners in that WP (and tasks), and will only allow read permissions for all other RESILENS partners. 
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5.4.2  Deliverables and related WP task reporting 

Deliverables Preparation 

All deliverables must have listed on the front page: its title, reference, the version number, the issue 

date and applicable deliverable/WP number. 

For uniformity in all released project documents, all deliverables must be prepared on the 

recommended deliverables template and using the format found in the data management system 

and saved as “RESILENS Deliverable Template” in the shared General Templates folder under “Day to 

Day Project Management”. 

File naming 

The file naming convention as described in section 7.2 “File naming convention” on page 21 of D.7.1 

(Project management handbook) should be applied for all deliverable reports prepared during the 

project. 

Abbreviations and Acronyms 

All abbreviations and acronyms used in the deliverables must be expanded and explained in the first 

instance of use. The acronyms can then be used thereafter. 

However, excessive use of abbreviations and acronyms makes reading difficult and should be limited 

where possible. That is why it is recommended that their use be limited to a few words commonly 

employed in the field. 

Definitions 

All terms, the meaning of which may lead to incomprehension, misunderstanding or ambiguities, 

must be defined. 

The definition section is very important, as words are often interpreted in very different ways and 

thus can seriously affect the understanding of quality requirements.  

Quality Assurance of deliverables 

All deliverables and project content must be reviewed by at least one more partner before 

publication or distribution outside the RESILENS consortium. The document review process should 

be preferably done using the "track changes" mode and using comments in the draft document. 

The "reviewed by" row in the "Deliverables Details" table and the "contributing partners" table on 

the first page of the deliverable document will also be used to identify and track the internal project 

reviewers who contributed to improving the quality of the document. 

Deliverable tracking 

To follow how draft documents evolve to the final deliverable document, it is advised that all 

versions of the deliverables are saved using version names as described in the File naming 

convention section. Using this, it is hoped that the issue of accidentally deleted files would be 

minimised. 

5.4.3  RESILENS project progress and monitoring 

Key indicators for progress monitoring 
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WP leaders and the stakeholder partners are encouraged to come up with a list of key indicators 

which can be used to monitor the progress of the project and can be applied to define the quality of 

the task outputs accomplished. This would be best done at the start of the WP execution. 

Information about work progress.  

The means by which the WP leader monitors progress and informs the Project Coordinator is up to 

the discretion of the WP leader. 

The progress and time management aspects of the WP tasks for the RESILENS project must be 

reported on a quarterly basis using the word document “ RESILENS Quarterly Technical Progress 

Report” template as described in Section 5.0 (page 15) in D7.1 project management handbook. This 

technical progress report will be produced by the different consortium partners and will detail their 

contributions to different WP tasks for a three month period. 

Any anticipated problems expected with the WP should be mentioned in that report, to help with 

efficient management and minimisation of such problems negatively affecting the project. 

EB progress meetings.   

A progress meeting of the WP leaders (or delegates) from the consortium partners must be held at 

least once a month until the completion date. This meeting will be conducted via teleconference. 

However, face-to-face progress meetings can also be planned to occur during the planned 2-3 

project meetings scheduled to take place during the year. 

The research coordinator is responsible for preparing and sending the meeting notification and 

agenda to all the expected participants 5 working days before the meeting.  

It is however the responsibility of the respective partners to ensure that they have access to the 

selected teleconferencing tool (Skype for this project).  

To ensure that the participating partners are well informed about the discussion points and planned 

outcomes from the progress meetings, minutes of the meeting are to be provided by the research 

coordinator within 5 working days after the meeting. 

The meetings minutes template as seen in Appendix 1 of D7.1 Project management handbook 

should be used for the minutes reporting. 

Additional technical WP meetings.   

Further technical and informal meetings are encouraged to be held more frequently when required, 

especially at the beginning of WP tasks project, to maintain a good co-ordination between the WP 

leader and the participating partners.  

This is especially important since it is the responsibility of the WP leader to ensure that all 

communication on the planned WP tasks are clear and have been understood by the task 

participants. 

Such meetings could be organised using tele-conferencing tools, but this decision is fully at the 

discretion of the organising WP leader (taking the participants into consideration) 
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Such technical meetings can also be arranged during the course of the project meetings. It is advised 

that the organising WP leader make arrangements with the hosts for the meeting to facilitate the 

availability of free rooms for such meetings. 

The participants to these meetings will vary according to the meeting's objectives. In all cases, 

minutes of the meeting must be written by the meeting conveyor or WP leader (or a delegate) and 

distributed to the meeting's participants.  

The meetings minutes template as seen in Appendix 1 of D7.1 Project management handbook 

should be used for the minutes reporting. 

A copy of the meeting minutes must be saved in the “Technical WP meetings” folder under RESILENS 

meetings in the data management system. 

Periodic Reporting 

Two formal Periodic Reports will be submitted to the European Commission during the course of the 

REILENS project. One will be submitted at the project mid-term stage (M18) and one at the 

concluding stage of the project (M36).  

Detailed instructions on the submission of the periodic financial report will be provided by FAC to all 

partners at M18.  

However, beforehand all partners are advised that they must keep time records of the hours worked 

on the project tasks. It is the responsibility of the partner to designate the staff member who is in 

charge of this activity at their institution. 

To ease the generation of the periodic report, the tabs related to the partners on the quarterly 

financial progress report excel sheet described in Section 9 and Appendix 3 of D7.1 project 

management handbook and hosted on the RESILENS data management system must be filled by the 

partners every three months. The financial progress report will assist partners in keeping track of 

their efforts in carrying out tasks. Reminders will be sent to the partners on this activity at least 5 

days before the expected deadline 

For the periodic and final reports a one page quality and ethics report will be included. this report 

will be prepared by the quality and standards manager respectively to highlight and summarise the 

quality and ethical compliance of the project processes and outputs for the reporting period.  

5.4.4  Quality management with dissemination tools & activities 

Internal and External Presentations 

All partners are encouraged to use the power point presentation templates (or a variation of it) 

located in the General templates folder under the RESILENS day Project management  for presenting 

outputs resulting from the research carried out under the RESILENS project. 

The RESILENS logo should accompany all research output handout and posters in internal and 

external presentations i.e. at conferences and symposium. 

Any publicity, including at a conference or seminar or any type of information or promotional 

material must specify that the project has received EC research funding and display the European 

emblem.  
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All publications shall include the following statement: 'The research leading to these results has 

received funding from the European Union’s Horizon 2020 Research and Innovation Programme, 

under Grant Agreement no 653260'. 

Any external presentations to stakeholders at events or planned business meetings should be 

recorded in line with the schemes put forward in the Dissemination and Exploitation Strategy (D6.5) 

which would be available at the end of M12. 
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RESILENS ETHICS MANAGEMENT PLAN 

6.1 Background 

Projects developed within the Horizon 2020 Framework are required to explicitly address the ethical 

considerations of the project. For the achievement of the RESILENS project goals, the project 

involves the consultation, interaction and the testing of the proposed tool kit by a range of CI 

stakeholders. Information obtained guiding the formulation of European Resilience Management 

Guideline (ERMG) and Decision Support Platform, RESILENS concept of operations, demonstration 

activities and the potential outcomes of the project was initially suspected to ethical and legal 

implications across different jurisdictions. It is therefore crucial to consider the ethical and legal 

implications of the project activities and address them in a manner that agrees with legal provisions 

and societal norms. This includes matters of privacy, legality, authorisation, protection, ethics and 

general conduct regarding environmental data, personal information and research results where 

necessary.  

This section will present an Ethics Management Plan which introduces major ethical topics, and gives 

guidance on how they are managed within the RESILENS project. It will aim to guarantee compliance 

with all applicable privacy and data protection legislation, as well as ensure the informed consent of 

all interviewees and the ethical use and administration of data generated during the project lifetime. 

6.2 Ethics Management in the RESILENS Project 

The RESILENS consortium is acutely aware of the necessity to ensure that it is adequately prepared 

and equipped to mitigate any potential ethical issue which may arise, irrespective of how remote 

this possibility is considered to be.  

Therefore, in recognition of the importance of giving adequate consideration to ethics and ensuring 

that all project activities are carried out in a manner which is compliant with the highest ethical 

standards, the RESILENS consortium has designed an integrated ethics management framework 

within the wider project management structure.  

The governance of ethics will occur within WP7 Project management, and specifically as part of Task 

7.2 Risk, Quality and Ethics Management (which is covered in this deliverable report), within which 

all ethical considerations arise during the project will be considered. The RESIELNS ethics 

management structure is outlined below in Figure 1.  

The RESILENS project coordinator, under the guidance of the project societal coordinator(SC) and 

the quality manager (QM) will have overall responsibility for the ethical management and oversight 

of the project. The SC will oversee that the project partners adhere to the ethical and moral 

obligations in engaging with all types of stakeholders. The QM will monitor compliance to ethical 

rules and support in the undertaking of the project, with ethics considered at all stages in the 

development of the project outputs. This will be ensured through an ethics-by-design 

methodological approach, the implementation of which will be closely monitored by the QM. 
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Figure 1: RESILENS Ethics Management Procedures 

The continued monitoring of ethical issues and the coordination of contingencies throughout the 

project implementation.  

In the event of a RESILENS project partner/researcher having concerns on the topic of data 

protection, privacy or research conduct that needs further discussion, the partner/researcher should 

contact the project coordinator as the first point of contact. The coordinator will inform the 

Executive Board and, if necessary, the External Ethics and Societal Issues Advisor (Gemma Galdon 

Clavell), and seek guidance on mitigating the issue in a proper manner. 

If guidance from the Ethics Advisory Board on a specific issue is relevant to the consortium at large, 

then the coordinator will ensure that guidance notes are disseminated across all consortium 

partners. 

Each WP lead especially with those WP that deal strongly with a data collection and demonstration 

component also should ensure that all consent have been attained and there are no ethical issues 

arising from the execution of the WP tasks. 

At the start of the project, since all partners having efforts allocated to WP1 Task 1.4 

(Multidisciplinary Stakeholder Consultation), there is a requirement to notify the relevant 

Information Commission/Data Protection Authority in the respective countries to obtain ethics 

approvals for the project. This can be achieved using the sample cover letter in Appendix 2 “Sample 

Cover letter to Data Protection Authority” found at the end of this document and available on the 

RESILENS data management system.  

These approvals when received should be sent to FAC where it would be collated and sent to the EC. 
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7.0   Overview of Data Protection and Privacy in the EU 

In the European Union, data protection and privacy issues in digital communications is governed by 

two EU Directives: the EU Directive 95/46/EC on Data Protection (Directive on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data), 

and the EU Directive 2002/58/EC on privacy and electronic communications (Directive concerning 

the processing of personal data and the protection of privacy in the electronic communications 

sector). EU Directive 2002/58/EC can be considered as a further elaboration of EU Directive 

95/46/EC specifically for governing data protection and privacy in digital communications – e.g. 

internet-based activities.  

7.1 Definitions 

The EU Directive 95/46/EC [2] uses the following definitions for core concepts: 

(a) 'personal data' shall mean any information relating to an identified or identifiable natural 

person ('data subject'); an identifiable person is one who can be identified, directly or 

indirectly, in particular by reference to an identification number or to one or more factors 

specific to his physical, physiological, mental, economic, cultural or social identity; 

(b) 'processing of personal data' ('processing') shall mean any operation or set of operations 

which is performed upon personal data, whether or not by automatic means, such as 

collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, 

use, disclosure by transmission, dissemination or otherwise making available, alignment or 

combination, blocking, erasure or destruction; 

(c) 'personal data filing system' ('filing system') shall mean any structured set of personal 

data which are accessible according to specific criteria, whether centralized, decentralized or 

dispersed on a functional or geographical basis; 

(d) 'controller' shall mean the natural or legal person, public authority, agency or any other 

body which alone or jointly with others determines the purposes and means of the processing 

of personal data; where the purposes and means of processing are determined by national or 

Community laws or regulations, the controller or the specific criteria for his nomination may 

be designated by national or Community law; 

(e) 'processor' shall mean a natural or legal person, public authority, agency or any other 

body which processes personal data on behalf of the controller; 

(f) 'third party' shall mean any natural or legal person, public authority, agency or any other 

body other than the data subject, the controller, the processor and the persons who, under 

the direct authority of the controller or the processor, are authorized to process the data; 

(g) 'recipient' shall mean a natural or legal person, public authority, agency or any other 

body to whom data are disclosed, whether a third party or not; however, authorities which 

may receive data in the framework of a particular inquiry shall not be regarded as recipients; 

(h) 'the data subject's consent' shall mean any freely given specific and informed indication 

of his wishes by which the data subject signifies his agreement to personal data relating to 

him being processed. 
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7.2 EU Directive 95/46/EC 

EU Directive 95/46/EC [2] is a directive adopted by the European Union aimed at protecting the 

privacy and protection of all personal data collected for or about citizens of the EU, specifically 

relating processing, using, or exchanging such data. The EU Directive 95/46/EC has two main 

objectives:  

 In accordance with this Directive, Member States shall protect the fundamental rights 

and freedoms of natural persons, and in particular their right to privacy with respect to 

the processing of personal data. 

 Member States shall neither restrict nor prohibit the free flow of personal data between 

Member States for reasons connected with the protection afforded under paragraph 1. 

The first objective ensures the protection of privacy of EU citizens, whereas the second guaranteeing 

the free flow of personal data between member states – as long as proper measures have been 

taken.  

The Directive can be summarised as follows (taken from [3]) 

This Directive applies to data processed by automated means (e.g. a computer database of 

customers) and data contained in or intended to be part of non-automated filing systems (traditional 

paper files). 

 It does not apply to the processing of data: 

 by a natural person in the course of purely personal or household activities; in the course of 

an activity which falls outside the scope of Community law, such as operations concerning 

public security, defence or State security. 

The Directive aims to protect the rights and freedoms of persons with respect to the processing of 

personal data by laying down guidelines determining when this processing is lawful. The guidelines 

relate to: 

 the quality of the data: personal data must be processed fairly and lawfully, and collected for 

specified, explicit and legitimate purposes. They must also be accurate and, where necessary, 

kept up to date; 

 the legitimacy of data processing: personal data may be processed only if the data subject 

has unambiguously given his/her consent or processing is necessary; 

 special categories of processing: it is forbidden to process personal data revealing racial or 

ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, 

and the processing of data concerning health or sex life. This provision comes with certain 

qualifications concerning, for example, cases where processing is necessary to protect the 

vital interests of the data subject or for the purposes of preventive medicine and medical 

diagnosis; 

 information to be given to the data subject: the controller must provide the data subject 

from whom data are collected with certain information relating to himself/herself (the 

identity of the controller, the purposes of the processing, recipients of the data etc.); 
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 the data subject's right of access to data: every data subject should have the right to obtain 

from the controller: 

o confirmation as to whether or not data relating to him/her are being 

processed and communication of the data undergoing processing; 

o the rectification, erasure or blocking of data the processing of which 

does not comply with the provisions of this Directive in particular, 

either because of the incomplete or inaccurate nature of the data, 

and the notification of these changes to third parties to whom the 

data have been disclosed. 

 exemptions and restrictions: the scope of the principles relating to the quality of the data, 

information to be given to the data subject, right of access and the publicising of processing 

may be restricted in order to safeguard aspects such as national security, defence, public 

security, the prosecution of criminal offences, an important economic or financial interest of 

a Member State or of the European Union or the protection of the data subject; 

 the right to object to the processing of data: the data subject should have the right to object, 

on legitimate grounds, to the processing of data relating to him/her. He/she should also have 

the right to object, on request and free of charge, to the processing of personal data that the 

controller anticipates being processed for the purposes of direct marketing. He/she should 

finally be informed before personal data are disclosed to third parties for the purposes of 

direct marketing, and be expressly offered the right to object to such disclosures; 

 the confidentiality and security of processing: any person acting under the authority of the 

controller or of the processor, including the processor himself, who has access to personal 

data must not process them except on instructions from the controller. In addition, the 

controller must implement appropriate measures to protect personal data against accidental 

or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access; 

 the notification of processing to a supervisory authority: the controller must notify the 

national supervisory authority before carrying out any processing operation. Prior checks to 

determine specific risks to the rights and freedoms of data subjects are to be carried out by 

the supervisory authority following receipt of the notification. Measures are to be taken to 

ensure that processing operations are publicised and the supervisory authorities must keep a 

register of the processing operations notified. 

Every person shall have the right to a judicial remedy for any breach of the rights guaranteed by the 

national law applicable to the processing in question. In addition, any person who has suffered 

damage as a result of the unlawful processing of their personal data is entitled to receive 

compensation for the damage suffered. 

Transfers of personal data from a Member State to a third country with an adequate level of 

protection are authorised. However, they may not be made to a third country which does not ensure 

this level of protection, except in the cases of the derogations listed. 

The Directive aims to encourage the drawing up of national and Community codes of conduct 

intended to contribute to the proper implementation of the national and Community provisions. 
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Each Member State is to provide one or more independent public authorities responsible for 

monitoring the application within its territory of the provisions adopted by the Member States 

pursuant to the Directive. 

7.3 EU Directive 2002/58/EC 

In complement to the EU Directive 95/46/EC, The European Union adopted the Directive 

2002/58/EC on privacy and electronic communications in 2002 [4]. This directive guides the 

processing of personal data and the protection of privacy in the electronic communications sector. 

Directive 2002/58/EC can be considered as a further elaboration of EU Directive 95/46/EC, and was 

aimed at guide accommodating advances in digital technologies that were being introduced in public 

communications networks in the EU – i.e. the widespread adoption of internet as a communication 

medium. Through Directive 2002/58/EC, the EU recognised the specific requirements concerning the 

protection of personal data and privacy of the user that these new developments necessitated, and 

the need for harmonization and standardisation.  

Directive 2002/58/EC can be summarised as follows (taken from [5]) 

Directive 2002/58/EC forms part of the "Telecoms Package", a new legislative framework 

designed to regulate the electronic communications sector and amend the existing 

regulations governing the telecommunications sector. The "Telecoms Package" includes four 

other Directives on the general framework, access and interconnection, authorisation and 

licensing and the universal service. The “Telecoms Package” was amended in December 2009 

by the two Directives “Better law-making” and “Citizens’ rights”, as well as by the 

establishment of a body of European regulators for electronic communications (BEREC). 

This Directive principally concerns the processing of personal data relating to the delivery of 

communications services. The main points covered in the directive are: 

 Confidentiality of communications. The Directive reiterates the basic principle that 

Member States must, through national legislation, ensure the confidentiality of 

communications made over a public electronic communications network. They must in 

particular prohibit the listening into, tapping and storage of communications by persons 

other than users without the consent of the users concerned. The subscriber or user who 

stores their information must first be informed of the purposes of the processing of their 

data. They have the option to withdraw their consent on the processing of traffic data. 

 Data retention. The Directive determines that traffic data and location data must be 

erased or made anonymous when they are no longer required for the conveyance of a 

communication or for billing, except if the subscriber has given their consent for another 

use. On the sensitive issue of data retention, the Directive stipulates that Member States 

may withdraw the protection of data only to allow criminal investigations or to 

safeguard national security, defence and public security. Such action may be taken only 

where it constitutes a "necessary, appropriate and proportionate measure within a 

democratic society". 

 Cookies. The Directive states that users must give their consent for information to be 

stored on their terminal equipment, or that access to such information may be obtained. 
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In order to do this, users must receive clear and comprehensive information about the 

purpose of the storage or access. These provisions protect the private life of users from 

malicious software, such as viruses or spyware, but also apply to cookies. 

 Cookies are hidden information exchanged between an Internet user and a web server, 

and are stored in a file on the user's hard disk. Their original purpose was to retain 

information between sessions. They are also a useful and much decried tool for 

monitoring a net surfer's activity. 

 Public directories. European citizens must give prior consent in order for their telephone 

numbers (landline or mobile), e-mail addresses and postal addresses to appear in public 

directories. 

 Controls. Member States must implement a system of penalties, including legal sanctions 

in the case of infringements to the provisions of this Directive, and ensure that the 

national competent authorities have at their disposal the necessary powers and 

resources to monitor and control compliance with the national provisions adopted during 

the transposition of this Directive. 

 

7.4 More Recent EC Proposal Changes and Agreements 

On 25 January 2012, the European Commission unveiled proposals to comprehensively reform and 

modernise the principles defined in the 1995 EU 95/46/EC Data Protection Directive [6]. The 

European Commission deemed this reform necessary because ‘Technological progress and 

globalisation have profoundly changed the way our data is collected, accessed and used’ [6], and 

because ‘the 27 EU Member States have implemented the 1995 rules differently, resulting in 

divergences in enforcement’.  

The new proposals include a single set of rules on data protection, valid across the EU, and new 

directives for data protection in police and judicial cooperation in criminal matters. The proposals 

are supposed to update and modernise the principles enshrined in the 1995 Data Protection 

Directive, with the aim of bringing them into the digital age and building on the high level of data 

protection which has been in place in Europe since 1995. Furthermore, the proposals put forward 

are expected to reduce the administrative burden that the existing data protection rules place on 

businesses, and to enhance the control that individuals have of their own personal data when used 

by businesses. More information about the Data Protection Reform proposal, the official 

communication document, its key ambitions and implications can be found in [6]. 

The European Parliament adopted its first reading positions on the proposals for a data protection 

Regulation and a data protection Directive on 12 March 2014. 

On 15 June 2015, the Council reached a general approach on the general data protection 

regulation that establishes rules adapted to the digital era. This adopted general approach means 

that the Council has a political agreement on the basis of which it can now begin negotiations with 

the European Parliament with a view to reaching overall agreements on new EU data protection 

rules. The first trilogue meeting between the Commission, the European Parliament and the Council 
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of the EU took place on June 24 2015, with the three institutions expected to agree on a roadmap 

leading towards the finalisation of the reform before the end of 2015 

The main elements of this agreement are:  

 One continent, one law – the regulation will establish a single set of rules on data protection, 

valid across the EU. Companies will deal with one law, not 28. This will save businesses 

around €2.3 billion a year. In addition, the new rules will particularly benefit small and 

medium-sized enterprises (SMEs), reducing red tape for them. Unnecessary administrative 

requirements, such as notification requirements for companies, will be removed: this 

measure alone will save them €130 million per year. 

 Strengthened and additional rights - the right to be forgotten will be reinforced. When 

citizens no longer want their data to be processed and there are no legitimate grounds for 

retaining it, the controller must delete the data, unless they can show that it is still needed or 

relevant. Citizens will also be better informed if their data is hacked. A right to data 

portability will make it easier for users to transfer personal data between service providers. 

 European rules on European soil – companies based outside of Europe will have to apply the 

same rules when offering services in the EU. 

 More powers for independent national data protection authorities – those authorities will 

be strengthened in order to effectively enforce the rules, and will be empowered to fine 

companies that violate EU data protection rules. This can lead to penalties of up to €1 million 

or up to 2% of the global annual turnover of a company. 

 The 'one-stop shop' - the rules will establish a 'one-stop shop' for businesses and citizens: 

companies will only have to deal with one single supervisory authority, not 28, making it 

simpler and cheaper for companies to do business across the EU. Individuals will only have to 

deal with their home national data protection authority, in their own language - even if their 

personal data is processed outside their home country. 

More information on the proposed agreement can be found in [7]. 

 

8.0  RESILENS Ethics Management Plan 

8.1 Initial Ethics Considerations for the RESILENS Project 

When the RESILENS project was in the development stages, the project consortium was aware that, 

because of the importance of the ethics especially in relation to the execution of EU projects, due 

regard must be given to ensuring that the RESILENS project and its outputs comply with the highest 

ethical standards.  

However, it is important to note that as at the submission of the project proposal, the project 

consortium identified that there were no ethical issues with the RESILENS project, and reached a 

considered opinion that there will be no ethical issues identified as the project progresses. In 

addressing the ethics checklist, as outlined within Part A of the Horizon 2020 proposal application 

process, only two questions received “yes” answers. These were:  

2. Does your research involve human participants? Yes  
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6. Does your research involve non-EU countries? Yes  

However, after a careful assessment of the ethical implications of these answers, it was determined 

that their impact will not compromise the overall ethical compliance of the project. While human 

participants will form part of the Key Stakeholder consultations of the project, the information which 

is derived from such interactions does not appear to present an ethical issue. This is since any 

information gathered will be anonymised, with no information of a personal nature collected. Full 

compliance in terms of data protection, informed consent and professional standards will be 

ensured throughout the project.  

In relation to the involvement of a non-EU country (Israel), it has been determined that this does not 

represent an ethical issue, since under the H2020 call this is regarded as an associated state and is 

thus subject to the same legal and ethical demands to be fulfilled by the partners in this project.   

8.2 Ethical Code of Conduct in the RESILENS Project 

It is important to establish a project environment that stimulates responsible behaviour and a 

reflexive attitude in relation to ethical issues. There are two main areas of concern with regard to 

the ethical management of the RESILENS project. These are that the members are expected to/have: 

 Follow legal requirements. The project needs to work in accordance with legal requirements 

established by the European Commission and national authorities in the related project 

consultation and demonstration areas, in particular concerning data protection and privacy 

issues.  

 Research integrity. With RESILENS being primarily a research project, the project members 

are required to display research integrity in their work and adhere to common established 

research practices, such as intellectual honesty, accuracy and transparency in their project 

activities. 

Each of these areas is of utmost importance to the project consortium, and are assured for through 

procedures and directives.  

8.2.1  Data in the RESILENS project  

The RESILENS project will mainly have two data categories: 

 Consortium processed data is data that is analysed and processed in various project 

activities. This data is based upon case study data, but is of a more general level and 

contains no personal data whatsoever. This data is used to perform analysis between case 

studies and to create the data structures and knowledge-bases that underlie the proposed 

RESILENS tools.  

 Publicly shared data is data that becomes part of the RESILENS results (e.g. tools, reports), 

and that is shared with members of the public during dissemination activities. This data is 

based upon consortium processed data, but processed to only be available on an aggregated 

level, and made available for specific evaluation and dissemination purposes. 

Within the RESILENS project, ‘processed data’ is by definition devoid of any personal information. 

With each processing step, the level of abstraction of data increases. It is important to understand 
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that the final product of the RESILENS project will not contain primary data and will be devoid of any 

personal or privacy-sensitive data.  

8.3 RESILENS Data Handling 

The data in the RESILENS project ranges from aggregate, quantitative data to detailed qualitative 

data collected. In particular for the detailed data collected in the stakeholder consultation exercises 

and demonstration tests, it is imperative to follow strict guidelines with regard to the storing, 

processing and sharing of data.  

8.3.1  Data creation 

 ‘Data creation’ refers to the act of creating new data (for example, by performing 

interviews), or acquiring existing data which is new to the project (for example, by obtaining 

existing datasets for use in the project). 

 If a consortium partner is the creator of data (e.g. by performing interviews, or performing 

surveys), then the partner is responsible for proper storage, processing and sharing of that 

data, and ensuring that personal data is purged before further dissemination to the 

consortium. 

 If a consortium partner wishes to use relevant information from a case study area, but is not 

the creator (e.g. by acquiring relevant datasets or relevant documentation), then the partner 

is responsible for determining the source of the data, and assessing if the dataset contains 

personal or otherwise privacy-compromising data. If that is the case, it is the responsibility of 

the consortium partner to purge personal data from that dataset, and prepare it for further 

dissemination in a proper admissible form.  

8.3.2  Data security 

 All RESILENS consortium shared, processed data will be stored in secure intranet 

environments at the locations of consortium partners with access privileges restricted to the 

relevant project partners.  

 If (processed) data is to be transferred from one partner to another, care has to be taken to 

do so in a secure manner, for example via a secure data channel, in an encrypted mode, by 

using a password or via physical transfer.  

8.3.3  Data collection  

The RESILENS consortium will implement proper procedures to safeguard the privacy of participants 

in data collection. In general, the RESILENS project will:  

 anonymise identities.  

 allow participants to review, edit and clarify issues raised during interviews.  

 exclude all public use of data with personally identifiable features, as to preserve the 

individuals’ anonymity.  
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 inform participants that they participate in this project on a voluntary basis, and may 

withdraw from participation in the project at any time, without any disadvantage to 

themselves of any kind. 

 use data in publications but will take care to present data in an aggregate form as to prevent 

direct reference to specific participants. If there is a need for exceptions, these will not take 

place without the explicit consent of the participant. 

These measures will be described to participants by means of an Informed Consent Form (Appendix 

3) accompanied with a Description of the RESILENS project (Appendix 4). Before any interaction can 

commence, the participants will need to have given their confirmation of their understanding of 

these measures and consent for use of data stemming from the interaction by signing the Informed 

Consent Form.  

 The project will require signed Informed Consent Forms from all external participants in data 

collection activities before they take place. The consent form and project description 

information sheet for the RESILENS project are located in the ethics form templates file in 

the RESILENS data management system.  

 In case of an interview with multiple participants (e.g. a workshop or a discussion forum), all 

participants are required to sign an Informed Consent Form.  

 The participant will be given a copy of his signed Informed Consent Form.  

 Each consortium partner conducting an interview is responsible for securing the signed 

Informed Consent Form, and storing it in a secure location for possible future verification 

and use. 

 It is the responsibility of the consortium partner issuing the informed consent form to adapt 

the general for template to the body the consent is being sought from. 

8.3.4  Use of data 

The information collated under the RESILENS project will be controlled via a protocol hierarchy for 

access. Protocol will be established to determine appropriate access and operational capacity 

depending on the user type and requirements. It will be essential to prevent unauthorised access 

and also to control issues such as ability to edit material. The imposition of a strict protocol for 

access will also ensure the avoidance of moral hazards. Data will be stored securely in a secure 

portal and accessed only by consortium members who are tasked with data analysis. Data would not 

be modified to ensure the integrity of the data, and efforts will be taken to ensure that data 

anonymity is maintained at all times.  

8.3.5  Use of pre-existing data 

During the course of the project, it is possible that the RESILENS team will gain access to data that 

was collected before the start of the project. An example will be the case of obtaining and using 

demographic data from the municipal authorities overseeing one of the demonstration regions. In 

this event, the RESILENS consortium must ensure that there is no information contained in it, which 

could be used to identify individual citizens. Further, RESILENS partners must be mindful here of the 
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risks of linking this data, or conclusions resulting from this data with data or conclusions from other 

data sources. 

Informed consent must be obtained when acquiring pre-existing data from external sources.  

8.3.6  Conducting research activities 

The project consortium will be mindful of the nature and implications of project activities. Ethical 

considerations for conducting scientific research can be divided into two broad categories.  

The first category deals with aspects related to research integrity within the academic community. 

This refers to honesty, fairness, accuracy and transparency on behalf of the individual researchers in 

their work. Beside research integrity, ethical considerations with regard to the wider socio-ethical 

responsibility of the project are needed. This involves the responsibility towards society and in 

particular the well-being of research participants. 

8.3.7  Research integrity 

The RESILENS project will adopt the principles of the European Code of Conduct for Research 

Integrity [8]. This code was developed by the European Science Foundation in cooperation with All 

European Academies (ALLEA) and represents agreement across Europe on principles and priorities 

for self-regulation of the research community. 

 The RESILENS consortium partners will acknowledge and respect the European Code of 

Conduct for Research Integrity in their research practices for the RESILENS project. This Code 

addresses good practice and bad conduct in science, offering a basis for trust and integrity 

across national borders in the European Union.  

 The coordinator will provide a copy of the European Code of Conduct for Research Integrity 

to the consortium, and monitor and discuss its principles throughout the duration of the 

project with consortium partners. 
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