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EXECUTIVE SUMMARY
Objectives
This report has been prepared as part of RESILENS Work Package 6 – Communication Dissemination,
Education and Training. The report provides a presentation of the first E-learning Hub Structure and
the Initial Content for 1 Training Module. The education and training materials and supporting
resources will be contained within an e-learning hub.
The objectives of work package 6 are to:








Establish contact and cooperation with related projects, programmes, initiatives and policy
makers relevant to this project
Track the results of co-ordination with other projects
Develop an in-depth sustainability strategy to increase uptake of risk assessment, European
Resilience Management Guideline (ERMG), Resilience Management Matrix and Audit Tools
and E-Learning Hub
Raise awareness with ERMG and associated tools with wide variety of users
Consider methods to incorporate RESILENS outcomes with policy and statutory documents
Contribute to future policy based on knowledge and awareness generated in the project
through interaction with specific interest bodies.

The education and training deliverables in WP6 are:




D6.3 Roadmap for Training and Education Delivery (Completed M12)
D6.4 Development of RESILENS E-learning Hub (Submitted in this document M18)
D6.6 Final RESILENS E-Learning Hub & Content to Support RESILENS Tools (M32)

The education and training milestones in WP6 are:


M6.2 Development of Education & Training Materials (M29)
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The RESILENS e-learning hub under development is intended to work as a platform aiming to
aggregate not only the project tools but also training materials considering both those required to
properly use the tools and additional materials that can support professional development of
professionals working on CIR.

Description of the work
This document referring to RESILENS E-learning Hub Structure and Initial Content for 1 Module was
developed by Factor Social and Skills for Justice Enterprises, as task lead for 6.4 Training and
Education and the work package 6 lead. During development, previous documents produced by
consortium partners were considered and project partners involved in work package 6
Communication, Education, Dissemination and Training were consulted to pronounce either over
parts of this report (e-learning hub or training materials) or over draft stages of the deliverable. This
helped ensure that this deliverable 6.4 RESILENS E-learning Hub Structure and Initial Content for 1
Module and each of its sections, are fit for purpose, fit with the other work packages (those already
developed and those under development) and project partners and interdependencies have been
identified and considered for the development of this output.
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Introduction and background to RESILENS project

The frequency and severity of impact of disaster and crisis events has channelled attention to
vulnerability of physical assets, with a particular focus on critical infrastructure (CI). Due to the
dependency on these infrastructures, disruptions to the normal operation, or the suspension of CI
services would significantly affect public safety, security, economic activity or environmental quality
particularly in developed societies.
Furthermore owing to systems interdependencies, the cascading effects potentially resulting from
the breakdown in one system on other interconnected systems are of significant concern.
There is a clear need to identify, develop and operationalise resilience approaches and methods to
assist CI stakeholders in preparing for and mitigating, responding to and recovering from likely
disasters and crises. CI stakeholders include CI managers, government, regional and local authorities,
responders and end users

1.1 RESILENS Work Plan
In order to achieve its objectives, RESILENS will follow a seven stage methodological framework
comprising six targeted Work Packages (WP1-6) and one project management work packages (WP7).
Each WP will consist of a number of tasks and sub tasks. A brief description of each work package is
below:
WP 1: Overview of Resilience and Risk Management Concepts - WP 1 is responsible for the initial
resear h a d a alysis phase of the proje t su h as defi i g hat is ea t y the ter s resilie t
a d resilie e a d ill for the key fou datio s upo
hi h the de elop e t of the Europea
Resilience Management Guideline will be built.
WP 2: Resilience Management – Methodological and Procedural Development - WP2 will develop
quantitative resilience assessment methods and digitize these as a practical resilience management
matrix and audit toolkit. This will allow for analysis of an entire region or country in terms of
resilience measures and management.
WP 3: Formulation of the European Resilience Management Guideline - The undertaking of WP 3
will result in the development and refinement of the ERMG, based on the information emerging
from WP1 and 2.
WP 4: Pilot Demonstrations - WP 4 will operationalise, evaluate and validate the Draft ERMG across
a number of CI and public settings, in conditions which are as close to real-world as possible. The
pilot demonstrations will investigate the following:


Pilot Demonstration 1: Enhancing Sectoral Resilience: Examine resilience within transport
infrastructure on a country-wide and trans-boundary scale. (Germany)
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Pilot Demonstration 2: Enhancing Regional Resilience: Examine the operability of the ERMG
and its methodology from the perspective of testing and developing water infrastructure
resilience at a regional scale. (Ireland)
Pilot Demonstration 3: Enhancing Resilience coordination: Examine societal resilience
within the electricity distribution system of Lisbon City. (Portugal)

WP 5: Harmonisation - WP 5 will draw together the various elements of work can be drawn together
in a manner which is both transparent and process driven. Formulating a completed, comprehensive
and interactive ERMG that satisfies various sectoral needs and provides associated and
interconnected methodological and training resources requires a structured approach. WP 5 will
develop a CONOPS (Concept of Operations) a human centred process examining the role of
organisational factors, resources and rules in terms of how they affect and are affected by the
various stakeholders involved in crisis management, emergency response and establishing and
maintaining resilience.
WP 6: Communication, Dissemination, Education and Training - WP 6 involves dissemination of
knowledge and findings from the previous five Work Packages described above. It also involves
wider dissemination and use of the ERMG as a pan-European resource for all CI sectors, rescuers and
communities. The RESILENS e-Learning Hub will be developed as part of this WP.
WPs 1 and 2 will define the common terminology to be used in training and education, becoming
major anchors to all materials to be developed. During work packages 2,3 & 5 tools, systems and
resources will be produced, which will require education and training materials and resources to be
developed in T6.4 to support knowledge, understanding and implementation. Therefore, the
outcomes from work package 1, 2, 3 and 5 will inform T6.4 the content and the resources required
to gather and produce this.
Additionally WP2.4 will produce a manual, aimed at CI operators and stakeholders. This will detail
how to access and use the software developed in WP2 to analyse Critical Infrastructure resilience.
This will form a key education and training resource on the e learning hub, from which further e
learning materials can be developed as needed.
WP6 will aim to use a multi strand dissemination process, to ensure information rich transfer with
broad spectrum coverage, within a limited budget as follows:
1. Widely disseminate the RESILENS conceptual approach to building resilience amongst CI
providers, through a number of international conference proceedings and symposiums.
2. Develop on line education and training materials and resources to support RESILENS
products, as they emerge during the project. This will support skills training and
interoperability aspects of RESILENS.
3. Finally, a number of Continuous Professional Development and computer based module
proposals will be developed to advance knowledge transfer in the education and training of
the ERMG and associated concept to key end-users.
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WP 7 Project Management - This WP contains tasks for the effective and efficient running of the
project both on a day to day basis and at a strategic level.
Throughout RESILENS, there are links between all work packages and consequently
interdependencies. These are illustrated in Figure 1.

Figure 1: RESILENS Work Package Inter-linkages
1.2 The importance of Education and Training on Resilience
Resilience is a term used and worked on in various different sciences such as psychology, physics,
risk ma age e t… hence different definitions and frames of work are now available for resilience.
The diversity and amount of information is now a challenge for many people, including critical infrastructure providers, some of who may be relatively new to the concept of resilience, generating
confusion and difficulties on accessing useful information.
RESILENS aims to generate a common framework for critical infrastructure resilience that is easily
accessible to critical infrastructure managers. T6.4 will develop a training program that supports
people working with critical infrastructure to learn about resilience, in order to generate resilient
cultures in various critical infrastructure organizations. This challenge is one recognised in many
countries.
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Attri utes of organisational resilience need to be better understood and integrated into an
orga isatio ’s e eryday life, philosophy a d ulture hi h ill ulti ately help e sure sur i a ility i
times of adversity. Organisational resilience means different things to different people and there is
currently no common understanding of what it entails. This strategic imperative seeks to build a
common understanding and the value proposition for business to adopt an organisational resilience
approach through the introduction of a number of activities and initiatives, including a resilience
trai i g progra , resear h a d de elop e t, a d real life ase studies.
Through the education and training materials in RESILENS, we aim to develop and raise awareness of
a common resilience language. This is particularly important not only to allow communication inside
organizations but to allow communication across organizations so knowledge can be easily shared
and used to improve resilience.
1

1.3 Purpose of development of RESILENS E-learning Hub Structure and Initial Content for 1 Module
The development of this deliverable that in fact includes in itself 2 deliverables (the RESILENS Elearning Hub Structure and the Initial Content for 1 Training Module) has several purposes:






Mature a first idea of the e-learning hub, share it with other partners and the team, mainly
regarding those directly engaged on its development, and start constructing a concrete
perspective of the hub structure what it will include and how to organize projects tools and
other materials to be made available;
Develop a first training module based on previous deliverables, starting to select most
important information for training and the challenges imposed by such task both considering
the materials development but also those that will rise for trainees/users;
Kick-off the communication between the content development of the training materials and
the e-learning hub, to raise ideas on the different type of tools and materials that will be
used for providing the training and their interconnection, as well as on the formats that can
be used to display training contents that can be supported by the hub.

2.0 E-learning Hub Structure
2.1 Architectural Structure of the hub
The information detailed below is an overview of functionality that is suggested as being included in
the e-learning hub required for the RESILENS programme. The final detail of the exact specifications
will need to be explored in further detail when the development starts.

1

http://www.emergency.qld.gov.au/publications/pdf/Critical_Infrastructure_Resilience_Strategy.pdf
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Figure 1: Architectural Structure of the hub

Interoperability with other RESILENS tools and main platform
The e-learning hub, developed as part of WP6, needs to connect seamlessly other tools that are
being developed as part of the RESILENS programme in WP2 and WP3. These are as follows:
•
•

European Resilience Management Guideline - ERMG (WP3)
Resilience Management Tools (WP2)

Figure 1 proposes a modular architecture for the e-learning hub, ERMG and the Resilience
Management tools. By so doing the following advantages will be gained:
•
•

Allow for simultaneous development streams
Remove interdependencies between tools

Note that we will need to ensure a consistent user experience across the RESILENS tools and the elearning hub. Access to
Single Sign On
A content management system (CMS) will be employed to ensure a single point of access onto the
decision support platform. It is proposed that the RESILENS tools and e-learning hub will
authenticate via the CMS to ensure a single touch point.
Visual consistency will be achieved by ensuring common styling is employed across the entire
product landscape.

9

Project Number:
Project Acronym:

653260
RESILENS
D6.4: RESILENS Roadmap for training and education delivery

Information Governance
As the platform will hold personal information in the form of names and email addresses, as well as
potentially other information such as job titles, location and sector, it is important to ensure the
platform complies with pan-European information governance standards.

2.2 Potential Features of the hub
This section describes the salient features that will be required of the e-learning hub.
User management
Key to the development of the hub is ease of access to content. To ensure that users can locate the
information quickly and efficiently, a number of details need to be taken into consideration around
the user experience and accounts.
Creating accounts
Set up of accounts can be in two formats, manual and automatic. These are described in the
following subsections:
Manual
Manual authentication might include a user self-registering on the system (typically via some sort of
sig up page a d also the ulk reatio of users y rele a t orga isatio s.
Automatic
There is the potential to manage user accounts by connecting the CMS to third-party external
systems, such as HR systems. However, this will require further investigation if this facility is needed.
Managing current accounts
Accounts that exist in the platform must be editable, as well as having the ability to remove
accounts, or move them to other organisations. A range of functionality would need to be put into
place to enable this.
Deleting accounts
In the case of deleting accounts, a process must be put into place to ensure that if a user has
accessed any e-learning that may need to be tracked/recorded for future information, this is either
retained or the individual agrees to the removal of the account. For example, if a course is
completed and a certificate issued, the learner may want to retain this information for a period of
time.
It would be sensible to remove unused accounts after a period of time (potentially 3 years).
Roles
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A number of different roles will need to be set up in the system to be assigned to individuals. The
platform will enable a user to be assigned to one or potentially more roles. For example, a manager
will be able to access records on users from their organisation or group, as well as the standard
functionality. These will need to be defined and set into the platform administration.
As new organisations start to use the hub, an administrator will be able to assign these roles to
individuals. It is important that the hub has the flexibility to add or remove this access from users.
Assigning users to courses
There are a number of options to be looked at in relation to assigning courses:
•
•
•

Automatically assign courses to individuals dependent on their role/organisation
Enable a free search of all courses, for users to pick which are relevant to them
“uggest ourses depe de t o the users role/orga isatio

Tracking
It is essential that the hub has the ability to track real time updates on progress and completions of
courses on the hub. This is not only of benefit to the user, but to any senior role assigned in the
platform. It is suggested that SCORM-compliant courses are developed and run from a suitable
SCORM-compliant platform. This will enable the project to collate e-learning data, for example
•
•
•
left.

Time spent in the course
Score on any assessments
Last page accessed to ensure that learners can jump back into the course from where they

Validation and certification
On finishing of a course, it is important that the user can see their completion. This is generally
achieved through the generation of a certificate. It is suggested that this be a downloadable and
printable certificate, that will remain on their hub account.
The completion detail should also be available to the senior role (manager) via reporting
functionality so that they can keep central records of all users.
Reports
The reporting system needs to be developed to be flexible in case enhancements need to be made
further down the line. Information accessible via the reporting functionality needs to include a
number of elements including:
•
•
•

Who accesses learning
Country specific reports
Role specific reports
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Blended approach
The platform should enable a blended approach to learning. This gives organisations more flexibility
to use e-learning in different ways including individuals using the course, individuals working with a
person supporting them, in a classroom environment, or as part of a face-to-face session. To enable
this flexibility, the platform needs to have the following functionality:
•
•

Ability to upload documents
Potential to book face-to-face training

2.3 Course development
The course content will be developed by Factor Social, who will coordinate with Skills for Health in
the development of the courses suitable for deploying on the platform. The Skills for Health Elearning Team will be using the content that Factor Social develop in PowerPoint, and building this
into a suitable format e-learning package using an industry-standard authoring tool.
Factor Social and Skills for Health will need to coordinate during the build to ensure that both parties
are happy with the course interactions, and to enable discussion around any amends needed to fit
the functionality of the templates used in the authoring tool.
Courses will be built to meet accessibility requirements.

2.4 End user consultation and testing
It is imperative that a group of people, either from the programme or from a group of potential
users, should be consulted at key points during the delivery of the hub and the courses. This will
ensure that the risk of issues occurring will be reduced, and that the hub and courses can be adapted
early on to the needs of users.
Testing of the platform for its functionality will also need to be carried out during development to
remove any bugs or issues that may occur.

2.5 Roles and responsibilities
There are 3 major organisations engaged on the development of the E-learning Hub, with different
roles:
Factor Social
Development of the course content.
Fraunhofer
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Managing the build of the platform and therefore will need to coordinate on both branding and links
from the platform to the hub.
Skills for Health
Building the course content and the e-learning hub.

2.6 Timelines
Major timelines for the development of the E-learning Hub are the following:



8th Dec 2016 – Presentation of latest developments in e learning hub to partners and EU
Commission at RESILENS project Mid Term Review meeting
Dec 2017 – Deliverable D6.6 due – Final e learning hub and content.

3.0 Initial Training Content for 1 Module
3.1 Analysis of the Deliverables
The development of training materials and their content is based on the analysis of other project
deliverables and assessment of most relevant information to provide to practitioners who aim to use
project tools for managing Critical Infrastructure Resilience (CIR).
The team considers that one of the first modules needed to be addressed on a training perspective is
the definition of main concepts such as Resilience and CIR. Full understanding of such concepts are
critical for practitioners to fully understand tools and for maximizing their use.
Even though this is the first module to be developed the team also considers this will be named as
the Module 2 of the training materials as it was considered useful to provide a first module that
provides trainees insights on training structure so they can understand the reasoning for training
organisation and navigate easily between training tools, supporting training materials and project
tools. Even though this module already started to be developed it will be finished last to make sure it
includes a comprehensive approach of all tools and documents the team decides to provide on the
hub (which are still being defined).
3.2 Development of Training Materials
Based on the overall project structure and project tools, the training team identifies the main goals
for training (e.g. acknowledge hub structure and organisation of training materials – Module 1;
understanding baseline concepts – Module 2… a d de elops trai i g ontents on a PowerPoint
format document based on deliverables developed by the consortium.
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3.3 Validation of Training Materials
The PowerPoint document with main training contents is then reviewed by the most relevant
partners (those most actively engaged on the production of the deliverables that support training
o te ts de eloped a d their o
e ts are o sidered to de elop a fi al ersio of the Po er
Point document.
Not only this document is made available in the RESILENS E-learning Hub, but also more interactive
tools are developed based on this and other related documents (project deliverables, literature
arti les… are sear hed. Trai ees ill eed to pass a test before they manage to disclosure the
module after. Tests are also being developed by the training team for each module. All of these
materials will be uploaded on the hub and be part of the same training module.
Opening the Hub to first users will allow testing materials and gather comments on deliverables.
Final adjustments to training documents produced may be performed and additional support
training materials may be included.

Module content –
draft version

Review by most
significant partners

Final module
content

Test the materials

Use module
content for guiding
the development
of complimentary
training materials

3.4 Training Content for 1 Module
On Appendix 1 attached to this report the training team presents the training contents for Module 2,
concerning the baseline Resilience and CIR concepts. These module is considered to be fundamental
for practitioners who want to use RESILENS tools as it provides the framework for the tools.
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1. INTRODUCTION

The Resilens approach
•

Realizing European Resilens for critical
infrastructure in an era that has seen
critical

infrastructure

suffer

from

a

multitude of high impact, natural and
manmade disasters there is a greater

need than ever before to assess to the
resilience of modern societies to withstand
and recover from adverse events.
•

The resilience project aims to further
significant advancements in the resilience
of CI through practically applied research.
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2. THE RESILENCE APPROACH IN CRITICAL
INFRASTRUCTURE

What is Critical infrastructure?
•

Critical infrastructure is a term used by governments to describe assets that are essential
for the functioning of a society and economy.

•

Critical infrastructure (CI) provides essential functions and services that support

European societal, economic and environmental systems.
•

As both natural and manmade threats, disaster and crisis situations become more
commonplace, the need to ensure the resilience of CI so that is capable of withstanding,
adapting and understanding to applied, operational measures that integrate best practice
from the related realm of risk management and vulnerability assessment.
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2. THE RESILENCE APPROACH IN CRITICAL
INFRASTRUCTURE

Energy
A fault in an
electricity
transmission
network in
Northern Germany
resulting in a
blackout for more
than 15 million
people across
Western Europe in
2006.

Transport
The London
Underground
bombings of
July 2005 and
the commuter
train attacks in
Madrid in 2004
demonstrated
the vulnerability
of transport
infrastructure to
terrorist attack.

Agriculture
The food and
agriculture
Sector has
critical
dependencies
with many
sectors such as
water,
transport,
energy and
financial
services.

Water
Damage to water
supply
infrastructure by
natural or manmade disaster
can cause major
public health and
environmental
impacts,
including
possible loss of
life.
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Communications
Communications
are essential to the
functioning of
society and
economy while also
contributing greatly
to citizen’s quality of
life.

2. THE RESILENCE APPROACH IN CRITICAL
INFRASTRUCTURE

Oil
The risk of attacks
against oil and
gas infrastructures
vary according to
the segment of the
value chain
involved:
exploration and
production,
treatment,
refining, pipeline
transport, sea
transport,
distribution and
marketing.

Gas
When a RussianUkraine gas
dispute escalated
in 2009 resulting
in a major
disruption to the
gas supply of
many European
States with
thousands of
homes and
business left
without electricity.

Health
Health
systems
must have
the
resilience
to be able
to adapt to
enormous
additional
demands
during
crisis.

Security
Man-made or
natural crises
and disasters
that impact on
CI can be far
reaching and
can bring
about major
debilitating
consequences
for security.
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Finance
Regulators as well
as private sector
owners and
operators must work
collaboratively to
maintain a high
degree of resilience
in the face of a
myriad of potential
disasters, manmade
or natural.

2. THE RESILENCE APPROACH IN CRITICAL
INFRASTRUCTURE

What is Critical Infrastructure Resilience?
•

Critical infrastructure Resilience is the capability to prepare, respond and recover
from manmade and natural disasters such as:

Flood

Extreme
Temperature

Earthquake

Hurricane

Cyber Attack
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3. THEORECTICAL AND EMPIRICAL FRAMEWORK OF
RESILIENCE PROCESSES

Significance of Resilience - Definitions
•

Resilience is “ the ability to return to a normal state- or “business as usual”” (Coaffee,
2013)

•

“ Capacity of a system to move back as quickly as possible following a disturbance to its

original equilibrium state” (Walker et al 2004).
•

“ Resilience is considered as an ongoing process that seeks to understand and adapt to
the complexities of constant change” (Davoudi 2012,p.310.)
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3. THEORECTICAL AND EMPIRICAL FRAMEWORK OF
RESILIENCE PROCESSES
Scale and scope of CI:
CI´s are in essence the facilities and assets that support daily life encompassing sectors

including:

Health

Finance

Transportation

Housing/Shelter

Energy

Communications

Cyber Physical
Systems

Food and Water
Services
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3. THEORECTICAL AND EMPIRICAL FRAMEWORK OF
RESILIENCE PROCESSES

Scope of infrastructures considered “critical” by Nation:
Country

Transport

Energy

ICT

Finance

State

Austria

x

x

x

x

Belgium

x

x

x

x

Czech
Rep

x

x

x

Germany

x

x

x

Ireland

x

x

x

Portugal

x

x

Spain

x

x

x
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3. THEORECTICAL AND EMPIRICAL FRAMEWORK OF
RESILIENCE PROCESSES

The Resilience initiatives in the management of CI:
•

Reviewing the existing governmental State of the Art (SOTA), it can show that there is
no consistent definition for Resilience. The review of the governmental SOTA
documents also demonstrate how Resilience management utilizes different stages
and cycles in different countries, focusing most often upon the earliest stages.

•

However in almost all countries there are risk-related approaches. To find a solution
to combine risk-related approaches with the resilience management developed in the
RESILIENS project is a central issue.

•

Despite a lack of engagement with resilience, ISO 31000 is increasingly the standard
risk assessment methodology utilized across a range of sectors and extensively by CI

providers..
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4. FRAMING RESILIENCE
Perspectives on Resilience and risk Management
Perspective

Resilience as…

Definition

4. FRAMING RESILIENCE

1

A goal of risk management

Resilience as the overarching goal of
protection policies and risk
management as the method to
achieve this goal.

2

A part of risk management

Resilience is a part of risk
management. Activities to strengthen
resilience are needed in order to deal
with the so-called “remaining risks”

3

An extension of risk management

Recognizes the importance of risk
management to CI operations, but
proposes that these practices need to
be extended to encompass resilience
practices, that integrate social and
organizational factors.

4

An alternative to risk management

Challlanges the traditional method of
risk management and promotes
resilience as a new way of dealing
with risk in a complex environment.
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4. FRAMING RESILIENCE

Perspectives on Resilience and risk Management
•

Perspective 1- which understands resilience as the outcome of risk management, is the traditional, normative
approach to risk and resilience within CI´s, and thus one that is easily integrated into existing policies. However, it is
challenged by complexity, the uncertainty presented by unpredictable events;

•

Perspective 2 – Views resilience as part of existing risk management approaches and brings together probabilistic
analysis with coping strategies. However, within this perspective, resilience is difficult to define, whist there is a further
suggestion that is still somewhat normative and could stifle innovation or more transformational change;

•

Perspective 3- has been formulated for the resilience project and recognizes that whilst risk assessment is
fundamental to CI practice at present, that there is a requirement to extend this process to consider resilience as part of
a more dynamic system that includes social, technical and organizational factors. This perspective can be considered
as one of transition to the more transformative understanding of resilience.

•

Perspective 4- Presents resilience as a transformative alterative to risk management. It is based upon the principle
that probabilistic risk analysis is inadequate for the complex, non-linear and dynamic, socio-technical nature of today´s
challenges, and that probabilistic approaches will always fail to assess the underdeveloped, but advocates redundancy,
flexibility and self-organization rather than risk assessment.
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4. FRAMING RESILIENCE

Practical Exercise

1) Which perspective do you think it is more useful to
the concept of Critical Infrastructure Resilience?
2) Why?
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4. FRAMING RESILIENCE

Preparedness and persistence

Anticipate potential
shocks

= Traditional approach

Adaptability, responsiveness and
resourcefulness

Reduces future
uncertainties

Evolutionary Resilience

= Transformative approach
Capacity of a system to learn, combine experience and knowledge, coordinate and
mobilize assets and enhance capacity to act in the face of risk. Improve the Resilience of
systems
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4. FRAMING RESILIENCE

The Resilience Cycle

Recovery;
Responsiveness;
Resourcefulness

Response;
Responsiveness;
Resourcefulness

Mitigation;
Robustness;
Redundancy

Preparedness;
Robustness;
Redundancy
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4. FRAMING RESILIENCE

The Resilience Cycle
•

Mitigation provides the initial pre-event phase, assessment of risk and more longterm approaches to reduce the costs of response and recovery;

•

Preparedness involves the anticipation and enhancement of response capabilities,
typically at a more local level;

•

The response phase concentrates on actions taken during or immediately after an
incident, focusing on responsiveness, resourcefulness and the collation of critical
information, including lifesaving needs, such as evacuation search and rescue,
communications, critical facilities and the potential for cascading events;

•

The recovery phase of the resilience cycle involves the short or long term
rebuilding to achieve a ‘new normality’ based on a better appreciation of potential
risks.
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4. FRAMING RESILIENCE

The Resilience Turn
•

The “Resilience Turn” has seen resilience approaches and initiatives embedded within an

array of global initiatives, national policies and more local practices, driven by an overarching
requirement to secure the future from an array of disruptive challenges, threats and events.
•

This “resilience turn” can be said to incorporate a wider global movement for change, as
more localized national policy debates, that are highly specific to both the temporal and
institutional context, as well as emergent risks faced in particular locations.
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5. THE SCOPE AND SCALE OF CI AND CIR

From CI to CIR

•

European Union Distinguishes between European Critical Infrastructure (ECI) and
National Critical Infrastructure.

•

ECI is defined as “those designated critical infrastructures which are of the highest
importance for the community and which if disrupted or destroyed would affect two or
more MS, or a single Member State if the critical infrastructure is located in another
Member State.

•

This includes trans boundary effects resulting from interconnected infrastructures across
various sectors” NCI is defined as “located within a Member state.
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6. RESILIENS MANAGEMENT OF CI

Advances in CIR
•

The interest in resilience methodology has grown and evolved as early
risk management methodologies have proved ineffective in the face of
growing complexity and unpredictability of threats affecting multiple CI
domains.
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6. RESILIENS MANAGEMENT OF CI

Transition in CIR
Transition

Transformational

Aim

Equilibrist;
Existing normality
Preserve
stability

Adaptive
New normality
Transformative
flexible

Focus

Endogenous
Short term
Reactive

Exogenous
Long- term
Proactive

CI approaches

Techno- rational
Homogeneity
Recovery
Fail- safe
Protection
Optimization
Single- sector focus

Complex adaptive
Heterogeneity
Realign
Safe-to-fail
Predictive
Greater redundancy/diversity
Dependencies
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